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1 CAN/CANFD Zi2EshtER

11 FJCAN/CANFD%i #2520}, Bootloaderi 2) 2 J&5 25 MIICAN/CANFD Rx5|Hl,  ZEfF U5
it kil B AR AEMTID N0X79, CAN/CANFDZ: B = ALIDAOX7OME AR I, FKREFL KT, By
Tz 2w S AR B L 2, BT dr B AR HEIID SRR R, W N A

VB WIRIEIHICANG T, AT EHFHHEXT, #i# % ##4MHz, 6MHz, 8MHz, 12MHz,
14.7456MHz, 16MHz, 20MHz, 24MHz, 25MHz, &K EHiFL#H #G1FFHHEXT, 155
CANZ7 F2

& 1 Bootloader Main Loop

Bootloader Starts »  0x00: Get Command

A 4
Receives ID 0x79 from RX
Pin

A 4

0x01: Get Version

A 4

CAN/CANFD setup > 0x02: Get Device ID

y

Send ID 0x79 data frame

v
A 4

Wait for command > 0x21: Jump

2024.12.11 H 8 fRAs 2.0.1
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2
2.1

2.2

2024.12.11

CAN/CANFD B4R 8
CANFD R E

AT32 Bootloader i /fl CANFD ERiARCE :
Frame #3(: FD Mode and bit rate switching
Mode: Normal Mode

Identifier: Standard identifier
CANFD_CLK =40 Mhz

Prescaler = 0x1

Nominal Time Segment1 = 0x40
Nominal Time Segment2 = 0x10
Nominal SJW= 0x10

Data Time Segment1 = 0x20

Data Time Segment2 = 0x8

Data SJW= 0x8

CANFD — i #s f K AT LLF 64 Byte.

BTN R ENAE R 5, 2R BRI B CANFDBCE iF I RF 3¢, SRR MARI0X79, 4 EHL

Bl 2I0x79, NIFRIRIERZ MR, TGRSR & AT 4.
ACK = 0x79
NACK = Ox1F

CAN JBHRFRBLE

AT32 Bootloader CAN J45 R 2\ i ] 500Kbps, CAN — i fc A7 LAE] 8 Byte.

FAMEERE M2 )5, ATl speed it & EIICANIB R R, SCIFIRFH S Fspeediin &4k .

ACK = 0x79
NACK = 0x1F
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3
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Bootloader X4

AR R BRI BN AT PR, BRI 2B B S I & AT DR, (LR A
RGP A4, BT RITHSRATLAR, W, 5, BRaL%.

WIR B A 2 513
fir e FRAEMT 1D Ut P& SitRs

Get Commands 0x00 RIB A R 24K | Bootloader 3 CAN/CANFD 1% 5

Get Version 0x01 3R bootloader iz A< *5 | Bootloader 37 % CAN/CANFD [7i 5

Get Device ID 0x02 I ID 5, AT | Bootloader #F CAN/CANFD [ 5! 5
Fr Y5

Read memory 0x11 B A e e il | Bootloader 7% CAN/CANFD 715
K

Jump 0x21 BEEE R E A28 | Bootloader 37 #F CAN/CANFD (7 5
HEHATRE T

Write memory 0x31 BHARPIFEMETEE | Bootloader 3% CAN/CANFD 75
Hodik

Erase Ox44 BERRAENE A Bootloader 3 # CAN/CANFD %15

Erase and program 0x63 a5 R Bootloader 3(## CAN/CANFD f) %5

protect

Erase and program 0x73 KIAHBS Rt Bootloader 3 # CAN/CANFD %15

unprotect

Access Protect 0x82 TFJE 5 v G 7 Bootloader 34 CAN/CANFD [ 5

Access Unportect 0x92 K A 1] R4 Bootloader ¥ # CAN/CANFD ¢ =

Firmware CRC OxAC iH 5 ¥ & sector CRC Bootloader 3 #f CAN/CANFD [ 5

Enable sLib 0xDO f§i & sLib Thik Bootloader 3Z#F CAN/CANFD ff% 5

Disable sLib 0xD1 fitkx sLib ThfE Bootloader S #f CAN/CANFD [ 5

Get sLib Status 0xD2 HHL sLib ARZS Bootloader S #f CAN/CANFD [#)#15

Reset Device 0xD4 RN E: S Bootloader ¥ # CAN/CANFD [f1#! 5

Advanced Access 0xD6 5 5 U Il 3 Bootloader ¥ CAN/CANFD F H. 37 # 4 1al

Protect Ry DIRE T

Speed 0x03 B R Bootloader 3 # CAN/CANFD [ 5

N - % 107 - = ek 204
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4 Bootloader #y4£f#

A g F ELE bootloader 2% P A A IR FHAIAE I 7732, 468 S M1 A1 A % i o i 2 AT R
Frf i 4@t CAN/CANFD #R#EMI ID KA, 40 Get Commands @4, K CAN/CANFD #x
HEMIF 1D K 0.

JER: bootloader [/ & iy &A1& R fE Wi E i WER AL

4.1 Get Commands

Get Commands 4 F TSR A 5 R B & SCHF I a2 H12, 6 AN [F] R A I il 4, SCHe
a2 N R], R BI SR A B A
Bootloader fE Bt Ar &2 f5, WA FHL ACK, <ML 1 71 AR KRR A E: TR EAE
%E’Jiﬁ(?ﬁﬁlﬁ’ PR BRI S R 2 513, SR i R ACK.

b A AE V7 ) R4 B AR A o

4.1.1 FEHABZ IR

& 2 Get Commands FHLHHERE

Start Get Commands

A

Send std ID 0x00

Wait for ACK or NACK?

ACK

Receives 1 message the
number of bytes(n)

A
Receives 1 message the
bootloader version

A
Receives n-1 message the

support commands

Wait for ACK or NACK?

ACK

End <
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& 3 Get Commands ¥ & HHEE

Start Get Commands

Received std ID 0x00?

Yes

Send ACK

!

Send 1 message the number of
bytes (Version+Commands)

Send 1 message Version

|

Send n-1 message Support

4.1.2

2024.12.11

Commands
! ,
Send ACK Send NACK
I [
v
End
FEHmBE AR E
RIEHEE | BUHE PRt 1D i DLC Hdh ik
1 0x00 - - FHLE % Get Command 4
1 0x00 1 ACK/NACK ] NACK i, fin 4450
2 0x00 1 n-1 PRI 2R no 715 8
3 0x00 1 * Bootloader [ A=
4 0x00 1 0x00 # 1 /T4 Get Commands
5 0x00 1 0x01 % 2 M4 Get Version
6 0x00 1 0x02 % 3 M4 Get Device ID
7 0x00 1 0x11 %% 4 N4 Read Memory
8 0x00 1 0x21 % 5 M4 Jump
9 0x00 1 0x31 % 6 Mird Write Memory
10 0x00 1 0x44 %7 A4 Erase
1 0x00 1 0x63 % 8 M4 Erase and
Program Protect
12 0x00 1 0x73 %5 9 /M4 Erase and
Program UnProtect
13 0x00 1 0x82 % 10 T4 Access Protect
14 0x00 1 0x92 % 11 M4 Access
Unprotect
15 0x00 1 OxAC 25 12 4 Firmware CRC
16 0x00 1 0xDO %5 13 M4 sLib Enable
17 0x00 1 0xD1 % 14 A~y 4 sLib Disable

WA 2.0.1
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KILHE | HWOH R FRUEDT 1D i DLC Ko Eitipa
18 0x00 1 0xD2 % 15 M4 Get sLib status
19 0x00 1 0xD4 % 16 4 4 Reset Device
20 0x00 1 0xD5 TREd
21 0x00 1 0xD6 % 17 A4 Advanced

access Protect

22 0x00 1 0x03 Speed fir 4
23 0x00 1 ACK 4l

4.2

Get Version

Get Version iy 4 H K52k £ i Bootloader AT, 4 &l B bk 25, <MW EHL ACK,
i S AL1% 1 TR Bootloader Wl i A5 A1 2 A~151¥) Bootloader hiAS (fi#x BID), A5

Wi 52 L ACK, 3R

[T

Ui A AE VT I RO R I e

421 FENABRZIRTER

& 4 Get Version EHIRHEE

Start Get Version

4

Send std ID 0x1

ACK

Wait for ACK or NACK?

Receive 1 message protocol
version

4

Receive 2 message BID

ACK

N
Wait for ACK or NACK?

End

2024.12.11

13|

WA 2.0.1




-9 AT32 Bootloader CAN/CANFD Protocol
B 5 Get Version & &R E

Start Get Version

Received std ID 0x01?

Yes

Send ACK

A 4

Send 1 message version

A 4

Send 2 message BID

Y Y
Send ACK Send NACK
Y
End
422 ENImEHELRIEE
RIEHEE | BIEE FrAEmi ID Wi DLC bEi ik
1 0x01 - - FPLK 1% Get Version iy 4

1 0x01 1 ACK/NACK M E] NACK I, #rd4sw
2 0x01 1 * &N
3 0x01 1 * Bootloader Jiz 45 (BID)
4 0x01 1 * Bootloader Jiz 45 (BID)
5 0x01 1 ACK A g R

4.3 Get Device ID

Get Device ID fiy 4 FH TS HUd Hl 38 AR TS, i B 45 B2 4 7715 Product ID 5 A1 1 #3511
Project ID. AL i] LARRHE 1 751 Project ID I 4 HiTZE 2L 1) B4 2 WA~ RV bl 4%, 185 4
T Product ID 5 H T BAR I3 — MRS

LIRS, 2SN ENL ACK, BB Bk 1 TR K, RoREAE R K
FE, HAENEARKER 1 (WSS KRN 5, WILE N 4), & L% 4 7351 Product ID
A1 =H5 1 Project ID, 485 1 v — 4~ ACK.

W i A 7E Vs e) GR37 I JE It BB A A

2024.12.11 #1401 fRAs 2.0.1
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4.3.1 FHRREEwRTEE

& 6 Get Device ID EHLIHHIEE

Start Get Device ID

v

Send std ID 0x02

Wait for ACK or NACK?

ACK

Receive 1 message length of
device ID- 1

!

Receive 5 message device ID

N
Wait for ACK or NACK?

ACK

End I

& 7 Get Device ID B &I HFEE

Start Get Device ID

Received std ID 0x02?

Yes

Send ACK

A 4
Send 1 message length of
device ID -1

A

Send 5 message device ID

h 4 A 4

Send ACK Send NACK

End

2024.12.11 #1511 fRAs 2.0.1
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432 EHmBIEILREERE

RIFHE | HleH R PR 1D i DLC K Eiiipa
1 0x02 - - MLk i% Get Device ID 4

1 0x02 1 ACK/NACK 20 #) NACK i, T d4h
2 0x02 1 0x04 Device ID K&k 1
3 0x02 1 * Product ID [8-15]
4 0x02 1 * Product ID [0-7]
5 0x02 1 * Product ID [24-31]
6 0x02 1 * Product ID [16-23]
7 0x02 1 * Project ID
8 0x02 1 ACK A 4R

4.4  Read Memory

Read Memory iy & FIRIL U7 fif d5, SRAM, JashFEFARIGIX, F P R X 2 2tk v L
IR, PP RS AT RS U T AR ]

M RR B HAE, ST TER:

1 ViR SIS

2 bk REBAE

ST I R E I B AR, R AL ACK, K B E L NACK.

N EHL ACK 25, Kedk sl R ik s U Bl 15 2.

Wiy A AE T 1) GRA 3 B AN RE AR

4.4.1 FEHREIRHUEE

& 8 Read Memory EH3E 2 E

Start Read Memory

\ 4
Send std ID Ox11

address and read length

Wait for ACK or NACK?

Receive n message

End '

2024.12.11 % 161 fRAs 2.0.1
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B 9 Read Memory ¥ & 3iHEE

Start Read Memory

Received std ID 0x11?

ccess Protect on
dress is invali

No

Yes

Pl

Send ACK

A

A

y

Send n message Send NACK
A 4
End
4.4.2 FHImBELRIE
RIEHE | BRHEE BT 1D i DLC K ik
1 0x11 5 1: Address MSB FHLK%E Read Memory 4
2: Address B AL ST 4 AR LA
3: Address HEAN 1 S5 SR B X-1
4: Address LSB (XD
5: Read length X—1
1 0x11 1 ACK/NACK 253 NACK B, FoRif il f#
IR B L TE R, SRk
s
2 0x11 x1 * HbsHhib s, x1 RoR—%H
SR
CAN %K EEvaf1~8
CANFD HiE KRt :1~64
0x11 .. H Arithhit At
n 0x11 XN * Hbrhhk$dE x1+.. . +xn >=
X, OB s R T B AL
WK X, KF X ZJEH)
20241211 - - EIATH - - FRZ 2.0.1
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45 Jump

Jump i Tk B i M BEAT BT, T LA S 21 3 A7 45 A1 SRAM £ AT, BHE K st ik 6 2t
e RGEE A L, FEEE AN S A Rk A
BRI AT, SRENER

1 ViR RIS

2 bt AH K

U SR YT IR ORI AT T A I A 2, A5 R ML ACK,  FFBbFE 24 5 ik $ AT

A0SR I RYPIT R BE UL TERL, R S L NACK, S5 Bk EE e »

U AR i RTINS AN REAE A

451 FHAREWRRER

B 10 Jump ENRHEEE

Start Jump

y
Send std ID 0x21 and

jump address

Wait for ACK or NACK?

ACK

A

End

2024.12.11 % 181 fRAs 2.0.1
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B 11 Jump E&5REE

Start Jump

No

Received std ID 0x21?

Yes

ccess Protect on?

ddress invalid?

Send ACK

A 4

A

Jump to user application Send NACK
[ ¢ |
End
452 FEHmBELRTE
KIEFHEE | BUREE FrUEmT 1D i DLC B Eiipa
1 0x21 4 1: Address MSB FEHUE % Jump M4

2: Address B S B AL 1 4 AR LA

3: Address il

4: Address LSB

1 0x21 1 ACK/NACK 2 F] NACK I, Foriy il f#

PR G b TE Rk, 4Rt
s

4.6

2024.12.11

Write Memory

Write Memory 4 F TEEE 5 A\ 2470528, SRAM, I/ RS HIEIX %, 5N LM,

T B R R IR B, A N B hE IR A ARG P 7R RS AN BT A Ak

HEVE AN F] o

P R2EHIEX BT ARRSEEAR, SAAFLLH:

o P RGHIRIX/INT 256 T 15
FHRK =X G ER P REHIEEN, w&mEWRRI LG B3RP 2550

X, WEREEEN, &EBIMITRGEEN.

o M AZAGHIEX KT 256 711
EWFEREZ R G wmL, AREMH S 28RS
BER IR a2 )5, RIS P R G X R AG i, W PAT HBERR SR SN

% 19W
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W SRR A2 P R G X s bk, WAHAT IR, BB 0 5 N6 Rtk
MRS R R, KEIPIT RGENL.
BRI AR, SRENNE R
1 Vil Ry RS IR
2 bt A AR
URER VT I ORI BA T R I A 2, RS L ACK, R 4k S fium SR 285 NI .«
USRI ORI 5 BCE LR TERL, KM R L NACK, S S AJFE .

Wk iy 425 U R 2 R B
4.6.1 FHMELImREE

& 12 Write Memory EHLiHZE

Start Write Memory

A
Send std ID 0x31
Write address and length-1

Wait for ACK or NACK?

ACK

Send n message of write data

Wait for ACK or NACK?

End

A

2024.12.11 % 201 fRAs 2.0.1
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& 13 Write Memory & 52K

| Start Write Memory |

Received std ID 0x31?

Yes
Access Protect on?
Address invalid?

| Send ACK |

A 4

Receive n message of write
data

| Erase user‘s:/stem data | | Write n+1 byies dala | BeASINAGK
to memory
Write user system data Send ACK
| Send ACK |
| System reset |
v
| End
A M,
4.6.2 FEHmEEEmdE
RIEHE | B E PR 1D i DLC A it
1 0x31 5 1: Address MSB FEHLE % Write Memory fir 4
2: Address R AL A EhEL N 4 TR A
3: Address HEAN 1 A B KA (X-1)

4: Address LSB
5: Write length X-1

1 0x31 1 ACK/NACK 2 F] NACK I, Fomis {2
PP R B TR, SRt

ik

2 0x31 x1 * MR, x1 #on—4&H
RIEHEKE.

CAN K i FEl:1~8
CANFD #ifs K i H:1~64
HNHE

2024.12.11 2R fRAs 2.0.1
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KIEHE | HiOER bRUEmT 1D i DLC Ko ik
n 0x31 xn * B ANHHEEPE x1+. . 4xn >=
X, UEE KT Z S AR K
BEXE, KT X ZEHsdE 2
3 0x31 1 ACK/NACK A EE R
4.7 Erase

Erase & F T H R /7%, Erase > #F4% Sector #F% (Sector K/MEHE BARRISH X H)D, 4#
FREEHEAE, X TA7ELE Bank2 851483 FF Bank1 #Br A1 Bank2 #5%.
MBI A, WV FARY A S, W N EAL ACK, % &R Sector index A~

B RERIAL

® nXLJE Sector #iFx, NIFR/RERR Sector [N, 5 PSSR HACE BRI n 4> Sector 2 5],
MRS G, 25T Sector #%, R 72 JEW N FHL ACK.

® IR AEEFREGE Bank R, W EREPATR N FHERRBE, BB SE R Ja R EHL ACK

b &ALV I RO 5 I A B -

K1 ERRBBHHR

BRERRH #ERZE G (index) BRI E
0x00 0x00 Sector0
0x00 0x01 Sector1
Sector #kk 0x80 00 SPIM Sector0
0x80 01 SPIM Sector1
0x8F OxFF SPIM Sector4096
R OxFF OxFF All Flash
OxFF OxFE Bank1 Erase
Bank #Fk OxFF 0xFD Bank2 Erase
OxFF OxFC Bank3 Erase
Block %k OxFF OxFB Block Erase

JEE:Sector A NpSFE ALK S i ]

2024.12.11 &2
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4.7.1 FHRRESRTEE

B 14 Erase EHliHEE

Start Erase

\ 4
Send std ID 0x44 and

erase index

NACK
Wait for ACK or NACK?
Other erase Sector erase
v v
Send sector index
OxFFFF=All erase 2 bytes as one sector
OxFFFE=Bank1 erase MSB first
(n+1)*2 bytes

NACK

Wait for ACK or NACK?

ACK

End

A

2024.12.11 # 231 fRAs 2.0.1
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Protocol

B 15 Erase & &MHAEE

No

Start Erase

Yes

A

Received std ID 0x44?

Yes

Access Protect on?

No

Send ACK

Is special index?

A

A

Receive secto

rto be erased
2 bytes as one sector(MSB first)

OXFFFF=All erase
OxFFFE=Bank1 erase

A

A

Erase each sector

A A
Send NACK Send ACK
A
L End
472 EHRBELRTE
Sector #Fx FH LIRS TR
RIEHE | BBOH R BT 1D Wik DLC s Eitipa
1 0x44 2 SectorNum MSB | F#1Ki% Erase 4
SectorNum LSB | #ifs 0 B4R 1) sector 4k
X-1
1 0x44 1 ACK/NACK LB NACK I, 2t dr &
2 0x44 x1 * Sector index (MSB First),
x1 TR — %M B K.
CAN % K 2T [l 1~8
CANFD 4l KJEZVE[H:1~64
0x44 * Sectorindex (MSB)
n 0x44 xn * Sector index (MSB)

2024.12.11

% 24

R

WA 2.0.1
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4.8

RIETH R o B PRt 1D mi4 DLC B Eiiipa
x1+...+xn=X*2 (2byte FR—
/™ sector index)
2 Ox44 1 ACK
Bank 2iE R HEER ML LIS
RIEHE | HEBOHE FrifET 1D Wi DLC EAET ity
1 0x44 2 1: OXFF FHLK % Erase a4
2: OxFF/OxFE Bl A4 3 Bank B4
index
55 2 ANEATN OXFF R4
2 NN OXFE FoR# 5k
BANK1
1 0x44 1 ACK/NACK 20 3 NACK I, Sk 4
2 Ox44 1 ACK
Erase and Program Protect
Erase and Program protect fir 4 F T {54735 & ) sector AREFEATHERR TR AL .

AR )5, WERVIRR AT R, RN N ACK, #5555

1T FHIKE-1 (),

B PRI n+1 X RS S LRI index bit 7 (] 2253 AR SIS K P R Ge 8 X5 S Tk
I bit FLARE SO, PLL 1 775 Checksum, 24 Checksum 7240, s 4B M - R a8l X
(R RGEE XBRES R v e 8, SABESRIIBOE, RIEHN TN ACK,

BEPIT ARG ELL.
TER: BEERIH index bit JKAE Ky (0,1,2..n) XTI FIRGEHFIX S R T (0-ND /9 bit

1z, EZ A 250 55 BRG] TR R G ] -
b & AE VT I R B I AR -

2024.12.11
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4.8.1 FHFREIRHEE

&l 16 Erase and Program Protect #3572 E

Start Erase and program
protect

v
Send std ID 0x63
And 1 byte sector num

Wait for ACK or NACK?

ACK

Send n+1 bytes sector index

NACK
Wait for ACK or NACK?

ACK

End

A

2024.12.11 # 261 fRAs 2.0.1
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AT32 Bootloader CAN/CANFD Protocol

B 17 Erase and Program Protect &4 EE

Start Erase and program
protect

4.8.2

2024.12.11

No
Received std ID 0x63?
Yes
Access Protect on?
Send ACK
4
n+1 byte sector index
4
Set Erase and program
protects
4
Send ACK
\ 4 A
System reset Send
4
End <
), A)
FEHIRBIR AT TE
KIBHE | BUCHE FrEmi 1D i DLC i Eiipa
1 0x63 1 Sector length FHL K% Erase and program
protect
AT —ADFAAKSE X1
1 0x63 1 ACK/NACK 25 NACK I, 45tk 4
2 0x63 x1 Sector index FERERYH index
x1 RR— 25 B ISR K.
CAN K ikl 1~8
CANFD #ifs i 1~64
0x63 Sector index T EWE R index
n 0x63 Xxn Sector index
2 0x63 1 ACK
B/2ATH A 2.0.1
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4.9  Erase and Program Unprotect
Erase and program unprotect iy 4 F T A7 it s R 'S (A9
LRI B A5, RV R RP AR, W R AL ACK, SRS HATIE R ITA sector RS
R4, RN EHL ACK, ZJEatiT RE =L,
U i A AE VT 0] GR35 AN RE A A

49.1 FHARLWRER

& 18 Erase and Program Unprotect L3R E

Start Erase and program
unprotect

4
Send std ID 0x73

ACK

‘ NACK
Wait for ACK or NACK?

ACK

End

A

& 19 Erase and Program Unprotect ¥ 52 &

Start Erase and program
protect

Received std ID 0x73?

Yes

Access Protect on?

No

Send ACK

)

Remove erase and program

protect
: ,
Send ACK Send NACK

l

System reset

l

End <

2024.12.11 % 281 fRAs 2.0.1
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4.9.2 FHIRBIELATE

RIEHE | BIOEE P 1D i DLC K Eiiipa
1 0x73 F MUK I% Erase and program
unprotect
1 0x73 1 ACK/NACK 2 3 NACK A, 453 dr
4
2 0x73 1 ACK LR

4.10 Access Protect

Access Protect iy &8 Be A7 fil 4 115 M ORY, AL 25, KA RE LRI A7 i 2% 1 200 -
MR R A S, WSR VT RREE R, W N EHL ACK, ARG HAT R REVT MR ThEE, 5T
B2 JEm R EHL ACK, HEEI REH .

b &ALV I RGO 5 I A B -

4.10.1 EHFIREIRTREE

& 20 Access Protect AL TTREE

Start Access protect

A

Send std ID 0x82

N
Wait for ACK or NACK?

NACK
Wait for ACK or NACK?

ACK

ACK

End <

2024.12.11
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AT32 Bootloader CAN/CANFD Protocol
& 21 Access Protect ¥ B IRIHAER

Start Access protect

Received std ID 0x827?

Yes

Access Protect on?

No

Send ACK

A 4

Enable Access protect

Send ACK Send NACK
A 4
System reset
A 4
End <
4.10.2 FEHmBEELATE
RIEHEE | Bl R FriEMT 1D i DLC bEi ik
1 0x82 - - FHLKI%E Access protect
1 0x82 1 ACK/NACK 3] NACK I, 455 iy
/?\
2 0x82 1 ACK A4

4.11 Access Unprotect

2024.12.11

Access unprotect fir & Fl T AR ER A7t as O U7 I R, QR B AE U iRl ORISR S R Bt 2 AR B 0
W ORY, 2 HShBRERAF il 4% T 2l

BRI ar S JE, BTN ACK, PATHERRVIFORYY, Sz B L ACK, FF#iT R4t R

(S

#30R
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4.11.1 FHFRE SRR

& 22 Access Unprotect EH 3R E

Start Access unprotect

A

Send std ID 0x92

ACK

ACK

N
Wait for ACK or NACK?

End

NACK
Wait for ACK or NACK?

A

& 23 Access Unprotect &R EE

Start Access unprotect

No
Received std ID 0x92?

Send ACK

A

Disable Access protect

Send ACK

Send

NACK

A

System reset

A

End

2024.12.11
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4.11.2 FHImBIELATE

RIEHE | BIOEE Pt 1D Wi DLC Ee/ Eiiipa
1 0x92 - - Access unprotect
1 0x92 1 ACK/NACK 2 3 NACK A, 45 dr
é\
2 0x92 1 ACK gk dr &

4.12 Firmware CRC
Firmware CRC 4 H TR U A7 28 B & 75 1B/ . ML AT LAFE e A0 2 X Ik i1 50, {H 4L sector

NEAL I AR A HHEE X 5% sector.
MR R A S, WS HhEA R, R =ML ACK, . FEHFGATHE CRC, HHEEMZ G, ¥ 4

FHi i) CRC [H4EZ5 L.
Firmware CRC {# § MPEG-2 CRC H.i%.

4.12.1 EHFIRE TR

& 24 Firmware CRC XHLIEHAERE

Start Firmware CRC

v
Send std ID OxAC

address and sector num

Wait for ACK or NACK?

ACK

Receive 4 bytes crc value

- - WA 2.0.1
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AT32 Bootloader CAN/CANFD Protocol
& 25 Firmware CRC & & AEE
Start Firmware CRC
Received std ID OXAES
Address valid ?
Yes
Send ACK
y
Send NACK
A 4
Send 4 bytes crc value
A 4
End <
4.12.2 EVmEELHTE
KIESFE | BBoIE FrifEmT 1D i DLC Hm Efia
1 OXAC 6 Address (MSB) THLKi% Firmware CRC
Address A48 4 ks bbb 2
Address 7 sector ML
Address (LSB)
Number of sectors
-1 MSB (n)
Number of sectors
-1 MSB (n)
1 0XAC 1 ACK/NACK L #) NACK I, 45ty 4
2 OxAC 4 CRC value (MSB) | i&[fl 4 %77 CRC value
CRC value
CRC value
CRC value (LSB)

4.13 Enable sLib

Enable sLib @4 F T4 #¢ sLib That, # 2 sLib FI{EH i H1ES % sLib B H TR -
LSRR i A a, RV RTEE TR, MmN FEHL ACK, #2521 AHEEE 2 7

2024.12.11

i) sLib #24h sector, 2 751 sLib /15 445 sector,
€ sLib L E, WHEEMZE, RE 1 FZHHREIRE,

R Z G A REERL
Ui &ALV I ORI R I AR -

2 7l sLib 45K sector, SRJE ITHA %

I B AL ACK. Fi4b sLib HITE 7 % 24t

# 3BW
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sLib ’H(?S
® 1. FIRMAT sLib & RE
® 0: F/x sLib FLE Il

4.13.1 FHFRE IR

& 26 Enable sLib =HIEHAEE

Start Enable sLib

h 4
Send std ID 0xDO
and password

Wait for ACK or NACK?

ACK

Send 1 message: include
2 bytes start sector
2 bytes data/instruction sector
2 bytes end sector

|

Receive 1 byte status

N
Wait for ACK or NACK?

ACK

End <

2024.12.11 % 34R
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& 27 Enable sLib # &3 HREE

Start Enable sLib

No

Received std ID 0xD0?

Yes

Access Protect on?

Send ACK

h 4
Receive 1 message:include
2 bytes start sector
2 bytes data/instruction sector
2 bytes end sector

Set sLib

y

Send 1 byte status

h 4 v
Send ACK Send NACK
A 4
End <
4.13.2 EHURBIELRILRE
FOEHE | B E Tt 1D Wik DLC s Eitipa
1 0xDO 4 Password (MSB) Enable sLib
Password
Password
Password (LSB)
1 0xDO 1 ACK/NACK it E| NACK i,
A R
2 0xDO 6 sLib start sector (MSB) SLib sector
sLib start sector (LSB)
sLib data/instruction start sector
(MSB)
sLib data/instruction start sector
(LsB>
— — - e— — - — — —— -
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RIEHE | HOH B pRifEmT 1D i DLC Kt

fiik

sLib end sector (MSB)
sLib end sector (LSB)

2 0xDO0 1 0/1 sLib % EIRAE
3 0xDO0 1 ACK ghR ka4
4.14 Disable sLib
Disable sLib 174 F T-##F% sLib Thie, kR sLib SEEFRFAG7 T EEHE
MBI A JE, R VIRRIF A A, WS L ACK,  $AT##RR sLib #:4E, FaRE 1 ¢
T HIERBRRES,  FEma R FEHL ACK.
sLib fEBRARAS -
® 1. FXUx sLib I HEHR
® 0: F~ sLib ik zh
e A AE VT A ORI T I B AN B
4.14.1 EHFEF I E
& 28 Disable sLib EHLEEFHIZE
Start Disable sLib
A
Send std ID 0xD1
and password
ACK
ACK
Receive 1 byte status
\ 4
End <
2024.12.11 - - % 361 - - FRZ 2.0.1
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& 29 Disable sLib & RFKER

Start Disable sLib

Received std ID 0xD1?

Yes

Access Protect on?

No

Send ACK

A 4

Disable sLib

|

Send 1 byte status

A 4 A 4

Send ACK Send NACK
End <
), A)
4.14.2 EVUIRBEEERIEE
RIEWHE | BREE FrAEmT ID 4 DLC s ik
1 0xD1 4 Password (MSB) | F#Lki% Disable sLib

Password HEfLE 4 751 password
Password
Password (LSB)

1 0xD1 1 ACK/NACK 3 NACK It 45 A

é\
2 0xD1 1 on sLib fRERIRZS
0xD1 1 ACK

4.15 Get sLib status

Get sLib status fir 4 ] T-3RICAHT sLib IRZs, g4 iR B0 sLib T A7 88MH, FEHES ASHHR
RERBIH P Fh 55T sLib A7 as I B o

MR AT 5, R L ACK, #4 2xik[al 4 715 SLIB_STSO A f7asiIME, 4 71

2024.12.11 #3ITH fRAs 2.0.1
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SLIB_STS1 271 #sfl, 4 777 SLIB_MISC_STS %72, /o Fma N 4L ACK.
JEE: Wi AT32F403Axx, AT32F407xx, AT32F413xx H /5 17 [ (RF G A GEEN, H e Z 7 a Ll
i

4.15.1 FHFRE IR

& 30 Get sLib status VR

Start Get sLib status

A 4

Send std ID 0xD2

NACK
Wait for ACK or NACK?

ACK

Receive 12 byte data

NACK
Wait for ACK or NACK?

ACK

End <

& 31 Get sLib status &K AEE

Start Get sLib status

Received std ID 0xD2?

Send ACK

A 4

Send 12 byte data

A 4 A 4

Send ACK Send NACK

4.15.2 FHImBIELATE
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KIEHE | B E FRUEMT 1D i DLC Ko Eiiipa
1 0xD2 - - FHLK % Get sLib status
1 0xD2 1 ACK/NACK 20 #) NACK i, SRt dr 4
2 0xD2 8 * SLIB_STSO (MSB)
SLIB_STS0
SLIB_STS0

SLIB_STSO (LSB)
SLIB_STS1 (MSB)
SLIB_STS1
SLIB_STS1
SLIB_STS1 (LSB)

3 0xD2 4 . SLIB_MISC_STS (MSB)
SLIB_MISC_STS
SLIB_MISC_STS
SLIB_MISC_STS (LSB)

4 0xD2 1 ACK

4.16 Reset Device

Reset Device it 2 H T @& BIATRGZE L.
BRI A A G, N AL 2 Ik ACK, RGEHUT RGE 7.

4.16.1 FEHARLEHMER

B 32 Reset Device FHLEERFEE

Start Reset Device

A 4

Send std ID 0xD4

Wait for ACK or NACK?

ACK
NACK
Wait for ACK or NACK?
ACK

End

A
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5

& 33 Reset Device & MRAER

Start Reset Device

No

Received std ID 0xD4?

Send ACK

Send ACK

A

4.16.2

EVImEEERIERE

RIEHE | BEIOHE ittt 1D Wi DLC el fiik

1 0xD4 FHL K% Reset Device

2 ) NACK Ivf, Z5 Tty

/Q‘\

0xD4 ACK/NACK

0xD4 ACK

4.17

2024.12.11

Advanced Access Protect

Advanced Access Protect 4 H T I8 =g i inl /47, st Ry Dy se BAR DI Re1E 2% 0 AL 5 H
JATF o = O R B A
LA RIS, WA, RN ACK,  FFAA TR E m R VT iR AR I
M B, EHL ACK Z 5, $UT RGN,
WA A 7E U5 IR R AP I JE I AN REASEH
TR BRI RI T 25 A GEFI SR, RIS W 254 7 F A
- - % 40 7 - = ik 2.0
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4.17.1 FEHFREIRHTEE

& 34 Advanced Access Protect FHLiFHFEE

Start Advanced access protect

A
Send std ID 0xD6

And 2 byte flag

NACK

Wait for ACK or NACK?

- NACK
Wait for ACK or NACK?

ACK

End

A

& 35 Advanced Access Protect & & 52 R

Start Advanced access protect

Received std ID 0xD6?

Yes

Access Protect on?

No

Send ACK

Send ACK Send NACK

System reset

End

A

2024.12.11 B AMH fRAs 2.0.1




?I_ ? AT32 Bootloader CAN/CANFD Protocol

4.17.2 FHIREBIELATE

RIEHE | BUOHE FRAEMT 1D mi& DLC B R
1 0xD6 2 Flag FHL K% Advanced access
~Flag protect
&> Flag Ml Flag U
1 0xD6 1 ACK/NACK 3] NACK I, 45Uty 4
2 0xD6 1 ACK
4.18 Speed

Speed fir & M THCEMZ A%, bootloader HRFR ERIAHH] 500kbit/s, n54 iy 248 I &y

2, Al A B

AR a5, W ENL ACK, THGBEBTIERF R, BRFRBUGERZ IR, =R

EHLACK. WM 1 AT HFR:

CAN S HF R

PR

PR

125kbit/s

0

250kbit/s

500kbit/s

1Mbit/s

1
2
3

CANFD S Er A%

PR

PR AU

125kbit/s

250 kbit/s

500 kbit/s

1Mbit/s

2Mbit/s

3Mbit/s

4Mbit/s

5Mbit/s

N[fojoa|lbhjlwWwN|~|O

2024.12.11
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4.18.1 FHLFIR A IRIERE

& 36 Speed T EE

Start Speed

A4
Send std ID 0x03

2 byte (baudrate)

ACK

NACK
Wait for ACK or NACK?

Modify new baudrate

ACK

Wait for ACK or NACK? N

End

A

& 37 speed W& UmIRFER

Start Speed

Received std ID 0x03?

Yes

Baudrate is valid?

No

Send ACK

A

Modify new baudrate

Send

NACK

Send ACK

End

A

2024.12.11
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AT32 Bootloader CAN/CANFD Protocol

4.18.2 FHmBHEEATE

2024.12.11

KiEHE | BRHEE FrifEsi 1D i+ DLC s ik
1 0x03 2 Baudrate1 FEHLAI% speed fir A T T
Baudrate2 R,
CAN: H{iiff] Baudrate1,
Baudrate2 1] L\ f Baudrate1
A E B AT = .
CANFD:
Baudrate1 75 E M Bl iR
Baudrate2 /R BEH Bo i R
Baudrate1, Baudrate2 f§
RBUERGIRFRERFR, X
FEHUEZ% CAN/CANFD 37
R R R R
1 0x03 1 ACK/NACK L E NACK I, LRt ar 4
2 0x03 1 ACK
- - % 447 - = IRk 2.01
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5

2024.12.11

RS 3 52

R2 XHEBARE
H# fg 4 RE
2023.06.30 2.00 | WA
1. MIBRELS SCRRAIR
2024.12.11 2.0.1 |2, MBS XRAS IR

3. & Speedfir &t
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2024.12.11

ETZLRA - HFAsE

ST EAT FSTREASCIRMERE 777 AR 55 (KRN R JO AN AR 5 1 5 5 P A S AR 0 7 B AR 35 A G KT A 54T

T RIS A IR, AT DAEATT7 2T TR BGHAT A W78 BB R B4R AL BVF AT o A SRASTR AT 733 S AR AT
B EURS, ARAATERS A ] A =05 7 iRk 55 SRR R R TR, S N Je DME T 7 2UAE A T
L5 = 7 7 i B8 35 BCH P T R P AR DRALE

FRARFERERE I Ak rh i B, A, HERR SRR D07 SR AN 1 S AT T IR SR M BRAIE, BSR4 S iE
Py @A E S RHARIEAE AT SRS R X AR AN REB0 ),  BURIAE TR A RA AR R0 R B BR R PRAIE

HERS 7 IF AR B R TTH T ORI M (A X VEAREA ZORIOB AL, Blln: AfySCie. BaEA RSB 7 Mg 2 2
R ARG (B MR (O MIRMHSMIRHEE: (D) i#, H/s (B) HbrrGe B GG E. FEr P REIRH . Ry
P TE ER T TR R, RV SRR re R 0k Hh T AT, XU B IR R SRR LRI SR e, H SRR Ak 7 7 S i
R A R AE LR .

ZERH BUHERE )77 G A AN R T AR rh 3R P IR / BREBORRE R BIE K STRI S BURERF T 0 A SO IR RS )37 i BUIR 9547 T B AR AT £
UERR,  IF HANE DU 3QiE sRE K AR ) AR 5T
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