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1 SPIx 2B EER

28 FSPIZmFEAE U, SPUE N4, 7 E4CSH| i, Bootloader)hzshz J5 4 IMOSIE]
T, SRR RID 1 0XEA, TR R 15 1 RIS 2 38 MISO 5| IR [B] AL —ANFI 5 275
OxA5, IR EHLULEIOXAS, FondEzmit. BRI s 48 im & Ak Al EHL—ACK, ACKIifES%
K2, ACKIEZ 5, il asIriaial EMLAT 2. W R ERE:

& 1 Bootloader Main Loop

Bootloader Starts

A 4

0x00: Get Command |—

No

A 4

0x01: Get Version —

Sync byte Ox5A?

A 4

0x02: Get Device ID —

Response ACK

v

Wait for command > 0x21: Jump
EHUIKEACKTiFE: ACK=0x79, NACK=0x1F,
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B 2 EHIIRB ACK HifE

Start Get ACK

.

Send: 0x00
Receive: xx

— 1
Send: xx
Receive: ACK/NACK

Receive data is
ACK/NACK?

Yes

Send: ACK
Receive: xx

End

[E25 F A RIR RS, FEHLKRIZOXSA, MALEIIR [FIOXAS, 2 5 FHE5F5ACK, ACKIRFE A2

B 3 FPEENF

MOSI Ox5A XX 0x79

it
)t

MISO O0xAS5 0x79 0x86

EHURIESPIG SR, BAUERIEOGARIS T4, WRIERIEAF 1 a4 M SR, it
I

& 4 SPI sy & i FHE

MOSI 0x5A Cmd xor

Get ACK

MISO XX X

It
)t
It

VEE: SPIIRR 177 TR 5D G 215us
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Bootloader X ffr4

ANIF B Az R S D REAT B 2250, DRLE AN R AR A7 (s i SR R e & N A XOR - (HXS AR
R A&, P RIS T LSRR, Wik, 5, BEERaeE.

W A A A 1R
i i 1 B XA

Get Commands 0x00 PN 4413 | Bootloader 3CKF SPI 15

Get Version 0x01 3RHY bootloader fi 4<% | Bootloader 3§ SPI (1A 5

Get Device ID 0x02 KE % ID 5, ATHF | Bootloader ¥ F SPI [ 5
FWi 7Y 5

Read memory 0x11 BEEUAE s FE e k() | Bootloader SZ#F SPI 1% =5
Hp

Jump 0x21 BEEEBITE BRI A2 | Bootloader 2 SPI 75
HEPAT TR T

Write memory 0x31 IR E | Bootloader 3CkF SPI AL S
Hiuhk

Erase 0x44 BERR AT (2% Bootloader 3 #F SPI %4 %

Erase and program 0x63 VANCEZ SRS Bootloader 3 #f SPI {24 =

protect

Erase and program 0x73 KIS Ry Bootloader 3 #¢ SPI {24 =

unprotect

Access Protect 0x82 TFIE Vs el {747 Bootloader X #F SPI 5! 5

Access Unportect 0x92 KV 1] Ry Bootloader 3Z#¢ SPI [ 2=

Firmware CRC OXAC TH 48 %€ sector CRC Bootloader 3 #F SPI ()24 =

Enable sLib 0xDO ffi ¢ sLib T g Bootloader 3§ SPI H1H 5

Disable sLib 0xD1 fife B sLib Thfe Bootloader 3Z#F SPI {2 =

Get sLib Status 0xD2 FREX sLib IR %S Bootloader 37 #¢ SPI {24 5

Reset Device 0xD4 R DA & Bootloader 324§ SPI #1215

Advanced Access 0xD6 {5 A e 0 1) f A Bootloader 3¢ #F SPI I H 32 7w gt vy In) fr47 (1 24

Protect 5

- — — —— ——
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3 Bootloader #y&EfR

A L E UL bootloader 2% UMM fiv & HOVE HIAME I 752, B4 AL A 50 28 B % iy AT RO o

3.1 Get Commands
Get Commands i 4 F T 3REU M SUAS BRI & SR A 29136, SRR IR B0 s il 98, e
(e A BORR, IR IE B R B AR .
Bootloader 7EUEIIL A4 2 5, SR EHL ACK, 35 2R 0L 1 5247 MRk F 0 4 ok Bl
ERBEEKE, PR PR AR G452, SRJ5 TR R ACK.
A 4 7E U I 547 B A A5

3.1.1 FHRREwRTEE

& 5 Get Commands EHLEH KRR

Start Get Commands

v
Send sync Ox5A

A 4
Send 0x00 OxFF

Wait for ACK or NACK?

ACK

Receives the number of bytes

y
Receives the bootloader

version

y
Receives the support
commands

Wait for ACK or NACK?

ACK

A

End

2024.04.28 = 10 R4 2.0.1
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& 6 Get Commands & &k iR R

Start Get Commands
No
€ceived Ox5A Ox
OxFF?
Send ACK
\ 4
Send the number of bytes
(Version+Commands)
\ 4
Send Version
\ 4
Send Support Commands
\ 4 A
Send ACK Send NACK
I I
End
3.1.2 FHmBELREE
RIET TR L SuN i iR
1 0x5A )20 B
2 0x00
3 OxFF
1 ACK/NACK Y F] NACK I, 25 d (i H Get ACK
L)
2 n FoRJE MU E] n 2715 B
3 * Bootloader fIHMY A5
4 0x00 #F—/14 Get Commands
5 0x01 % A4 Get Version
n+2 * Fn A
n+3 ACK fir & 45 R (] Get ACK Jife)

3.2 Get Version

Get Version 174 H SR HU% £ Uit Bootloader fIRAN S, Mt &umii B b4 G, 2N EHL ACK,
B o A%3% 1 77 1Y Bootloader WA S i1 2 N1 f#) Bootloader fii4<S (fii#% BID), 4R)5H
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Wi 52 EHL ACK, FRondn 4
Wb AT I ORI T R I e

321 ENMEREWRMLER

& 7 Get Version EHLIRHEE

Start Get Version

A 4

Send sync Ox5A

A 4

Send 0Ox1 OxFE

Wait for ACK or NACK?

ACK

Receive 1 byte protocol
version

A 4

Receive 2 bytes BID

N
Wait for ACK or NACK?

ACK

A

End
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& 8 Get Version & %& Mg &

Start Get Version
No
eceived Ox5A Ox
OxFE?
Send ACK
v
Send 1 byte version
v
Send 2 bytes BID
y h 4
Send ACK Send NACK
v
End
3.2.2 EHwmBEAAIE
R BT R B Eiipe
1 OX5A [F]20 7 B
2 0x01
OxFE
1 ACK/NACK LY H] NACK I, fr & 25 d (i H Get ACK
L)

2 * WUR A5
3 * Bootloader fix 45 (BID)
4 * Bootloader 45 (BID)
5 ACK AL (fF H Get ACK HiifE)

3.3 Get Device ID
Get Device ID fir 4T} T U B LA 5, OIS O 0.5 4 5745 Product ID 51 1 541
Project ID. L il LAKRHRE 1 555 1) Project ID HIM 47 LR I0 B & RN RIUM s 4, i3 4
47119 Product ID 5 ¥ B AR — LS
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LA RN AT 5, SARmN AL ACK, HEE ALk 1 F UK, FoREEIR M EEE K
g, HAENEARKER 1 (8RR EHR KN 5, WILE N 4), B35 FAL% 4 7751 Product ID
A1 =351 Project ID, 2R J& F5M v — 4> ACK.

W i A E Vs 0] DR T IR I AR AT

3.3.1 FHMEEHRREE

& 9 Get Device ID EHLiwHEE

Start Get Device ID

\ 4
Send sync Ox5A

y
Send 0x02 OxFD

Wait for ACK or NACK?

ACK

Receive 1 byte length of
device ID-1

A 4

Receive 5 bytes device ID

N
Wait for ACK or NACK?

ACK

End
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ARMR

AT32 Bootloader SPI Protocol

E 10 Get Device ID # & HHFEE

Start Get Device ID

eceived Ox5A

No

0x02 OxFD?

Send ACK

A 4

Send 1 byte length of
device ID -1

A 4

Send 5 bytes device ID

A 4

A 4

Send ACK Send NACK
'
End
3.3.2 FEHumEIEAHIILE
Rkt el A2 Hodi Eitipu
1 0x5A 7 B
2 0x02
0xFD
1 ACK/NACK Y F] NACK B, 445 (ff F Get ACK
M)
2 0x04 Device ID /i 1
3 * Product ID [8-15]
4 * Product ID [0-7]
5 * Product ID [24-31]
6 * Product ID [16-23]
7 * Project ID
8 ACK 44 R (1 Get ACK i)

3.4 Read Memory

Read Memory fir & F KB4, SRAM, JEEIFEFARIBIX, 7 RS X 554 bk e FE A
(A, SRS AT e Vs pE A A .
YA EIAT A S, R VTRRYEA TS, SN ENL ACK, #E S5AF 4 AT bR 1
Ttk Checksum, 4 Checksum IEAf H HilbAT 2GS, ma s 4L ACK, FEERE 1 1 IR UK L
JeF Checksum, K FE [AE A SEBR ZES BB KRR 1 (Wi 10 =75 s, IR 9), 24 Checksum

2024.04.28
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3.4.1

2024.04.28

1L, WA ENL ACK 22 J5, 5T iadteidoxt Mtk i) £ -
b AL U7 I R I AN B o

ENA B ZIRARER

11 Read Memory iR ER

Start Read Memory

A 4

Send sync Ox5A

v
Send 0x11 OxEE

Wait for ACK or NACK?

ACK

Send 4 bytes address
and 1 byte checksum

Wait for ACK or NACK?

ACK

Send 1 byte read length(n)
and 1 byte checksum

Wait for ACK or NACK?

ACK

Receive n+1 bytes data

End

A

2 16

R 2.0.1
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B 12 Read Memory # &5z &l

Start Read Memory

eceived Ox5A

No

0x11 OxEE?

Access Protect on?

Yes

Send ACK

A
Receive 4 bytes address
and 1 byte checksum

Checksum correct an

No

address valid?

Send ACK

A

Receive 1 byte read length(n)

and 1 byte checksum

No

Checksum correct?

Yes

Send ACK

A

Send n+1 bytes data

Send

NACK

2024.04.28
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3.4.2 ENmBEARIE

RKikiL ot = Hodls Ejtipa
1 0x5A 205 B
2 0x11
OXEE
1 ACK/NACK A E] NACK I, FoRs RS IT I, 45
shdir 4 (il Get ACK i 1)
4 * Address MSB
5 %
6 *
7 * Address LSB
8 * Checksum: XOR (address byte3~byte6)
2 ACK/NACK Y ) NACK, 45 U iy 4 (i ] Get ACK i)
9 * BREEKE -1 (D
10 * Checksum: OxFF XOR byte8
ACK/NACK Y2 NACK, 25 3 it iy 4 (i ] Get ACK #itfe)
4 * H b bk %3
ER7: I8 e A€
4+n+1 * H bRt i $5d
3.5 Jump

Jump 74 H T Bhi% 2 e kg AT AT, 0T ABKAE 2 3 7 28 A SRAM A L3047, Bki% itk 24
RAREE AL, 7RSS A b E R F .

MR AR A S, WV RIEA R, RN ACK, 5 %R 4 70 Bk ik &
H Checksum, It 2 i Hhik Al Checksum #AG 2K, W S ML ACK J&, Kk 21 ma N7 bk 3E 1744
TR o

A A AE VT I ORFP I A AN BEAE A

2024.04.28 %= 18 ;| R4 2.0.1
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351 FHMKEwRTEE

B 13 Jump EHIRAER

Start Jump

y
Send sync Ox5A

4
Send 0x21 OxDE

Wait for ACK or NACK?

ACK

Send 4 bytes address
and 1 byte checksum

N
Wait for ACK or NACK?

ACK

End —

2024.04.28
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B 14 Jump & &L IRRER

Start Jump

No

eceived Ox5A

0x21 OxDE?

Yes

Access Protect on?

Send ACK

y
Receive 4 bytes address
and 1 byte checksum

No

Checksum correct an

address valid?

Send ACK

A 4

A 4

Jump to user application Send NACK
I I
v
End
3.5.2 EHEEALRIIRE
RIkIL R ot Hudls Ejfipa
1 0x5A [F5 5B
2 0x21
3 OxDE Jump
1 ACK/NACK A E] NACK I, Ry BRI IT R, 45K
i 4 (i F Get ACK Ui f2)
4 * Address MSB
5 *
6 *
7 * Address LSB
8 * Checksum: XOR (address byte3~byte6)
2 ACK/NACK i & 45 R (E F Get ACK i)

2024.04.28
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3.6  Write Memory

Write Memory i & F TR 30E 5 A\ 47546588, SRAM, JF RGEIEIX S, 5N FFME82 0,

T B R BB R, A S N Rl A2 A ARG LY (L, 7R BRSNS A R0
HEYE FEAN A

H P 2G5 X HFARBSEEAR, S8 A FLAH:

® JH/ RGHIEIX /N T 256 7

FHRKR—KE AR REEIEES N, B&mEW R4 2 54 AR P R 5500

X, SREHEHEES N, &EHIPITRERN .
® I RARGEHIIX KT 256 715

FHWFERKIEZ NG WS, Al 2EBHTES AN

WA IREI R A &2 )5, Wb A P R X i i bk, MIPATHERR, SRS N

I RSB (A P R G EE X ke dath il  OARSAT RS, ELRE R 5 N B Lt

MRS E 2, BAEIIPITREEN .

M TEE T RZA X 2GS H AT R AR, B RER S (Reset)s
MR AIEI AT A S, RV R A TS, W R RN ACK, 5 S5 4 TS Nk 2
H Checksum, 4 EIf¥y kA1 Checksum #RA RN, Wi FHL ACK, FEEfr 1 T IE ANKRE K&
H Checksum, KJERMENFRES NIMEK BN 1(0015 10 =580, SLEN 9), 4 Checksum IE
BT, IS AN RHE B, 5 582 JE M. L ACK.

s iy AAE VT M AR 3P T 3 B AN B AR o

2024.04.28 £ 21K R4 2.0.1
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3.6.1 FEHMKENwRMEE

& 15 Write Memory EHL 52 E

Start Write Memory

A 4

Send sync Ox5A

A 4

Send 0x31 OxCE

Wait for ACK or NACK?

ACK

Send 4 bytes address
and 1 byte checksum

Wait for ACK or NACK?

ACK

Send 1 byte write length(n)
and n+1 bytes data
and 1 byte checksum

Wait for ACK or NACK?

ACK

End

A

2024.04.28
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16 Write Memory & 5 Bl

Start Write Memory

Access Protect on?

Send ACK

4
Receive 4 bytes address
and 1 byte checksum

Checksum correct and
address valid?

Send ACK

A 4

Receive 1 byte write length(n)
and n+1 bytes write data
and 1 byte checksum

Checksum correct?

Send ACK

Yes
Is user system data?
\ 4
= Send NACK
Write n+1 bytes data en
Erase user system data
to memory
v ) 4
Write user system data Send ACK
\ 4
Send ACK
v
System reset
v
End
L1 ] I S S - L1} L] -

2024.04.28 i R4 2.0.1
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3.6.2 ENmHESLAIE

RKikiL ot = Hodls Ejtipa
1 0x5A )20 B
2 0x31
OxCE Write Memory
1 ACK/NACK A E] NACK I, Ry RS ITH, 45K
shdir 4 (il Get ACK i 1)
4 * Address MSB
5 %
6 *
7 * Address LSB
8 * Checksum: XOR (address byte3~byte6)
2 ACK/NACK Y ) NACK, 45 U iy 4 (i ] Get ACK i)
9 * BABHEKE n-1
10 * EPNAE
EPN €
10+n * EYNE
Checksum: XOR byte8 - byte9+n
3 ACK/NACK i & 4 ([ H Get ACK i)
3.7 Erase

Erase fiv4 ] T#k L7k 2%, Erase S Fi4% Sector # [ (Sector K/MEHE BRI S XA, 44

BREE4lE, XFTAEAE Bank2 (SRS FF Bank1 #2532 f1 Bank2 #25%, $EERAbhE 20202 A 2550 Bl

Rk, AR5 A RO b e AN -

YA BT A S, RV R A TR, W R RN ACK, #EE SE AR 2 FEdE, &

P MR I A N1 TR R R

® YL Sector #Fk, MIFR /R Sector A4, BB FAERF B ERR 1) n A Sector (2 5],
MRGIBIGERZ G, 25T Sector 5k, HERR5E MK Jam N F L ACK.

® AR Bank #EER, W EEEHATXS MEERRSIE, BEERSE R IR AL ACK

I i AE U5 i) G377 T IR AN RE A

2024.04.28 s 24 R4 2.0.1
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2024.04.28

R 1 BERRUHHAR

BERE BEBRE Gl (index) BEBRALE
0x00 0x00 Sector0
0x00 0x01 Sector1
Sector #EBx 0x80 00 Bank3 Sector0
0x80 01 Bank3 Sector1
0x8F OxFF Bank3 Sector4096
PR OXFF OxFF All Flash
OxFF OxFE Bank1 Erase
Bank #x OxFF OxFD Bank2 Erase
OxFF OxFC Bank3 Erase

JEE:Sector X NZSFHAMKTE i ]

B 251

R 2.0.1
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3.7.1 FHRBRERAEE

B 17 Erase XHLIHHRIEE

Start Erase

y

Send sync Ox5A

A 4

Send 0x44 0xBB

NACK
Wait for ACK or NACK?

Other erase Sector erase

v

Send the number of sector to
be erased - 1
2 bytes, MSB first(n)

A
Send 2 bytes special index
and 1 byte checksum
OxFFFF=All erase
OxFFFE=Bank1 erase

OxFFFD=Bank2 erase ol se;tor ——v—

OxFFFC=Bank3 erase 2 bytes as one sector

OxFFFB=Block erase MSB first
(n+1)*2 bytes

Y

NACK
Wait for ACK or NACK?
ACK
End <
2024.04.28 E 261

R 2.0.1
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Bl 18 Erase B & M2 &l

|

Start Erase ‘

No

eceived 0X5.
0x44 0xBB?

Access Protect on?

Send ACK ‘

|

Receive 2 bytes ‘

A 4

Is special index?

A 4

Receive 1 byte checksum ‘

Receive sector to be erased
2 bytes as one sector(MSB first)

Checksum correct?

and 1 byte checksum

Checksum correct?

OxFFFF=All erase
OxFFFE=Bank1 erase
OxFFFD=Bank2 erase
OxFFFC=Bank3 erase

Erase each sector

v Send ACK v
’ Send NACK ‘ Send NACK
] :
3.7.2 FHmBELRIRE
Sector #fk FHUAL L TR
Rk 8 ol #2 K ik
1 0X5A )25 B
2 0x44
3 0xBB Erase
1 ACK/NACK A E] NACK I, Z5 dr & (1 1] Get
ACK it#%)
4 * % sector M -1 (n) MSB
5 * ¥Ekk sector M4 -1 (n) LSB
6 * #— Sectorindex (MSB)
7 * #— Sectorindex (LSB)
— — - e— — - — — —
2024.04.28 B/ 2TH R 2.0.1
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o B

3.8

2024.04.28

Kk R Bt 8 H Ejtipa
* # x /> Sectorindex (MSB)
* % x /> Sector index (LSB)
8+2(n+1) * Checksum: XOR (byte 3~6+2(n+1))
2 ACK & 45 (8] Get ACK i)
Bank 2 5 R EHUEIA L
RIkIL R o % Hudls Ejfipa
1 0x5A [F5 5 B
2 0x44
3 0xBB Erase
1 ACK/NACK MU E] NACK I, Uit i & (il Get
ACK if%)
4 OxFF A PEEL# Bank #2451 (MSB)
5 * 44 (OxFF) (¥ Bank # (OxFE, OxFD,
OXFC) %73l (LSB)
6 * Checksum: XOR (byte 3~4)
2 ACK i & 45 (18 ] Get ACK i f2)

Erase and Program Protect

Erase and Program protect fir 4 H T & #745 1& ) sector A~ REEAT BRIt .

YA BN A S, R VIR A TS, MmN EHL ACK, #5255 1 KA1 (n)

A A 1 AT AR S R index bit i (R[5 N R 5185 [ P RGEE0E XS 1R

¥ bit A2 E SO, LUK 1 F5 1) Checksum, 4 Checksum A2, 2R ER P &R SR X
(2R P RGEEE XRES R8I, SAES R E, REmNENL ACK,

HLEPITRGEANL.

T SR H] index bit Yy (0,1,2...n) XTI R GHIEIX FEE SRS (0-ND # bit
17, EZFHAE 0] SHR G T RG]

A A AE VT A ORGP TR I AN BEAE A

% 28 | hR 2 2.0.1
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3.8.1

2024.04.28

EHA B E IR R

& 19 Erase and Program Protect T HLiw R ERE

Start Erase and program
protect

A

Send sync Ox5A

A

Send 0x63 0x9C

Wait for ACK or NACK?

ACK

Send the 1 byte length of
sector index(n)

A

Send n+1 bytes sector index
and 1 byte checksum

N
Wait for ACK or NACK?

ACK

End

A

2 291

R 2.0.1
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20 Erase and Program Protect ¥ & 5m iz &

Start Erase and program
protect

3.8.2

2024.04.28

No
Received Ox5A
0x63 0x9C?
Yes
Access Protect on?
Send ACK
\ 4
Receive 1 byte length(n) and
n+1 byte sector index and
1 byte checksum
No
Checksum correct?
Yes
Set Erase and program
protects
A 4
Send ACK
\ 4 A 4
System reset Send NACK
\ 4
End <
Ey)|RoE i e PN
Rigd ol #2 Hoifw ik
1 Ox5A Al B
2 0x63 Erase and program protect
3 0x9C Erase and program protect
1 ACK/NACK ] NACK I, S5t & (i ] Get
ACK #if%)
4 * PR E T ()
i 2L B LRYT 1Y) index
5+n+1 * Checksum: XOR (byte 3~4+n+1)

% 301

R 2.0.1
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=R

KIELRE L

Kt

ik

2

ACK

fir A 45 R (] Get ACK Jifs)

LI

3.9 Erase and Program Unprotect

Erase and program unprotect fir 4 Fl] T il 17 28 48 5 {547

LA RIS, WERVIRRTEA IR, RN ACK, SR HATIERR T A sector NIEE
47, BN EHLACK, ZJEaiir R4E AL,
Ui AAE VT ] GR35 I AN RS A

3.9.1 FHMEEZEWREE

B 21 Erase and Program Unprotect 41372 E

Start Erase and program

unprotect

!

Send sync Ox5A

!

Send 0x73 0x8C

Wait for ACK or NACK?

ACK

NACK
Wait for ACK or NACK?

ACK

End

2024.04.28

# 31K

R 2.0.1
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Kl 22 Erase and Program Unprotect B &3 iifE E

Start Erase and program
unprotect
No
Received Ox5A
0x73 0x8C?
Yes
Access Protect on?
Send ACK
A 4
Remove erase and program
protect
y y
Send ACK Send NACK
A 4
System reset
A 4
End <
y,
3.9.2 FHlimBHESRIE
RIEL Bl 2 Heifs i
1 0x5A [FD 7B
2 0x73 Erase and program unprotect
0x8C Erase and program unprotect
1 ACK/NACK ] NACK I, g it v 4 (8 Get
ACK #iif%)
2 ACK A A 45 ] Get ACK i)
3.10 Access Protect

Access Protect iy 2 {1 e A7 i as 107 M ARG, M Bbir & )5, AN BB B/ 28 10 50 -

2024.04.28

F 32H R 2.0.1
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Al Bt &5, WERVTIA R BAT IR, WS ML ACK, SRJEHITREREDS IHI RIPZHRE, ¢
2 JEE R L ACK, HH R 3 R AL
Wb AT i ORI IT R I AR -

3.10.1 EHLM &L IRTEE

& 23 Access Protect ML HFEE

Start Access protect

A 4

Send sync 0x5A

A 4

Send 0x82 0x7D

N
Wait for ACK or NACK?
ACK
N
Wait for ACK or NACK?
ACK

A

End

2024.04.28 33| R4 2.0.1
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& 24 Access Protect ¥ &R EE

Start Access protect

No
Received Ox5A

0x82 0x7D?

Yes

Access Protect on?

Send ACK

Y

Enable Access protect

! !

Send ACK Send NACK

A 4

System reset

End <
3.10.2 FHlmEE TR
RIELFE £l GuN i ik
1 0x5A [ B
2 0x82 Access protect
3 0x7D Access protect
1 ACK/NACK Y5 E] NACK B, g5t a4 (i Get
ACK i f2)
2 ACK A4 R (] Get ACK VifE)

2024.04.28 F 34K R4 2.0.1
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3.11 Access Unprotect

Access unprotect iy 4 FH T MR A7 o 07 AR, WER & AEDT RGBT, A b & RR Ui
AR, 2 H BB RRAE i as T A B .

M ZW R4, MR ENL ACK, BUTIERR VIR R, el JE N ENL ACK, FHHUT REE
7o

3.11.1 ENMEEZImREE

&l 25 Access Unprotect = H13 FFZE

Start Access unprotect

!

Send sync Ox5A

A 4

Send 0x92 0x6D

N
Wait for ACK or NACK?

ACK
NACK
Wait for ACK or NACK?
ACK
End —

2024.04.28 ® 3I5H R4 2.0.1
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& 26 Access Unprotect ¥ &5z &

Start Access unprotect

No

Received Ox5A
0x92 0x6D?

Send ACK

!

Disable Access protect

! !

Send ACK Send NACK

A 4

System reset

End ¢
3.11.2 EHImBIELRERE
 8=SuK Bt €7 Eiiipay
1 0x5A [ 2 Bt
2 0x92 Access unprotect
3 0x6D Access unprotect
1 ACK/NACK U3 NACK B, g5 Rtk & (fF F Get
ACK JifE)
2 ACK fir & 45 R (5 ] Get ACK Jifs)

3.12 Firmware CRC

Firmware CRC #4 H TR UG A7 1 28 Buds /215 1Effh . LA LUFR E A 2s X it 5, {Ha4 20 P sector
N AT IR HE GBI X} 5% sector .

2024.04.28 £ 36| R4 2.0.1
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L AWEI AT 2 fa, N AL ACK, #5855 Rr 4 FpiR el X H 1 =151 Checksum,
A IR HhE AT checksum #AG 2, MR FHL ACK J5, B35 BRI 2 715 75 E 451 sector [
A1 (n) M H 1 57 Checksum, 24 Checksum IE#I, Wi FHL ACK, 74415 CRC,
THEERZ G, ¥ 4 775 CRC &4 M.
Firmware CRC f{ F§ MPEG-2 CRC k.

3.12.1 EHMEEIRREE

& 27 Firmware CRC MR

Start Firmware CRC

y

Send sync Ox5A

A 4

Send OxAC 0x53

Wait for ACK or NACK?

ACK

Send the start address 4 bytes
and 1 byte checksum

ACK

NACK
Wait for ACK or NACK?

Send the number of sectors(2
bytes) to be calculated - 1

and 1 byte checksum

ACK

NACK
Wait for ACK or NACK?

Receive 4 bytes crc value

End

A

2024.04.28

# 3TH
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28 Firmware CRC # &In i i2

Start Firmware CRC

Received 0x5A
OxAC 0x537?

Yes

No

Send ACK

A 4

Receive start address 4 bytes
and 1 byte checksum

Address valid an
checksum ok?

No

Send ACK

A 4

Receive the number of
sectors(2 bytes) to be
calculated - 1and 1 byte
checksum

Checksum correct?

Yes

No

Send ACK

Send

NACK

A 4

Send 4 bytes crc value

End

A

2024.04.28 2 381
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3.12.2

3.13

2024.04.28

EHIREIE AR

RIELFE EzLieuRis

Kb

1

Ox5A

207 B

2

OxAC

Firmware CRC

3

0x53

Firmware CRC

ACK/NACK

K] NACK I, g5ttt fir & (] Get
ACK ifz)

Address (MSB)

Address

Address

*

Address (LSB)

O I N0 |

*

Checksum XOR (byte 3~6)

ACK/NACK

A1) NACK I, 45 & (i 1] Get
ACK i)

*

Number of sectors —1 MSB (n)

10

*

Number of sectors —1 LSB (n)

11

*

Checksum XOR (byte 8~9)

ACK/NACK

LU E] NACK I, S5 AUt fir & (] Get
ACK Jiif%)

CRC value (MSB)

CRC value

CRC value

N[ ojo |~

CRC value (LSB)

Enable sLib

Enable sLib fiv4 H T i€ sLib ThhE, % sLib ffd Ui HES % sLib H{E TR .
MR A S, IRV R R, WS ENL ACK, 35 25545 4 77 sLib %64, 2

A1 sLib #24f sector, 2 1711 sLib #i/f5 4L Uh sector,

2 5 ff) sLib 45 W sector,

CRES

Y1 Checksum, 4 Checksum XU, Fahidse sLib BCE, WETH LG, 5% 5F 1ms WERN
6], SRJEIRE 1 AR EIRE, FFmSEN ACK, B4k sLib [k & B ARG E M2 J5 AR E .

A A AE VT M ERAP I Ja B AN BE AL A
sLib R

® 1. FTI/RYHT sLib B fHRE

® 0: F/x sLib fic &%l

% 391

R 2.0.1
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3.13.1 YRR EIRIREE

& 29 Enable sLib EHLHHREE

Start Enable sLib

!

Send sync Ox5A

!

Send 0xDO Ox2F

Wait for ACK or NACK?

ACK

Send 4 bytes password
2 bytes start sector
2 bytes data/instruction sector
2 bytes end sector
1 byte checksum

y

Receive 1 byte status

N
Wait for ACK or NACK?

ACK

A

End

2024.04.28 40 R4 2.0.1
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AT32 Bootloader SPI Protocol

K] 30 Enable sLib & &R 2K

Start Enable sLib

No
Received Ox5A
0xDO0 Ox2F?
Yes
Access Protect on?
Send ACK
\ 4
Receive 4 bytes password
2 bytes start sector
2 bytes data/instruction sector
2 bytes end sector
1 byte checksum
No
Checksum correct?
Yes
Set sLib
y
Send 1 byte status
\ 4 v
Send ACK Send NACK
\ 4
End <
3.13.2 EHlumEEESREE
Rk R Fod 72 il ®
1 Ox5A IRl B
2 0xDO Enable sLib
3 0x2F Enable sLib
1 ACK/NACK 25 E) NACK B, g5 ithdn 4 (i Get
ACK if2)
I S S - L1} -
B2 MR MR 2.0.1
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Kk R Bt 8 H Ejtipa
4 * Password (MSB)
5 * Password
6 * Password
7 * Password (LSB)
8 * sLib start sector (MSB)
9 * sLib start sector (LSB)
10 * sLib data/instruction start sector (MSB)
11 * sLib data/instruction start sector (LSB)
12 * sLib end sector (MSB)
13 * sLib end sector (LSB)
14 * Checksum XOR byte (3~12)
2 0/1 sLib ¥ EARA(FE3RMUL BURAS 2 BT 4%
£ 1ms)
3 ACK 45 W (ff ] Get ACK Jifg)

3.14 Disable sLib

Disable sLib fir 4 F T-f#Fx sLib TRk, kR sLib s> BEBRAFE2S T A 40E .

MR R A G, WV REA S, W R L ACK, #2255 1 4 715 1) Passwrod
A1 ZH51%) Checksum, 4 Checksum HRUN, HATAERR sLib #:4F, JfFiRE 1 FATRIERRIRE, If
mig v AL ACK.

sLib fRRIRES::

® 1: K sLib Zhg4 iR

® 0: % sLib fERRAIA

bt ALV IR RGP IS R ASRESEH -

2024.04.28 42 ] R4 2.0.1
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3.14.1 EHRREIRIRERE

& 31 Disable sLib EHIFFHEE

Start Disable sLib

A

Send sync 0x5A

A

Send 0xD1 Ox2E

Wait for ACK or NACK?

ACK

Send 4 bytes password
and 1 byte checksum

Received 1 byte is NACK?

No

Receive ACK

A

End

2024.04.28 43 ;| R4 2.0.1
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& 32 Disable sLib i & ifE &

Start Disable sLib

No
Received 0x5A
0xD1 Ox2E?
Yes
Access Protect on?
Send ACK
A
Receive 4 bytes password
and 1 byte checksum
No
Checksum correct?
Yes
Disable sLib
A
Send 1 byte status
A v
Send ACK Send NACK
A
End <
3.14.2 EHImBEE L
KiELFE o 72 bAE7 ik
1 0x5A [FP B
2 0OxD1 Disable sLib
3 0x2E Disable sLib
1 ACK/NACK U F] NACK B, gidithdr 4 (1 H Get
ACK 7ifE)
4 * Password (MSB)
5 * Password
6 * Password
7 * Password (LSB)
D S N . .1 | ] -
£ 4K fR A 2.0.1

2024.04.28
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Rkt el A2 Kb Eitipu
2 0/1 sLib fEBRIRZS GREUIRES Z T %5 5545
100ms)
3 ACK 44 R (8 Get ACK i)

3.15 Get sLib status

Get sLib status @74 H T 3REC4 AT sLib RZA, SbayZiREIXT N sLib 2778 EH, A A USHH
& Z A P R 2T sLib 2747 a8 i B

YU Rt A TS, W 3N ACK, B2 iRl 4 7151 SLIB_STSO aifrasfE, 4 77151
SLIB_STS1 %47 42(H, 4 77 SLIB_MISC_STS 217 4%(t, /5 iR EHL ACK.

VLR Wiy &7 AT32F403Axx, AT32F407xx, AT32F413xx T/ 0y i (RY G ANGELEH, K e R P ifEL
1

3.15.1 ENMELEHRAER

B 33 Get sLib status X P HAERE

Start Get sLib status

Send sync Ox5A

A 4

Send 0xD2 0x2D

End ——

2024.04.28 ® 45 R4 2.0.1
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& 34 Get sLib status ¥ & 5HAER

Start Get sLib status

No
Received Ox5A
0xD2 0x2D?
Yes
Access Protect on?
Send ACK
Receive 12 bytes
} }
Send ACK Send NACK
End ¢
3.15.2 FEHUmEiEfemidE
He RV ENUL LR :
RILTLFE Al g ik
1 0x5A [ Bt
2 0xD2 Get sLib status
3 0x2D Get sLib status
1 ACK/NACK M E| NACK i, 2Rk ar4(1FH Get
ACK Jitf2)
2 * SLIB_STSO (MSB)
3 * SLIB_STSO
4 * SLIB_STSO
5 * SLIB_STSO (LSB)
6 * SLIB_STS1 (MSB)
7 * SLIB_STS1
54.04.28 - - 2 46 TH - - FRZ 2.0.1
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Rkt el A2 Kb Eitipu
8 * SLIB_STS1
9 * SLIB_STS1 (LSB)
10 * SLIB_MISC_STS (MSB)
11 * SLIB_MISC_STS
12 * SLIB_MISC_STS
13 * SLIB_MISC_STS (LSB)
14 ACK A5 H (] Get ACK JifE)

3.16 Reset Device

Reset Device 4 i T % & #UT RS E L.
LRI B A S, R EHL 2 I ACK, SRIGHAT RS E AL,

3.16.1 EHLM & IHHIEE

& 35 Reset Device L FHEE

Start Reset Device

A 4

Send sync Ox5A

A 4

Send 0xD4 0x2B

NACK

Wait for ACK or NACK?

NACK

Wait for ACK or NACK?

End

A

2024.04.28 E AaTH

R 2.0.1
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36 Reset Device # & RiHTEE

Start Reset Device

Received Ox5A
0xD4 0x2B?

No

Send ACK

l

Send ACK

l

v

System Reset

Send ACK

l

End

3.16.2

ESU/IR C P

Rk Fellud 72 Hodi Eitipu
1 0xD4 Reset Device
2 0x2B Reset Device
1 ACK/NACK L E] NACK I, it dr & (fE H Get
ACK #fift)
2 ACK 44 R (1 Get ACK i fe)

3.17 Advanced Access Protect
Advanced Access Protect Ay 4 H T B @i 4R, SRR That AT ReiE S5 % N AL 5

2024.04.28

JH P A R R DR U o

AR )5, RV RR AR, MmN L ACK, 55 255

1A T R

' Flag (Flag AJLAZAT M) J 3 1 byte Checksum, JFEAYE gk i AR OIC S, Wi R 0L

ACK ZJ5, $iTRGE AL
Wi AT i R IPT R I AN REA A

VEE: RRT RS S LA GEWRESR, RIS FX WS T

2 48T

R 2.0.1
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3.17.1 EHRREIRIREE

B 37 Advanced Access Protect EHLIRHEE

Start Advanced access protect

A 4

Send sync Ox5A

A 4

Send 0xD6 0x29

NACK
Wait for ACK or NACK?

ACK

Send 1 byte flag
and 1 byte checksum

NACK
Wait for ACK or NACK?

ACK

End ——

2024.04.28 49 R4 2.0.1
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& 38 Advanced Access Protect & & iU R Kl

Start Advanced access protect

No
Received Ox5A

0xD6 0x297?

Yes

Access Protect on?

Send ACK

l

Receive 1 byte flag
and 1 byte checksum

l v

Send ACK Send NACK

A 4

System reset

End ¢

3.17.2 ENUImEIE TR

RIiES R Pelld 12 Hodls Ejiipa
1 0xA5 )25 B
2 0xD6 Advanced access protect
3 0x29 Advanced access protect
1 ACK/NACK A E] NACK I, Z5 dr & (1 1] Get
ACK it#%)
4 * flag
5 * Checksum XOR flag
2 ACK 445 (18 ] Get ACK i f2)

2024.04.28 2 501 R4 2.0.1
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4

2024.04.28

RRCAS 3 52

xR 2 URRAETE
H# i &S ZE
2023.06.30 2.0.0 |EHIRA
2024.04.28 2.0.1 L MRS S

2. MBS SCRBIR

% 511
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EZURA - HFHEES

SKTT BAT SO ASC B R e )37 AR S5 B PR ANE T, AR 0 AN AR L5 0 6 s AR ST SR AR 07 it AR 95 AR 2% BRHE AT BT 4

TR Z TR B AEMRRAIRIR,  ASTREA DAL (77 2O A AR BGIEAT AT 7R SRR (K S ABERVF AT o A SRA ST A 38 20 8 AT A
=07 RS, RIS AU A A =5 B SS s  ERF R A AR R R, BE B9 B AR 7 3 AL A
PR EE =777 i BUIR 55 S AP A S U ALK AR

FRARTEMERR 0 (K8 6 2 3, O, ARy AR T S A/ SRS AN AT T R BOBOR I R E AR IR T S 4
e IEERE MG ARG )R XA RO RGO, BURICARMT B A R B A AR A B PRI -

HERF 7 S IFAR B BRE TTH T R ARG e (A X VAR ZORIBI, Blin. EArsOff Bl A& sO0 7 i D) e 24 2
RMARGE: (B) fisMH: (O HIRMHABSARNEE: (D) i, Hisi (E) A SBASmE. B LU= HFE MR . iRl
P E R TR R, BIVRERIG R IRURERS 0 R H T F D@ A, XU R 53 AT 14 SRR SR, HLRII R g g £ 53 7E AR LA
i AT IERAE R .

ZRHIRVHERF D7 S A AN R T ASOR R B A SRS R RE K S B T BOIERE 0BT AR RS 77 IR 55 4% T (AT R
ERRL, I HARL AT 2 B3 MRS AR 53T

© 2024 e IR TR TR B

2024.04.28 $ 521 R4 2.0.1
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