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1 UARTX %2 B3R

2 FHUART 4af2 #5500, Bootloader i3 32 J5 & KMIUART x Rx51 I, S E2UOX7F it : — A
AT, OXTFRRNT, BRI AIFI—AME A7, T Systick & I 280 & %5, 118 HUARTX
A A RR 26, P IE I UART XA N, EHL0XT9, RoNIERRT, ML hlds il 25 v R R ML &

W B

& 1 Bootloader Main Loop

A 4

0x00: Get Command —

Bootloader Starts

A 4

Receives 0x7F from UARTx
RX Pin

A 4

0x01: Get Version —

A 4

y

0x02: Get Device ID

UARTx setup

A 4

Send ACK byte

v

A 4

Wait for command 0x21: Jump
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2 UARTX 4R

BRFHRBE
AT32 Bootloader SCHF H SIIIIEARE 4, IRZEFMLT 2.5%. H/MERFRSCH 1200, ORI 450 HF
256000.

i%%% — Device baud rate—Host baud rate % 100%. ﬁ§$d\:}:2.5%o

Device baud rate
Bootloader it illl 5 45 2 77 ¥2::
WAEGIRE G, LR IEOXT PR BB, 1M R0, [EA0XTFRISAEME, Rk AL
A IR
M RATIN R N ROE BRGS0 VAt B ITUART X 58 (R FR 56, SRJE M R0X79, 341
P RI0X79, MR RERRT), 7Lk ik 4.
ACK = 0x79
NACK = 0x1F
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3 Bootloader iy 4

ANIF B Az R S D REAT B 2250, DRLE AN R AR A7 (s i SR R e & N A XOR - (HXS AR
R A&, P RIS T LSRR, Wik, 5, BEERaeE.

W A A A 1R
i i 1 B XA
Set ISP OxFA WE EAHLR RS AT32F413xx, AT32F415xx, AT32F403Axx,
AT32F407xx, AT32F421xx, AT32A403Axx
Get Commands(" 0x00 REGK & LR 24K | ALL
Get Version 0x01 3R bootloader JiiA S | ALL
Get Device ID( 0x02 KPE & ID S, WHT | ALL
FWi 7Y 5
Read memory 0x11 BEEUAE iR dR btk ) | ALL
HE
Jump 0x21 PR RIR B s | ALL
HEPAT TR
Write memory 0x31 SHAEFFERITEE | ALL
otk
Erase 0x44 BERRAE (4 ALL
Erase and program 0x63 T8 5 {3 ALL
protect
Erase and program 0x73 KBS Ry ALL
unprotect
Access Protect 0x82 TFE Vs el {4 ALL
Access Unportect 0x92 KA A AR ALL
Firmware CRC 0xAC 1545 & sector CRC ALL
Enable SPIM(bank3) 0xB3 S Re M A A5 T H SPIM B =
Enable sLib 0xDO £ g sLib ThAg Y F sLib RS
Disable sLib 0xD1 fi#b sLib Ihfg Y sLib KRS
Get sLib Status 0xD2 IR sLib RS FF sLib KRS
SPIM Remap 0xD3 SPIM 10 pin i 2 w5} Y HE SPIM (K55
Reset Device 0xD4 XA & HAF AT32F403xx A 3 F¥
Advanced Access 0xD6 15 A v G 1] AR A SCRE R T I R ) B S
Protect

YA 1: AT32F413xx, AT32F415xx, AT32F403Axx, AT32F407xx, AT32F421xx, AT32A403Axx
XILANF 5 (EH Get Commands 1 Get Device ID 7 $ Fi Z5E 4% Set ISP ar <~ WIEX FHEA
X 1F Set ISP iy ) RS K% Set ISP <, i #dii= [/ 2 NACK, FpL ] LLZms 4 NACK, — Z¢4E
Je BT SR E
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4

4.1

4.1.1

2024.04.28

Bootloader #54EfR

A L E UL bootloader 2% UMM fiv & HOVE HIAME I 752, B4 AL A 50 28 B % iy AT RO o

Set ISP

Set ISP iy & AE &N T XAAF _EAHL, 7R R Ay & 1l s /o0, TERIEGS, XM

(] Get Commands 74 Fil Get Device ID i 474 BENA N, IEGAIFI S . XA SCRR Ay & I gz il 28 R

B, RBRIENAS, MESEMGAEE AR, AT ARSI, LT a4 ] 5%

PR o A FE

® LHLKIX SetISP find, WAL EHLHG ACK, TEHLIGLkEE KL% 4 T EAHLRAIS, [H
5E N“0x02, 0x03, 0x54, 0x41”, #:35 F 1% 1 AR IGAT, B4 TR B AL ACK, Rty
LEEH, LT R @A I RIE .

® IHliGAi% SetISP v 4, H&AMIN EHLEG NACK, THLImIEI I NACK MIN. 2 J5, Fonfnd 4
W, BEEARYATa NG, AN T —Fa S rIKRE.

WA A 7E U5 I AR R B AR AT

EHAN BB IRAER

& 2 Set ISP FHHHEE

Start Set ISP

A

Send OxFA 0x05

Wait for ACK or NACK?

ACK

Send 0x02 0x03 0x54 0x41

A

Send 1 byte checksum

NACK
Wait for ACK or NACK?

ACK

A

End

£ 11K FRZ 2.0.4
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& 3 Set ISP & & Wi

Start Set ISP
No
Received OxFA 0x05?
Yes
Send ACK
v
Receive 4 bytes data and 1
byte checksum
No
Checksum correct?
Yes
A 4
Send ACK Send NACK
v
End
4.1.2 FEHwBEEARIETRE
RiEiL et 72 B Eiiip

1 OxFA
2 0x05

1 ACK/NACK 2 F) NACK I, A A4k
3 0x02
4 0x03
5 0x54
6 0x41
7 * CheckSum(Byte3~Byte6)

2 ACK &4 )

4.2 Get Commands

Get Commands i & F T IREUIM A 5 R i 8 SCRFIN in 2 51026, RS [FLAR A Bz il 4% SCHRF
Frm SN EARE, R IEIFIRR ST T A .

2024.04.28 s 12| R4 2.0.4
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Bootloader 7RI L& 2 J5, &M ENL ACK, & &M EAL 1 5757 BB kR I £ TR EAL
EREARRE, PR AR SCR A 2413, S8 5 i B ACK.

WA A AE VT IR ORA T 3 Bt RE A A

JEE: AT32F413xx, AT32F415xx, AT32F403Axx, AT32F407xx, AT32F421xx, AT32A403Axx,
XL PNF AR Get Commands 2 i % ZAR % Set ISP w4

4.2.1 FEHFREIwRTEE

& 4 Get Commands EHIRHREE

Start Get Commands

A 4

Send 0x00 OxFF

NACK
Wait for ACK or NACK?

Receives the number of bytes

A 4
Receives the bootloader

version

A 4
Receives the support
commands

NACK

Wait for ACK or NACK?

A

End

2024.04.28 s 13| R4 2.0.4
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& 5 Get Commands & & iR R

Start Get Commands

Received 0x00 OxFF?

Yes

No

Send ACK

A 4

Send the number of bytes
(Version+Commands)

A 4

Send Version

A 4

Send Support Commands

A 4

A 4

Send ACK Send NACK
[ |
End
4.2.2 EHImBEALmETE
RILTLFE B g ik
1 0x00
2 OXFF
1 ACK/NACK M3 NACK B, frd 45k
2 n FonJa HEWE] n FHT 50
3 * Bootloader H M A=
4 0x00 /N4 Get Commands
5 0x01 % /4 Get Version
n+2 * BEn N
n+3 ACK A g R

2024.04.28
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4.3 Get Version

Get Version 74 H K HU% % it Bootloader AN S, Mt &umii B b4 G, < EHL ACK,
B SB35 1 #7510 Bootloader WU A~ 5 A 2 N5 Bootloader itAS (fijfx BID), X5
ma R EHL ACK, FTorfr 4w .
B ARV R AR P A I RE A .

4.3.1 EHARLWRRER

& 6 Get Version EALEREE

Start Get Version

A 4

Send Ox1 OxFE

Wait for ACK or NACK?

ACK

Receive 1 byte protocol
version

l

Receive 2 bytes BID

N
Wait for ACK or NACK?

ACK

End ——

2024.04.28 ® 15| R4 2.0.4
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& 7 Get Version #&%& MR E

Start Get Version

No
Received 0x01 OxFE?

Send ACK

l

Send 1 byte version

l

Send 2 bytes BID

l ,,

Send ACK Send NACK

End

4.3.2 FHRBHELARITRE

RIEL Bl 72 K ik

1 0x01

2 OxFE
1 ACK/NACK i E) NACK B, rd 4l
2 * AT
3 * Bootloader k45 (BID)
4 * Bootloader fg4<%5 (BID)
5 ACK &2 R

4.4 Get Device ID

Get Device ID 774 F T U $ 23 B AR5, o B F8E 85 4 7715 Product ID 5 F1 1 7751
Project ID. FHLui o] LIRHE 1 775 #) Project ID J 1 24 517 7 S2 ) ¥ 5% /2 A R 51 Bl il 2%, 8t 4

2024.04.28 ® 16 R4 2.0.4
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FA5H) Product ID 5 3 W BAR R FE— NS,
MBI A e, S AemN ENL ACK, S Lk 1 TR KT, RoREAIENEIEK

g, HAAEAKER 1 (e R85 KN 5, MILEAN 4), #:35FAE% 4 77351 Product ID
A1 7751 Project ID, #RJ5 FM M. — 4 ACK.

Wb AT i R IPOT R I e

4.4.1 FEHFRESRTEE

& 8 Get Device ID EHLiwHEE

Start Get Device ID

4
Send 0x02 OxFD

Wait for ACK or NACK?

ACK

Receive 1 byte length of
device ID-1

y

Receive 5 bytes device ID

N
Wait for ACK or NACK?

ACK

End

A

I S I N S . I L] -
2024.04.28
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& 9 Get Device ID ¥ &HEE

Start Get Device ID

No

Received 0x02 OxFD?

Send ACK

!

Send 1 byte length of
device ID-1

!

Send 5 bytes device ID

! !

Send ACK Send NACK

End

4.4.2 FEHSEEBIHEERITRE

RIE TR et 2 Hidhs ik
1 0x02
2 0xFD
1 ACK/NACK 25 %] NACK i, #rd45 i
2 0x04 Device ID /& 1
3 * Product ID [8-15]
4 * Product ID [0-7]
5 * Product ID [24-31]
6 * Product ID [16-23]
7 * Project ID
8 ACK AT AR

4.5 Read Memory
Read Memory #ir4 IR IUE (458, SRAM, EEIFERARIIX, Fi/ RGHHR X S ok A

2024.04.28 %= 18 ;| R4 2.0.4
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%, RS T AR VPSR EUE AR . 78S HFF SPIM (25 |, ZLE SPIM FI%dE, S 2isff
fit SPIM(i% Enable SPIM 7 4).

DRSBTS S, R VIRYEA TS, SN ENL ACK, #5255 AF 4 AT LR 1

Tk Checksum, 4 Checksum IEAf H b 24, Mo FEHL ACK, FEFRF 1 715 UK
JH: Checksum, K [AE A SEBR ZES2 BB K 2R 1 (Wit 10 =75 3ds,  IfE°R 9), 24 Checksum
IEf, WAL ACK 25, K ah i xt B bk i 4o -

s iy A AE VT IR ERAP F J3 B AN B A o

451 FEHMEEwRTEEE

& 10 Read Memory FEHLiHFEE

Start Read Memory

y
Send Ox11 OxEE

Wait for ACK or NACK?

ACK

Send 4 bytes address
and 1 byte checksum

Wait for ACK or NACK?

ACK

Send 1 byte read length(n)
and 1 byte checksum

NACK
Wait for ACK or NACK?
ACK
Receive n+1 bytes data
y
End <
L1 ] I S S - L1} L] -

2024.04.28 = 19 R4 2.0.4
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11 Read Memory ¥ & imii 2 E

Start Read Memory

No
Received 0x11 OxEE?

Yes
Access Protect on?

Send ACK

\ 4
Receive 4 bytes address
and 1 byte checksum

Checksum correct an No

address valid?

Send ACK

y
Receive 1 byte read length(n)
and 1 byte checksum

No

Checksum correct?

Yes

Send ACK

y A 4

Send n+1 bytes data Send NACK

End

2024.04.28 20K R4 2.0.4
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452 FEHIRBFEERITE

RIE R Rl 2 B ik
1 0x11
2 0XxEE
1 ACK/NACK U E] NACK B, FoRvy R R T e, 4
i 4
3 * Address MSB
4 .
5 .
6 * Address LSB
7 * Checksum: XOR (address byte3~byte6)
2 ACK/NACK e F) NACK, 25 it fir 4
8 * EREEKE -1 ()
9 * Checksum: OxFF XOR byte8
ACK/NACK e F) NACK, 25 it fir &
4 * BRI LR
ERTR LR
4+n+1 * H A st kb $ 4
4.6 Jump

Jump 74 H T Bhi% B e kg AT AT, 0T DABKA% 2 3 A7 28 A1 SRAM A L3047, Bki% itk 24
FE G E AL, FEE RSN S A e A R

YA R A S, R RIS E TS, MmN AL ACK, 25 255 4 1 Bk ik K
H Checksum, it ikt Al Checksum #EAG 2L, W S ML ACK J&, Rk 21 ma N bk 21744
TR o

A A AE VT I ORI I A AN BEAE A

JEE: N AT32F421xx #7Y, Jump i< i) GEL Bk F5 KM

2024.04.28 £ 21K R4 2.0.4
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4.6.1 FEHRREwRTEE

B 12 Jump EHIRAER

Start Jump

!

Send 0x21 OxDE

Wait for ACK or NACK?

ACK

Send 4 bytes address
and 1 byte checksum

N
Wait for ACK or NACK?

ACK

A

End

2024.04.28 s 22, R4 2.0.4
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B 13 Jump E &L IRRER

Start Jump

No

Received 0x21 OxDE?

Yes

Access Protect on?

Send ACK

A
Receive 4 bytes address
and 1 byte checksum

Checksum correct an No

address valid?

Send ACK

A

A 4

Jump to user application Send NACK
I I
A
End
4.6.2 FEHmBELRIE
Rk R Fod 72 il i
1 0x21 Jump
2 OxDE Jump
1 ACK/NACK U B NACK B, RV RRIF TR, S5R
M4
* Address MSB
4 *
- - ® 23W - T k204

2024.04.28
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RIEL oL et Ejtipa
5 *
6 * Address LSB
7 Checksum: XOR (address byte3~byte6)
2 ACK/NACK

4.7

2024.04.28

Write Memory

Write Memory #ir4 H T8 5 A E 15455, SRAM, I RS HUHEIX 2%, E5 N A2 0,
T BRI BB, AN S N Bl 20 ARG R Y (L, 7R ENE RSN S A R0
HEVE AR o
P RGEHE X T AR S JEEAR, 28 AR .
® M RGHIEX/NT 256 F1
FHRR—IRE A HITE P RGEFE SN, W& EIG 42 52 IR P /2505805
X, SREHEHEES N, & EIPITRERN .
® I RARGHIEX KT 256 FH5
FHFERKIEZREGWS, Al 2E8E5 N
WA R B A A 2 fa, an Sk N RGEIRE X i HhbE, AT R, SRS S N
TR R B IE AR P R G X AR aa e, MIAPAT IR, BB EE 5 % S bt
MHIEE )G, KEPAT RF G
JEE: AT32F436xx/AT32F437xx 175 G/ /7 RAHH IX 2 i H SIA AT RER L i ZT A
I RER i (Reset).
MR AW BT A S, RV RYEA TS, WIS ENL ACK, #E S5AF 4 TS Nkl 2
F Checksum, U EIffHbkik A1 Checksum ERARLES, Wi 3HL ACK, FEERF 1 B ANKREE K
H Checksum, KJERIMEASFRES NFMEK R 1(05 10 =584, BLERN 9), 4 Checksum IE
B, EITFAGS AR R, S 52 Ja M 341 ACK.
WA A 7E VT R RAP T A B AN RE A

B 24 FRZ 2.0.4
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4.7.1 FEHRREwRTEE

& 14 Write Memory EHL 52 E

Start Write Memory

A 4

Send 0x31 OxCE

Wait for ACK or NACK?

Send 4 bytes address
and 1 byte checksum

Wait for ACK or NACK?

Send 1 byte write length(n)
and n+1 bytes data
and 1 byte checksum

Wait for ACK or NACK?

NACK

NACK

NACK

End

A

2024.04.28
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15 Write Memory & 5 Bl

Start Write Memory

No

Received 0x31 OxCE?

Access Protect on?

Send ACK

\ 4
Receive 4 bytes address
and 1 byte checksum

Checksum correct and
address valid?

Send ACK

\ 4
Receive 1 byte write length(n)
and n+1 bytes write data
and 1 byte checksum

No

Checksum correct?

Send ACK

Yes
Is user system data?
4
4
Write n+1 bytes data Send NACK
Erase user system data
to memory
4 \ 4
Write user system data Send ACK
4
Send ACK
4
System reset
v
End
L1 ] I S S - L1} L] -
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4.7.2 FEWwmBIELRAIE

RKikiL ot = Hodls Ejtipa
1 0x31 Write Memory
2 OxCE Write Memory
1 ACK/NACK A E] NACK I, Ry BRI IT R, 45
jaiges
3 * Address MSB
4 *
5 %
6 * Address LSB
7 * Checksum: XOR (address byte3~byte6)
2 ACK/NACK i E] NACK, 45 Ut iy 4
8 * BABHEKE n-1
9 * EPN €
EPNAE
9+n * BN
Checksum: XOR byte8 - byte9+n
3 ACK/NACK RS PN
4.8 Erase

Erase fiv4 H T #k: L A7k 2%, Erase S Frf% Sector # % (Sector K/MREHE BRI SH X)), 44

BREGHEE(E, XWTA7AE Bank2 FI5 18 % kF Bank1 #FR A1 Bank2 #£F%, SCFF SPIM {75 [ S kF

Bank3 [1#kk, BRI hE AU A S E A b, A5 A SO AN [

FAh AT32F435xx/AT32F437 xx it 37 FF Block #k .

YA BT A S, RV R A TS, MmN ACK, 5 SRR 2 FEdE, &

P& MR HEIZ P S5 TR R SR

® 15L& Sector #[%, NIF/REERR Sector /N, HE B A EACEERR Y n 4> Sector 1% 51,
MRGIBIGERLZ G, 23T Sector 8 %k, HERR5E M JEm N F AL ACK.

® R APERREE Bank BEER, W EEEATX N EERRSIE, BRER TR SR E AL ACK

® IS Block #ER, MIZE£EU 4 AN 1) Block #ah ik A2 H: Checksum, #15: Checksum IE
T, AT Block # Kk, EER5EMZ 5N FEHL ACK. AT32F435xx il AT32F437xx 3 #F Block
P&, 4 Block K/INA 64KB.

Wb i AR U5 i) O3 R AN RE A

2024.04.28 s/ 2T R4 2.0.4
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AT32 Bootloader UART Protocol

2024.04.28

R 1 BERRUHHAR

BERE BEBRE Gl (index) BEBRALE

0x00 0x00 Sector0
0x00 0x01 Sector1

Sector #EBx 0x80 00 Bank3 Sector0
0x80 01 Bank3 Sector1
0x8F OxFF Bank3 Sector4096

PR OXFF OxFF All Flash

OxFF OxFE Bank1 Erase

Bank #x OxFF OxFD Bank2 Erase
OxFF OxFC Bank3 Erase

Block k5 OxFF OxFB Block Erase

JEE:Sector X NZSFHAMKTE i ]

2 28

W2 2.0.4




?I_ ? AT32 Bootloader UART Protocol

4.8.1 FEHRRENwRTEE

B 16 Erase XHLImHRIEE

Start Erase

\ 4
Send 0x44 0xBB

NACK
Wait for ACK or NACK?
Other erase Sector erase
Send 2 bytes special index Send the number of sector to
and 1 byte checksum be erased - 1
OxFFFF=All erase 2 bytes, MSB first(n)

OxFFFE=Bank1 erase
OxFFFD=Bank2 erase
OxFFFC=Bank3 erase
OxFFFB=Block erase

Is Block erase?

v
Send sector index
2 bytes as one sector
Send 4 bytes address MSB first
and 1 byte checksum (n+1)*2 bytes
v
NACK

Wait for ACK or NACK?

ACK

End

A

2024.04.28 ® 2971 R4 2.0.4
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AT32 Bootloader UART Protocol

B 17 Erase B & M2 &l

Start Erase

Received 0x44 0xBB?

No

Send ACK

}

Receive 2 bytes

Y

Is special index?

A

Receive 1 byte checksum

A 4

Is block erase?

Receive 4 bytes block address
and 1 byte checksum

Block erase

Checksum correct?

Yes

Receive sector to be erased
2 bytes as one sector(MSB first)
and 1 byte checksum

—

Checksum correct?

OxFFFF=All erase
OxFFFE=Bank1 erase
OxFFFD=Bank2 erase
OxFFFC=Bank3 erase

Erase each sector

No

Send NACK Send ACK Send NACK
A4
» End <
4.8.2 FHmBIELERIE
Sector #k EH L EILFE
RIEL Bt R i Eiip
1 0x44 Erase
2 0xBB Erase
1 ACK/NACK 2053 NACK I, £t s
* % sector M -1 (n) MSB

4 * % sector M4 -1 (n) LSB
1 ] D S N . .1 | -
2024.04.28 F 30K hRZ 2.0.4
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5

AT32 Bootloader UART Protocol

4.9

2024.04.28

Kk R Bt 8 H Ejtipa
5 * #— Sectorindex (MSB)
6 * #— Sectorindex (LSB)
* % x4 Sectorindex (MSB)
* # x /> Sector index (LSB)
7+2(n+1) * Checksum: XOR (byte 3~6+2(n+1))
2 ACK
Block #FR T HIALIR L E
Rk Pelid 12 Hidls ik
1 0x44 Erase
2 0xBB Erase
1 ACK/NACK 23 NACK B, 25t 4
3 OxFF Block #Fx
4 0xFB Block %%
5 * Checksum: XOR (byte 3~4)
6 * Block il (MSB)
7 * Block il
8 * Block Hutit
9 * Block #ilik (LSB)
10 * Checksum: XOR (byte 6~9)
2 ACK
Bank 5 & 4Rk EHULIRIT L
Kk TR it 8 H Eitipa
1 0x44 Erase
2 0xBB Erase
1 ACK/NACK M F] NACK B, L5 A4
3 OxFF A-PEEL# Bank #2851 (MSB)
4 * 4#% (0xFF) i3 Bank # (OxFE, OxFD,
OxFC) &3l (LSB)
5 * Checksum: XOR (byte 3~4)
2 ACK

Erase and Program Protect

Erase and Program protect 774 F T 4745 € i) sector AN BEBHAT #E R AN IR FE o
MR 2 S, WV RIEA R, BN ACK, #ESER 1 FHRKE-1 (n)
A N n+ 1 DT RS R H index bit 7 (AT 2546 B R 5 AL B P R SR X85 IR
P bit L2530, LA 1 171 Checksum, 4 Checksum B2, &&KERRH P RGHHRE X
(R P KRG8 X BRES R, BSABERIEE, REmNFENL ACK,

HEPIT RAERANL

# 31K

W2 2.0.4



?F ? AT32 Bootloader UART Protocol

TER: BEG R index bit B gy (0,1,2..n) XM RGEHAFIX P HEEGIRYF T (0-ND 7 bit
17, BZIFERN I ZHR TS/ TR R TR 0
Wb AT i ORI IT R I AR -

49.1 FEHMREHRTEE

18 Erase and Program Protect T Hlim iR E &l

Start Erase and program
protect

\ 4
Send 0x63 0x9C

Wait for ACK or NACK?

ACK

Send the 1 byte length of
sector index(n)

v
Send n+1 bytes sector index
and 1 byte checksum

NACK
Wait for ACK or NACK?

ACK

End

A

2024.04.28 F 321K R4 2.0.4
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AT32 Bootloader UART Protocol

19 Erase and Program Protect & in i fE R

Start Erase and program
protect

No
Received 0x63 0x9C?
Yes
Access Protect on?
Send ACK
y
Receive 1 byte length(n) and
n+1 byte sector index and
1 byte checksum
No
Checksum correct?
Yes
Set Erase and program
protects
v
Send ACK
v v
System reset Send NACK
\ 4
End <
4.9.2 EHSmBEEERIE
Rigd ol 2 H g
1 0x63 Erase and program protect
2 0x9C Erase and program protect
1 ACK/NACK 2] NACK B, gEsitdn4
3 * PR ETH -1 ()
2 BRI index
5+n+1 * Checksum: XOR (byte 3~4+n+1)
2 ACK
L1 ] I S S - L1} L] -
2024.04.28 £ 3BH fRA< 2.0.4



?r ? AT32 Bootloader UART Protocol

4.10 Erase and Program Unprotect

Erase and program unprotect 4 F T il bR 10 2 IO 5 44 .

YA BN A fE, RV R EAA TS, W R ENL ACK, ARG HATERR FITA sector RS
R4, BN EHLACK, ZJEEHITRGE .

Ui AAE VT ] GR35 I AN Re S A

4.10.1 EHM &R E

& 20 Erase and Program Unprotect E#HLi#H 2 E

Start Erase and program
unprotect

!

Send 0x73 0x8C

Wait for ACK or NACK?

ACK

NACK
Wait for ACK or NACK?

ACK

End -

2024.04.28 F 34K R4 2.0.4
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AT32 Bootloader UART

Protocol

Bl 21 Erase and Program Unprotect B &3 iifE &

Start Erase and program
protect

Received 0x73 Ox8C?

Access Protect on?

No

Yes

Send ACK

!

Remove erase and program

protect
} !
Send ACK Send NACK

!

System reset

!

End <
4.10.2 FEHImEEARIE
RigL L eu i K ik

1 0x73 Erase and program unprotect

2 0x8C Erase and program unprotect
1 ACK/NACK M E] NACK B, g5t 4
2 ACK

- - % 35K - T k204

2024.04.28




1[-% AT32 Bootloader UART Protocol

4.11 Access Protect
Access Protect iy &4 BEA7 w107 7l £R37, b2 )5, KA BEEE BIA7 i 25 8
MKW R A E, R R RIEE S, R ENL ACK, SR EHUTEEREVT MRS ThEE, 52
B JEWAR LNl ACK, IR Eh ARG L.
B ARV RS A A BE A .

4.11.1 EVMN &L IRHRIEE

& 22 Access Protect E KRR

Start Access protect

!

Send 0x82 0x7D

N
Wait for ACK or NACK?

ACK
NACK
Wait for ACK or NACK?
ACK

A

End

1 ] D S N .
2024.04.28 £ 36| R4 2.0.4
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AT32 Bootloader UART

Protocol

B 23 Access Protect ¥ &R EE

Start Access protect

Received 0x82 0x7D?

Access Protect on?

No

Yes

Send ACK

!

Enable Access protect

!

\ 4

Send ACK

Send NACK

!

System reset

!

End

A

4.11.2 EVImEHE LR

2024.04.28

RikiL Pelld 12 Hodls Ejiipa
1 0x82 Access protect
2 0x7D Access protect
1 ACK/NACK B E NACK I, 4t &
2 ACK
T #®3ITH - I

W2 2.0.4




?r ? AT32 Bootloader UART Protocol

4.12

4.12.1

2024.04.28

Access Unprotect

Access unprotect @& F T fEFR A 25 07 M ORYT, WA AEV7 Il R, TR A & PR U5
LR, 2 H B IR Ak a8 BT A 508

L UEI AT A E, WM EHL ACK, TRV RS, SERiZ G N ENL ACK, FHHUTREE
£

FEHA & I AR A

& 24 Access Unprotect EHLIRFHEE

Start Access unprotect

!

Send 0x92 0x6D

N
Wait for ACK or NACK?

ACK
NACK
Wait for ACK or NACK?
ACK

End

A

% 381 hRZ 2.0.4
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AT32 Bootloader UART Protocol

& 25 Access Unprotect ¥ &5z B

Start Access unprotect

Received 0x92 0x6D?

Send ACK

!

Disable Access protect

'

h 4

Send ACK

Send NACK

!

System reset

!

End
4.12.2 FHIREEERIRE
RIEL Bl 2 K ik
1 0x92 Access unprotect
2 0x6D Access unprotect
1 ACK/NACK I E) NACK B, S5tk 4
2 ACK

4.13 Firmware CRC

Firmware CRC 4 Fl TR IS TE M 285 & 75 16/ . EALAT DATE @ fE R X Iit- 55, (H4 LA sector
SRR I H UG hEEE 6 5F sector .
YA BN AT A fa, R AL ACK, HE 2%Rr 4 F R el & 3 1 F47H) Checksum,

214 B Lk AT checksum #A RN, MR EHL ACK J&, #E45 PR 2 71 F 215 sector /)

2024.04.28

% 391

W2 2.0.4




?r _\) AT32 Bootloader UART Protocol

N1 (n) & H 1 271 Checksum, 24 Checksum 1ERRF, M EHL ACK, FEIFE411% CRC,
HHERZ G, K4 73 CRC FMEZE F M.
Firmware CRC 1 § MPEG-2 CRC %%

4.13.1 EHFAREIRTEE

26 Firmware CRC MLk 2R

Start Firmware CRC

!

Send OxAC 0x53

NACK

Wait for ACK or NACK?

Send the start address 4 bytes
and 1 byte checksum

NACK
Wait for ACK or NACK?

Send the number of sectors(2
bytes) to be calculated - 1
and 1 byte checksum

NACK

Wait for ACK or NACK?

Receive 4 bytes crc value

!

End

A

2024.04.28 40 R4 2.0.4




?I_ ? AT32 Bootloader UART Protocol

27 Firmware CRC # &£ 2 E

Start Firmware CRC

No

Received OxAC 0x537?

Yes

Send ACK

A 4
Receive start address 4 bytes
and 1 byte checksum

No

Address valid an

checksum ok?

Send ACK

\ 4
Receive the number of
sectors(2 bytes) to be
calculated - 1and 1 byte
checksum

No

Checksum correct?

Yes

h 4

Send ACK

Send NACK

A 4

Send 4 bytes crc value

End o

2024.04.28 F MR

W2 2.0.4
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AT32 Bootloader UART Protocol

4.13.2 EWmBIELRITE

RIELFE EELieuRis

bR

1

OxAC

Firmware CRC

2

0x53

Firmware CRC

ACK/NACK

2 F NACK B, g5t ard

*

Address (MSB)

*

Address

*

Address

*

Address (LSB)

N o o~ ®

*

Checksum XOR (byte 3~6)

ACK/NACK

2 E| NACK i, Z5ibar4

oo}

*

Number of sectors —1 MSB (n)

*

Number of sectors—1 LSB (n)

10

*

OxFF

Checksum = byte8 XOR byte9 XOR

ACK/NACK

2053 NACK I, ZE5ittand

*

CRC value (MSB)

*

CRC value

*

CRC value

N o | o~ |w

*

CRC value (LSB)

4.14 Enable SPIM

Enable SPIM #y4 H T4 e g8 Bank3, f#H 1tk

VYN

iy 4 75 B 3 FF SPIM Flash type,

~

LAJ Flash AN TE L, RS B RS 508F SPIM FH - Tt

Flash type list:
® 0x90: —f% Flash
Dummy cycle 4 4

® 0x91: —f#% Flash, Jil_F Quad Enable ¥ &

Dummy cycle 4

LA Volatile #% 3¢5 F] Quad Enable

Flash size,

Flash size S #F 1 B2 16M Bytes, & & iR 4R F AL AN Flash size AT 5 845 515 .
N T Biik SPIM Flash #ids B84, SPIM $2{L N ke, Flash controller 5 A SPIM i} 7] 5
InEESdE, SER DS N . X MCU TS, S HERAE2 S0, BAAELESME Flash H%E, 2
2t s e EdE . T DLEAT ROE A SRS AN EVa E, s AT P REEEX, S

)\ SPIM(bank3)35 5 5 52 i

hn#yEE (FLASH_FDA) 248 Fl SPIM(bank3)if B4R A4tk , FIk4EE M SPIM(bank3)iE ik
Ml U645 %/ Bytes T84 inss, 242 KT 16M Bytes Itf, 7~ SPIM(bank3)4&#in%s, 4%
SEN O, 7R SPIM (bank3) 4 #iAINE

HRAWR A2 5, WA TN ACK, #6254 1 711 Flash type, 4 775 Flash size,

2024.04.28

B 4a2Rr

454

W2 2.0.4



1?[ ? AT32 Bootloader UART Protocol

AN B P 1 275 1 Checksum, 4230 € fl Checksum # A 2, N EHL ACK.

4.14.1 EHMEESRIEE

& 28 Enable SPIM EALIHHFEE

Start SPIM(bank3)

A 4

Send 0xB3 0x4C

Wait for ACK or NACK?
ACK

Send 1 byte bank3 type
4 bytes bank3 size
4 bytes FDA and
1 byte checksum

Wait for ACK or NACK?
ACK

End

A

& 29 Enable SPIM & &2 E

Start SPIM(bank3)

Send ACK

\ 4
Receive 1 byte bank3 type
4 bytes bank3 size
4 bytes FDA and
1 byte checksum

Send ACK Send

NAC

m
=4

o
A

2024.04.28 E 43|

W2 2.0.4




?F ? AT32 Bootloader UART Protocol
4.14.2 EVIREEAHTE

RKikL ot Hudls Ejtipa

1 0xB3 Enable SPIM

2 0x4C Enable SPIM
1 ACK/NACK A E] NACK I, ZiR it dr 4

3 * Flash type

4 * Flash size (MSB)

5 * Flash size

6 * Flash size

7 * Flash size (LSB)

8 * Flash FDA (MSB)

9 * Flash FDA

10 * Flash FDA

1 * Flash FDA (LSB)

12 * Checksum XOR (byte 3~11)
2 ACK

4.15 Enable sLib

Enable sLib 74 F TG sLib Thht, T % sLib [ HULES % sLib 118 HAEF

YR AW RN A S, WV R A TR, W R 3HL ACK, #3525 4 7715 sLib %44, 2
T sLib #24f sector, 2 T (1) sLib £#E/HE 4 L4 sector, 2 T sLib 5 sector, 11
Y1) Checksum, 4 Checksum A &4Hf, JFiR¥# € sLib BLE, WEEMZE, RE 1 ZHHBRER
A, FEmiRN FEHL ACK. 54b sLib M€ FF E ARG R 2 Ja A4 BeE L.

Wb i AR U5 i) O3 T R AN RE A

sLib R%:

® 1. F/ AT sLib L& ATRE

® 0: %I~ sLib Fe &R

2024.04.28 B 44 R4 2.0.4




?r ? AT32 Bootloader UART Protocol

4.15.1 EHFRE TR

& 30 Enable sLib VLR EE

Start Enable sLib

!

Send 0xDO Ox2F

Wait for ACK or NACK?

ACK

Send 4 bytes password
2 bytes start sector
2 bytes data/instruction sector
2 bytes end sector
1 byte checksum

!

Receive 1 byte status

NACK
Wait for ACK or NACK?

ACK

End ——

2024.04.28 ® 45 R4 2.0.4
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AT32 Bootloader UART Protocol

K] 31 Enable sLib & &R 2K

Start Enable sLib

No

Received 0xDO Ox2F?

Yes

Access Protect on?

Send ACK

A
Receive 4 bytes password
2 bytes start sector
2 bytes data/instruction sector
2 bytes end sector
1 byte checksum

No

Checksum correct?

Set slLib

A

Send 1 byte status

Send ACK Send NACK
A
End <
4.15.2 ENSREIELRITE
Rkt FE il i ik
1 0xDO Enable sLib
2 0x2F Enable sLib

2024.04.28

2 46T

W2 2.0.4



AT

5

AT32 Bootloader UART Protocol

4.16

2024.04.28

Kk R Bt 8 H Ejtipa
1 ACK/NACK L E] NACK I, SRt dr e
3 * Password (MSB)
4 * Password
5 * Password
6 * Password (LSB)
7 * sLib start sector (MSB)
8 * sLib start sector (LSB)
9 * sLib data/instruction start sector (MSB)
10 * sLib data/instruction start sector (LSB)
11 * sLib end sector (MSB)
12 * sLib end sector (LSB)
13 * Checksum XOR byte (3~12)
2 0/1 sLib #WEIRE
3 ACK
Disable sLib

Disable sLib i< [ T-##Fx sLib Thag, f#ER sLib HEERA-las T H 2k -

A ar 5, WERVTARIEA ISR, WM ENL ACK, 155 25547

4 75 Passwrod

11 F5) Checksum, 4 Checksum %4, $ATHERR sLib #:4E, FHiRIE 1 FZH FIRBIRE, I

i . 3= 41 ACK.
sLib fEBRIRA :
® 1. Fon sLib Hfd4liR
® 0: F7x sLib il

Wb AL YT IR ORI IT R I ASBERER -

B ATH

W2 2.0.4
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AT32 Bootloader UART Protocol

4.16.1 EHFREIRIRERE

& 32 Disable sLib EHLIFFHEE

Start Disable sLib

!

Send 0xD1 Ox2E

Wait for ACK or NACK?

ACK

Send 4 bytes password
and 1 byte checksum

!

Receive 1 byte status

Wait for ACK or NACK?

ACK

A

End

2024.04.28

2 48T

W2 2.0.4
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AT32 Bootloader UART Protocol

& 33 Disable sLib & &I ifE &

Start Disable sLib

No

Received 0xD1 Ox2E?

Yes

Access Protect on?

Send ACK

A 4
Receive 4 bytes password
and 1 byte checksum

No

Checksum correct?

Yes

Disable sLib

A 4

Send 1 byte status

h 4

Send NACK

4.16.2 EVImEEIELHITE

RIELHE B R Kt

[~

1

0xD1

Disable sLib

2

0x2E

Disable sLib

2024.04.28

B 491
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?F ? AT32 Bootloader UART Protocol

Kk R Bt 8 H Ejtipa

1 ACK/NACK L E] NACK I, SRt dr e
3 * Password (MSB)
4 * Password
5 * Password
6 * Password (LSB)

2 0/1 sLib fEBRIRZS

ACK

4.17 Get sLib status

Get sLib status fiv4 F T 3RBCS AT sLib RS, Mar &R [BIXT R sLib F7es{l, sl X SHE R
1R ZH)H P T 55T sLib BAF 2 1

AT32F435xx/AT32F437xx: (iRl 16 bytes ¥%)

Mg AR A 25, AL ACK, #2552k Al 4 #9571 SLIB_STSO0 i 78 1ME, 4 F 1
SLIB_STS1 % A75H, 4 5[t SLIB_STS2 % /78(H, 4 5 SLIB_MISC_STS %7 34MH, B5H
i 5 E AL ACK.

HE R GRIE 12 bytes i)

LA B AT 2 fa, W R AL ACK, BeE 2xik 8] 4 7151 SLIB_STSO ZF/Eas MH, 4 5151
SLIB_STS1 %47 88ft, 4575 SLIB_MISC_STS % /EaHE, #x/a Fii s EHL ACK.

JEE: Wiy AT32F403Axx, AT32F407xx, AT32F413xx 71 /510 i (RH G A GEEH, H e Z 0 ATl
1/

2024.04.28 2 501 R4 2.0.4




AR -% AT32 Bootloader UART Protocol

4.17.1 EHRREIRTEE

& 34 Get sLib status EHLE KRR

Start Get sLib status

!

Send 0xD2 0x2D

NACK
Wait for ACK or NACK?

ACK

Receive 12/16 bytes

NACK
Wait for ACK or NACK?

ACK

End ——

2024.04.28 £ 51K R4 2.0.4




?r ? AT32 Bootloader UART Protocol
K& 35 Get sLib status & &R HER
Start Get sLib status
Received 0xD2 0x2D?
Access Protect on?
Send ACK
Send 12/16 bytes
} }
Send ACK Send NACK
End ¢
4.17.2 EVIREIE LR E
AT32F435xx/AT32F437xx LN AL FE:
Rkt g Bl 2 g iR
1 0xD2 Get sLib status
2 0x2D Get sLib status
1 ACK/NACK 2 F] NACK i, Stk an4
2 * SLIB_STSO (MSB)
3 * SLIB_STSO
4 * SLIB_STSO
5 * SLIB_STSO (LSB)
6 * SLIB_STS1 (MSB)
7 * SLIB_STS1
8 * SLIB_STS1
9 * SLIB_STS1 (LSB)
10 * SLIB_STS2 (MSB)
54.04.28 - - $ 521 - hRZ 2.0.4
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AT32 Bootloader UART Protocol

Rkt Fellud 72 Hodi Eitipu
1 * SLIB_STS2
12 * SLIB_STS2
13 * SLIB_STS2 (LSB)
14 SLIB_MISC_STS (MSB)
15 SLIB_MISC_STS
16 SLIB_MISC_STS
17 SLIB_MISC_STS (LSB)
18 ACK
HE R ENUE S e
RIEL T Felid Hdh ik
1 0xD2 Get sLib status
2 0x2D Get sLib status
1 ACK/NACK 20 ] NACK i, #Editbdrsd
2 * SLIB_STSO (MSB)
3 * SLIB_STSO
4 * SLIB_STSO
5 * SLIB_STSO (LSB)
6 * SLIB_STS1 (MSB)
7 * SLIB_STS1
8 * SLIB_STS1
9 * SLIB_STS1 (LSB)
10 * SLIB_MISC_STS (MSB)
11 * SLIB_MISC_STS
12 * SLIB_MISC_STS
13 * SLIB_MISC_STS (LSB)
14 ACK

4.18 SPIM Remap

SPIM Remp 74 HF SPIM (bank3) #1510 B HBCE -
LA BT 4 fa, W R AL ACK, #2625 R 1 7151 Remap Flag A2 Checksum, 41

2024.04.28

Ff*) Checksum #BH R, /47 Remap JIRZS,

Remap Flag:

Fme B AL ACK.

® 0: SCK/PB1 CS/PA8 I00/PA11 101/PA12 102/PB7 I03/PB6
® 1: SCK/PB1 CS/PA8 100/PB10 101/PB11 102/PB7 103/PB6

% 531

W2 2.0.4
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AT32 Bootloader UART Protocol

4.18.1 EH AR L IRIIERE

& 36 SPIM Remap EHLiHHEE]

Start SPIM Remap

A 4

Send 0xD3 0x2C

Wait for ACK or NACK?

ACK

Send 1 byte remap flag
and 1 byte checksum

NACK
Wait for ACK or NACK?

ACK

End -

2024.04.28

2 54

W2 2.0.4
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AT32 Bootloader UART

Protocol

2024.04.28

37 SPIM Remap ¥ & IR RE

Start SPIM Remap

No
Received 0xD3 0x2C?
Send ACK
Receive 1 byte remap flag
and 1 byte checksum
No
Checksum correct?
A 4
Send ACK Send NACK
End N
4.18.2 EHSwEIEALHITE
Rk iR B 2 A€ Eiipay
1 0xD3 SPIM Remap
2 0x2C SPIM Remap
1 ACK/NACK 2 F] NACK I, 4Rtk a4
3 01 Remap Flag
4 * Checksum XOR byte3
2 ACK
B - % 551 - Wik 2.0.4




?r ? AT32 Bootloader UART

Protocol

4.19 Reset Device

Reset Device fir & H T &% & HUT RGE L.
M AURE| A A S, MR L 2 R ACK,

4.19.1 EHMEESmHEE

RIEHAT R G R AL

& 38 Reset Device EHLIR HFEE

Start Res

et Device

A

y

Send Ox

D4 0x2B

ACK

ACK

Wait for ACK or NACK?
NACK
Wait for ACK or NACK?

End

A

2024.04.28 )

56

W2 2.0.4
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AT32 Bootloader UART Protocol

39 Reset Device # & it TEE

Start Reset Device

No
Received 0xD4 0x2B?
Send ACK
Send ACK
| !
System Reset Send NACK
End N
4.19.2 FEH B ELHEITRE
RIE il B g
1 0xD4 Reset Device
2 0x2B Reset Device
1 ACK/NACK B F] NACK I, SRtk 4r 4
2 ACK

4.20 Advanced Access Protect

Advanced Access Protect @4 H T8 m & vi R RS, s rd Thae Bk

JH T e e s R ) U o

o
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