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2024.04.28

USB DFU Bootloader #&E3K

AT32 Bootloader> £fUSB DFUMMFIIE K, 2% 304 “Universal Serial Bus Device Upgrade
Specification for Device Firmware Upgrade” Version 1.1,

# 1DFU R4

R4 SE EiEipa
DFU_DETACH 0x00 WA H DFU s (&ALl Dhge
DFU_DNLOAD 0x01 MENL T SEHE B % 25 A7 2 BT
DFU_UPLOAD 0x02 MAEE B BRI Gt 2 AR EHE B AL
DFU_GETSTATUS 0x03 W& RIRARAS R B A
DFU_CLRSTATUS 0x04 TERR A AT A RS
DFU_GETSTATE 0x05 AT KRB S HTPIRES
DFU_ABORT 0x06 TRBAR S ATRE, BEASRIRE
# 2 DFU class-specific requests
bmRequest bRequest wValue windex wLength Data
00100001b DFU_DETACH wTimeout interface Zero None
00100001b DFU_DNLOAD wBlockNum interface Length Firmware
10100001b DFU_UPLOAD Zero interface Length Firmware
00100001b DFU_GETSTATUS Zero interface 6 Status
00100001b DFU_CLRSTATUS Zero interface Zero None
00100001b DFU_GETSTATE Zero interface 1 State
00100001b DFU_ABORT Zero interface Zero None
T ® 50, - I b 2.0.4
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DFU Bootloader i

DFU_DNLOADHIDFU_UPLOAD K H T 5 fF-fifias M AF- i 2 O ERAE, [ H T &2 Bootloader
iR Canvim iRy, BEEY, #%%), DFU_GETSTATUSH 4 H il & i 4 AT .

DFU E{#fi#s 4 (DFU_DNLOAD) it Z#iwValuesk X 43 & 5 17 fifi 41k /& Bootloader H & fir

4, WEwValue=0 F/x EHLIER T —1-Bootloaderf H e i 4,

MR — AN 2

ST (R 5 — > 1 R s AR RN

DFUE/E# 2474 (DFU_UPLOAD) it Z¥iw\Valuek [X 43 F2 517 ¥ 28 B 18 J& Bootloader i H: &

4, nHwValue=03Fx EHLiE R K

>
Efne,

% 3 DFU Bootloader #74-%|%&

SEEI (0 28— 7 T R os BAR TR — iy 2.

DFUiER T R B W X
Read Memory xT BLEUIEfE s Te E il %L | Bootloader 2 #:DFUKI AL S
¥
Get T 3k Bootloader( 5. | Bootloader . fDFU %5
FhZ Frn 4, Project
DFU_UPLOAD ID, Product IDFfix A
L
Get CRC OxAC FKEL i sectorffICRC | Bootloader ¥ #:DFU 5
Get sLib Status 0xD2 IRELslibtR A Bootloader>Z £DFURFI A 5 3 H 32
FesLibff 2d 5
Write Memory T AR B4 Hiik BootloadersZ ##DFU 1 5
Set Address 0x21 WE 35 Hidk BootloadersZ F:DFU 2 5
Access Protect 0x82 FEJa Vi il {4 Bootloaders #DFU B! 5
Access Unprotect 0x92 Fe A7 A PR BootloadersZ :DFU) % =5
Erase and Program | 0x63 FIREBERY BootloadersZ fFDFU L 5
Protect
Erase and Program | 0x73 KAHS R Bootloader3z #:DFUf AL 5
Unprotect
DFU_DNLOAD
Erase 0x41 BERRAE Gt A Bootloaders #DFU B! 5
Jump 0x18 B 248 & M bk AT Bootloader>Z #DFURI Y 5
Firmware CRC OxAC 11548 € sector CRC BootloadersZ F:DFU 2 5
Enable SPIM 0xB3 S RE SN BAE Gk 25 Bootloader>  #DFUJf H 3 ¢
SPIMIf 7 &
Enable sLib 0xDO fF fiesLibIh g Bootloader3z #:DFUJ{: H. 3 #sLib
175
Disable sLib 0xD1 fiftbrsLibT g Bootloader % #fDFUJf H. 3¢ #¥sLib
HEitRS)
Reset Device 0xD4 DA E: F& 7 AT32F403xxA X HF
T % 60 - T k204
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DFUi% K i ALY . B XS
Advanced Access 0xD6 R 1 2% 7 Il AR Bootloader3Z #:DFUF H 3 i 5 4k
Protect Ui A LR B 5
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3 DFU_UPLOAD &3k

DFU_UPLOAD % KR #5 2= $iwValue [1IE B 4 11 & 5217 fi #4514 & Bootloader H Bl i 4 -
U1 /ZDFU_UPLOAD 3R ¥ # All T AL :

B 1 DFU_UPLOAD %R i& & 7E

DFU_UPLOAD Reqeust

No
Status is idle?

Respond ACK

wBlockNum=07?
Yes

A

Respond STALL

wBlockNum>1?

Yes

Access Protect on?
v

Read Memory status=errVENDOR
Return the read data State=dfuERROR

Get
Return device information

Get CRC
Return CRC value

Get sLib status
Return sLib status

Not Support

& 2 DFU_UPLOAD %Kk V5 HE

DFU_UPLOAD Regeust

Respond is ACK?

Get Device Status Read data

No Yes
Status is errVENDOR?

Error status Access Protect on

A 4

3.1 Get

i I Ay A i 28000 & wValue=0, wlength=32, 4ij RIS 2 )5, a2 KR mT LLE .
FHLIE I I 2 IR AR 2 SRR 4 DA R & IR AE B, #4511 Product ID 1 Project ID [# & 5

2024.04.28 H 8 hRZs 2.0.4
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12 byte~16 byte, _f7#LA]iEid Product ID A1 Project ID HIWrts i #95, DA E 0 7 S HEMR LS 6y
2

VEE: A E SN, Get 18 a5 4 Ak LLES i A KR [5] i
R 4 Get L REIHIE

Byte Value Description
0 0x00 Command
1 0x21 Set Address
2 0x41 Erase
3 0x92 Access Unprotect
4 0x82 Access Protect
5 0x63 Erase and Program protect
6 0x73 Erase and Program unprotect
7 0x18 Jump
8 OxAC Firmware CRC
9 OxFF Reserve
10 0x32 Protocol Version
1 0x00 Reserve
12 * Product ID (LSB)
13 * Product ID
14 * Product ID
15 * Product ID (MSB)
16 * Project ID
17 * Bootloader ID
18 * Bootloader ID
19 0xD0 Enable sLib (if not support reserve)
20 0xD1 Disable sLib (if not support reserve)
21 0xD2 Get sLib status (if not support reserve)
22 0xB3 Enable SPIM (if not support reserve )
23 * Reserve
24 0xD4 Reset Device (if not support reserve)
25 * Reserve
26 0xD6 Advanced Access Protect (if not support reserve)
27~31 * Reserve

3.2 Read Memory

5 wValue > 1RFR BEILAFEAR AR, HBCE VTR ORI RN, ARSI s K -

FHLIE L RE— NG R EE (wlength), FTLAEHLEAA6#2S, 7 ESRAMULK H - R 404K
i o

® \EAFEE, F ESRAM, — XU T 4 2312048.

o I RGEUEIEHUR/N LS 2 i S (e A R g X ORI

TER: AR TE 5 2 X 2SR T

TR bk 7 3G

2024.04.28 HOM hRZs 2.0.4
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3.3

3.4

2024.04.28

B k= (wValue - 2) * wlength + Address_Pointer
Address_PointerifiitDFU_DNLOAD % 3K [f]Set Address i 4 4T & .

WRVRGRI G, AR, AR RS Status=dfuERROR,
state=errVENDOR

Get CRC

ffH i & 25 E wValue = 0, wlength =5, 445 R T EIE, AR AT LU a4 .

FRENCRCH TR 56 [E 4 1IERf 575, CRCUASector Ay A #H 7115, Imﬁf’ﬁ i¥DFU_DNLOADi#
SR Firmware CRCy 4% B Bt H i ia b 5 Sector M, HH 58 2 J5iliiDFU_UPLOAD#%
K Get CRCHn 23U HICRC.

Get CRCIR [F15¥

Byte Value Description

0 0XAC Get CRC

1 * CRC (LSB)

2 * CRC

3 * CRC

4 * CRC (MSB)
Get sLib Status 4
i FH i 20 S50 E. wValue = 0, wLength =137, MEEVIFR T AR, ARG 4.
Get sLib status & H T3REUCYHET sLib RE, My A IRFEIX M sLib B 7#8E, TAREST X SER

AR FIH T 9E T sLib a7 U B .

AT32F435xx/AT32F437xx: (i&[A 17 bytes ¥iit)
LRI, 2xiR[E 4 75 SLIB_STSO A7 MIME, 4 i SLIB_STS1 A 7asft, 4
AT SLIB_STS2 2 /744K, 4 5 SLIB_MISC_STS #7744

He #%0: GRIE] 13 bytes #d)

LU B A S, 2R 4 75 SLIB_STSO 274728 I1E, 4 F1H) SLIB_STS1 H a4,

4 75 SLIB_MISC_STS Zi7 43 H..

VR S 7E AT32F403Axx, AT32F407xx, AT32F413xx TFE 17 I (RAP IS et /H, e F AT L
&/

AT32F435xx/AT32F437xxi [ £ 47 :

Byte Value Description
0 0xD2 Get sLib Status
1 * SLIB_STSO (LSB)
2 * SLIB_STSO0
3 * SLIB_STS0
4 * SLIB_STSO (MSB)>
5 SLIB_STS1 (LSB)

# 10| A 2.0.4
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Byte Value Description
6 SLIB_STS1

7 SLIB_STS1

8 SLIB_STS1 (MSB)

9 SLIB_STS2 (LSB)

10 SLIB_STS2

11 SLIB_STS2

12 SLIB_STS2 (MSB)

13 SLIB_MISC_STS (LSB)
14 SLIB_MISC_STS

15 SLIB_MISC_STS

16 SLIB_MISC_STS (MSB)

HERINR [ 85

Byte Value Description
0 0xD2 Get sLib Status

1 * SLIB_STSO0 (LSB)

2 * SLIB_STSO0

3 * SLIB_STSO0

4 * SLIB_STS0 (MSB)

5 * SLIB_STS1 (LSB)

6 * SLIB_STS1

7 * SLIB_STS1

8 * SLIB_STS1 (MSB)

9 * SLIB_MISC_STS (LSB)
10 * SLIB_MISC_STS

11 * SLIB_MISC_STS

12 * SLIB_MISC_STS (MSB)

2024.04.28
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4 DFU_DNLOAD B3R

DFU_DNLOAD i kid it wValue fr{E AR i1 55— A~ 717 K7 2 & Bootloader W % 4

#* 5DNLOAD 4%

Command ByteO Value wValue
Write Memory * >1
Set Address 0x21 0
Access Protect 0x82 0
Access Unprotect 0x92 0
Erase and Program protect 0x63 0
Erase and Program unprotect 0x73 0
Erase 0x41 0
Jump 0x18 0
Firmware CRC O0xAC 0
Enable sLib 0xDO 0
Disable sLib 0xD1 0
Reset Device 0xD4 0
Advanced Access Protect 0xD6 0

VLR 18/ DFU_DNLOAD Z fij, F=PLAEZfn i 75 3 22 Ay 98 A2 7 7% dfulDLE 267
dfuDNLOAD-IDLE, ZIRATEXLETT NS, ik DFU_CLRSTATUS 17k i HH ok
g BIRES, 2 # K& dfulDLE JLZ.

1R 72DFU_DNLOAD >R 5 £ 3 A1 A Lo S F

2024.04.28 #1201 hRZs 2.0.4
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B 3 DFU_DNLOAD &R & & meE

DFU_DNLOAD Request

STALL

Current state is idle?
Y

(25

Respond ACK

Leave dfu

STALL

wBlockNum>1?

wlLength>0?

(5]

Receive data

Wait get status

Return busy state

Write data to flash

wBlockNum=07?

Erase

Jump

2024.04.28

13|
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4.1

2024.04.28

% 4 DFU_DNLOAD &K XN HE

DFU_DNLOAD Request

No
ACK received?
v
Error State=dfuMainifest? Seng data
Ye

ACK received?

Yes

Exit DFU

Get Device Status

tate=dfuDNBUSY or
dfuDNIDLE

Yes

A 4

urrent command need
system reset?

Get Device Status

Error

No

State=dfuDNIDLE? Reset and reconnect

Yes

A

Download failed Download successful

Write Memory

MwValue > 11 £ xWrite Memory, &7 MR RIS, ASGELE F iy & S 470 2% -

F WL Kk — A A bR (8 Set Address i 2 ) Fl— M EIR K E (wlength) 457, &
B H N B E B

AT AR SRR AL -

® LINMETEME BT ESRAM, — RS HEE A2%2048

o  HFRGHE, K/ANUIURF P RGNS

TEE: AT 15 2 W8 25 1T 0 5 3P

FHRIE TG RMEBIE 2 5, FERKIEDFU_GETSTATUSH A L& HUT S ER1E, BN %%
2R [ALRA HAfuDNBUSY  (GRORIETE S HUE BIAE6448), QR EAUR S X ISR IR F 770, 7E5L
WERZ G, W&H2S E5ITSystem Reset, It FALHL 755 BB SR % .

LML — H I IADFU_GETSTATUS fir &% B B S AR 832 1 58 i, WERAIE R TRt
Hk, AR 22k [Flstatus=dfuERROR, state =STATUS_ERRADDRESS.

F 1471 R 2.0.4
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4.2

2024.04.28

B b R 5

HHPEE il = (wValue - 2) * wlength + Address_Pointer
H A7 A% IR A IR A status=dfuERROR, state=errVENDOR,

AR ITIR T VT RS

B 5 Write Memory &2

Start Write Memory

A

y

Receive write address

No

Yes

A 4

Yes

No

Address is valid?

Access Protect on?

Write data

Return error

No

Is user system data?

Yes

A 4

A 4

Retrun IDLE

System reset

Set Address

HwValue=0 3 B2 — P E N0x21 0T £ R Set Addressin 2, {4 V5 R I B, AEEfEH

JH:EIJ o

Write Memory1ir 4 flIRead Memory i 4 7E4f F 2 Hi # 7 22 FH Set Address fin 2 & B — 5 sl R4
HihitAddress_Pointer, T %171 B B by 20 _E 4T HbbE

ENRIE B E A2

l:l ’

T R IADFU_GETSTATUSIE R fil & W & PAT BB bk E, i

% £xiR [R5 NSTATE_dfuDNLOAD_IDLE (/R E M.

EWUEE R -

%15 W

WA 2.0.4
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Byte Value Description
0 0x21 Set Address command
1 * Address (LSB)
2 * Address
3 * Address
4 * Address (MSB)

& 6 Set Address W& uRIiE

Start Set Address

A

Receive address

No

Address is valid?

Yes
Yes

Access Protect on?

No

Set the new operation address

A 4 A

Return error Retrun IDLE

4.3 Access Protect
wValue=0 JFHL&5—A 515 90x82I Fm FF RV ) (157, 2445 M4 T TF4AIT, AN Refd ]
Hhr 4
EHRIE LRV R i 2 0x822 J5, 75K I%DFU_GETSTATUS I R fith K B A& AT e 1y
W4 . AT 15 4% 2% [FISTATE_dfuDNLOAD_IDLE. 52 HUT R4 0, Vil 4k, i
Ik AL TR
EHUR LS -

Byte Value Description

0 0x82 Access Protect

2024.04.28 % 161 hRZs 2.0.4
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4.4

2024.04.28

& 7 Access Protect % &R

Start Access Protect

Yes

Access Protect on?

No

Enable Access Protect

Return IDLE

h 4

\ 4

Return error

System Reset

Access Unprotect

HwValue=0 Ff H 5 — A1 {E A0XO20 Ron bR v n R4, 405 I ARPP T U6, nTDMER a4
FHRIB1 T REV AR a2 0x922 )5, 7B RKi£DFU_GETSTATUSIE K it & B4 AT A ER 1
) HE, B %425k [FISTATE_dfuDNLOAD _IDLE, Z%i4: [ shHATIER TR eetds, ek

XPIT RS
FHURIEHE -
Byte Value Description
0 0x92 Access Unprotect

& 8 Access Unprotect &R EE

Start Access Unrotect

Access Protect on?

Disable Access Protect

A 4

Return IDLE

A A 4

Return error System Reset

EATH

WA 2.0.4
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4.5

4.6

Erase and Program Protect

"wValue=0 Ff HEE— A1 E NO0X63M RRn I BEES RS, HiUin R aEE, ARG 4.
FHMFALEINFZHTES R @4, 1N FT 5 R Sector M (X1435/437, Kik(Fsector ™Mk
SERRANEUR, HE RYIE R K %Esector M D, i bEnAN i Sector index, £ 2 4% IR ML R
Sector/™#{ 5 Sector index 5 % 5i .

FHREBHRP A2 G, FEKLKEDFU_GETSTATUSIE Rl & WA HAT e AR HIE o R
1T 2 2 Ja 2 BEPIT RAE L.

ViR BES R index bit AR (0,1,2...n) W TR GHHTIX S RFF (0-ND F bit
17, BEZIFH P B A ZH RG] F AR5 T2 05

VLR XT T 435/437, KX sector ML N1, K e R E KK sector 1 H .
FHURIEEE -

Byte Value Description
0 0x63 Erase and Program Protect
1 * Number of sector index(435/437 need - 1)
2 * Sector index 0
3 * Sector index1
4

& 9 Erase and Program Protect & uiifEE

Start Erase and Program
protect

Yes

Access Protect on?

No

Set Erase and Program protect
sector

!

Return IDLE

! !

Return error System Reset

Erase and Program Unprotect
2wValue=0 J 35158 OX7 3 FR UL B MBS (R, AU TF R U7 MR, Bt A
4.

Wi & P TR BR A2 25 I Sector R H R Y, EHUA T ZALERA P MR S IR i 2o

2024.04.28 % 181 hRZs 2.0.4
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FEHUR LM S R4 i A 0XT3 2 J5 75 2 K 1%DFU_GETSTATUSH 3K fith & 15 £ AT A IR 4805 {474
VB, WARPAT G SRR 5% [FISTATE_dfuDNLOAD IDLE. 2 5 &<HiT RS H AL,

FHLAGEEAE :
Byte Value Description
0 0x73 Erase and Program Unprotect
B 10 Erase and Program Unprotect # & ii e &
Start Erase and Program
unprotect
Yes
Access Protect on?
No
Disable Erase and Program
protect
A 4
Return IDLE
\ 4 A 4
Return error System Reset
4.7 Erase
HwValue=0 Jf HEE — 7 E 041 Fon B BRSSPI R, SRR it dr
A
< o

I 4 S FFIZ I8 Sector #£F% (Sector A/MRHE BAATY S A XD, AEEREEME, X T177E Bank2
(7538 37 Bank1 #5F5A1 Bank2 #£5%, 74 SPIM (7S [N S7 4 Bank3 AR, HERR AL
e MGG A Rk, &N BT B Rt b AN ]

® &E[E, wlength=1, HiFELH1 7RG S,

® SectoriZfk, wlength=5, FEHLFHFLEF RS M4T TR (77 iZsectortfF5).

® Bank##iFr, wLength=3, FTHLFHFLIE1FITEEFR A2 M2 7Bank index

® Block#%Fx, wLength=7, FHLFHFLE T #4257 ()Block index 14 75 # F ik .
JER: AT32F435xx/AT32F437xx 35 7F Block #/5%,Block 74/ 64Kbyte 1 7%,

2024.04.28 #1901 hRZs 2.0.4
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2024.04.28

® 6 BRRIIR
BEERRM B &5l (index) R A=
PR OxFF OxFF All Flash
OxFF OxFE Bank1 Erase
Bank #kx OxFF OxFD Bank?2 Erase
OxFF OxFC Bank3 Erase
Block £k OxFF 0xFB Block Erase

FHREESRGA G, FERIEDFU_GETSTATUSIE R, 5 btk [5] (FPIR & AN £ dfuDNBUSY,
DR AT RS R HRERE R, el sRE WIS T U R . 4 HDFU_GETSTATUSIE >R
IRELEEAIRAS, ELRIR AR 25 J& dfuDNLOAD _IDLE R /R #2254 52 ik o

SRR FENURIESHE wlength=1:

Byte Value Description
0 0x41 Erase
1 * Number of sector index
2 * Sector index 0
3 * Sector index1
4
Sectori [k ML EEHE wLength=5:
Byte Value Description
0 0x41 Erase
1 * Address (LSB)
2 * Address
3 * Address
4 * Address
5 * Address (MSB)
Bank#%F& EHLKEEHE wLength=3:
Byte Value Description
0 0x41 Erase
1 OxFF Bank index
2 * Bank index (OXFE 0xFD OxFC)
Block## i LAHLAIEHHE wlength=7:
Byte Value Description
0 0x41 Erase
1 OxFF Block index
2 OxFB Block index
3 Address (LSB)
4 * Address
5 * Address
I 20w T k204
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AT32 Bootloader

USB DFU Protocol

Byte

Value

Description

*

Address (MSB)

B 11 Erase B &MHER

Yes

Start Erase

Access Protect on?

A 4

Status=errVENDOR
State=dfuERROR

Mass Erase

Bank erase

Sector erase

Block Erase

Return Error

4.8 Jump
HwValue=0 Jf H5 — 5 5 A 0x 18I Zon b B H P R FP AT a4, s T A U5 [ OR4 I
ANRefE I 4 o
L& PR B S 248 E b AT, EHLTALRA T35 BOBb A iy & 145547 R ke ik
FHRIEB A 25, 7B KIEDFU_GETSTATUSHE R . I 1% 4% iR [FI IR A dfuDNLOAD_IDLE %
7 RIVH B A 21 P AR 3T
TEE: A FESRAM At 4, Flashitlf, SPIM(BANK3) i, A AKHLbE 6 [ i 250 il fi 28
GUH
TR IEE -
Byte Value Description
0 0x18 Jump
1 * Address (LSB)
2 * Address
3 * Address
2024.04.28 T BN - R4 2.0.4
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AT32 Bootloader USB DFU Protocol

Byte Value Description
4 * Address
5 * Address (MSB)

A 12 Jump FE B SmKERE

Start Jump

Yes

A 4

Return error

A 4

Access Protect on?

No

Address is valid?

Jump to user code

A 4

Return error

4.9 Firmware CRC

fwValue=0 Jf B — 75 {E NOXACI L/RCRCUHE fdr &, i Ui R R ITE Iy, w] LUEH]

shar 4.

CRCHz i Sector ML AT T 5, EHLFALIXE1FTCRCIHE M, 47 Wil (75 ZSector

XF5%) F27- i Sector M.

FHREMLSZ )G, FEKIEDFU_GETSTATUSIE R . W1 ¥ %R [aldfuDNLOAD _IDLE % /R ¥ 4%t
e, M EFFDFU_UPLOAD L f)Get CRC I 2 R FHE 24 A7 1+ H I CRCAH

Bl evs iR

Byte

Description

0

Erase

Address (LSB)

Address

Address

Address (MSB)

Number of sector (LSB)

DA W|IN| -

Number of sector (MSB)

2024.04.28
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AT32 Bootloader USB DFU Protocol

B 13 Firmware CRC & & AEE

4.10

Start Firmware CRC

Address is valid?

Return error CRC calculation

l

Return IDLE

Enable SPIM

HwValue=0 Jf HE — 7 1i{E 8 0xB3i & ~Enable Bank3(#)fir<, Uil R IFE R, AT LA

I 2

15 FH it iy 4B 75 22 % #F SPIM Flash type,  Flash size,  LLJ% Flash (N6, VE4E R S%

£F SPIM ¥ HH = FHiit

Flash type list:

® 0x90: —fi% Flash
Dummy cycle A 4

® 0x91: —f% Flash, M F Quad Enable ¥ 5&

Dummy cycle A 4

LA Volatile #% ()5 Ff Quad Enable
Flash size SC##1f1 BN 16M Bytes, ¥ #%uii 2> R4 E ML NI Flash size AT 5 848k 5125 .
N T B 1k SPIM Flash #il B4 H, SPIM #2444 % )88, Flash controller 5 A\ SPIM i} 7] 5
I, SR EE . XFMCU TS, S BIRAT A, (HAAETESNET Flash FIdE, 2
SN EEdE. B P AT L EAT B N SIS, s s TR P RaBEX, 5
A SPIM(bank3)% % & 5¢ .«
&5 (FLASH_FDA) J24:k 5 F SPIM(bank3)i B AL, I R4E E M SPIM(bank3)i2 4k
Hiht U646 %2 /0 Bytes T BEHINE, 4 e KT 16M Bytes i, 7~ SPIM(bank3)4#in%, 4%
ENOIE, Fox SPIM (bank3) 4x#AN NS

TR IEE -
Byte Value Description

0 0xB3 Enable SPIM

1 * Flash type

2 * Flash size (LSB)

3 * Flash size

4 * Flash size

5 * Flash size (MSB)

2024.04.28

% 2371

WA 2.0.4




?r ? AT32 Bootloader USB DFU Protocol

Byte Value Description
6 * Flash FDA (LSB)
7 * Flash FDA
8 * Flash FDA
9 * Flash FDA (MSB)

B 14 Enable SPIM ¥ &K E

Start Enable SPIM

No Yes

Type is valid?

Config 10 Pins

A 4
Enable SPIM Bank3

! !

Return error Return IDLE

4.11 Enable sLib

2wValue=0 3 H % — N7 T1EA 0xDORf £ /REnable sLiblf#r4, 435 AR T B i, ASREfH itk

e

fd ] i & 5 45T sLib% D, 2575 HsLibiicfisector, 2575 HysLib%da/15 & i lfisector, 27771
ffisLibZs i sector, sLibiJRE /2 KRG RN Ja A e

FHLKIEEnable sLibir &2 J5, % KiEDFU_GETSTATUSIE 3K fill & 15 % AT fil REsLib 11 o
sLibffic & 75 ZResetA 244k, FIULEMEREsLib, T EEIRBIFAER 5, FEHH B R &

4,

JERE: 1. BEHKTFSLIBIE 77kig 2% (%4 /4 X (SLIB) 1€ /H1755)

2. FIIHIERESLIBL Y, i sE KK SLib KA, 41RsLib CZTFF, Tl ZIERFERsLib.Z 7 4 GE
A NEFESLIBL)FE »

ERIEHE
Byte Value Description
0 0xDO Enable sLib
1 * Password (LSB)
2 * Password

2024.04.28 #2471 hRZs 2.0.4




?r ? AT32 Bootloader USB DFU Protocol

Byte Value Description
3 * Password
4 * Password (MSB)
5 * sLib start sector (LSB)
6 * sLib start sector (MSB)
7 * sLib data/instruction start sector (LSB)
8 * sLib data/instruction start sector (MSB)
9 * sLib end sector (LSB)
10 * sLib end sector (MSB)

& 15 Enable sLib ¥ &2 E

Start Enable sLib

Access Protect on?

sLib is Enabled?

A 4
Return error Configure sLib
Return IDLE

4.12 Disable sLib
2wValue=0 I H 5 — P73 {E N 0xD1t 3 /~Disable sLibfidr4, 45 AR IR, ASFefd
a4
Disable sLib s E F AL 1%1 7 ik BrsLibry & 47 FiPassword, 1 Password1Ew, N5 &2 fiF
FsLibF£#h47System Reset, 1% Passwrodftii®, i [Al4 iR IR & status= STATUS_ERRTARGET.

FE 1% i%Disable sLib> 5, %% i%DFU_GETSTATUSIE R fili & B % S HHR IR sLibER(E . ey
AT IEH, HDisable sLibZ J&5, & &u<s H 34T System Reset, AL 77 22 B HT % o

Bl evs {E/h
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Byte Value Description
0 0xD1 Disable sLib
1 * Password (LSB)
2 * Password
3 * Password
4 * Password (MSB)

B 16 Disable sLib & &M HiEE

Start Disable sLib

Yes

Access Protect on?

A 4

Return error

No

sLib is enabled?

Write sLib Password

No

Password corret?

A 4

Return IDLE Status=STATUS_ERRTARGET

A 4

System Reset

4.13 Reset Device
ZwValue=0 3 HEE — N1 E A OxD4N % /~Reset DeviceftI iy 4, L& U7 MR I RN, AfE
fEH a4
a4 F T BN e G, LR & A .
T HLki%Reset Devicex J&, % ki%DFU_GETSTATUSIE K fih & % & i AT B A7 % 4% o
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4.14

2024.04.28

EWEEH SR

Byte Value

Description

0 0xD4 Reset Device

& 17 Reset Device # & Fife &l

Start Reset Device

Return IDLE

A 4

System Reset

Advanced Access Protect

1 wValue=0 Jf B2 —/NFTH N 0xD6 B R on BB A fe m 2 v AR a2, SR 8 & Ui inl -9 I
Ja B, AR A, R R ThAE BAR T RETE S 0 NS F P T o s s AR R U
TEE: BRI R TE 7 S A REFT SR, RS0 P25 FHE

i A & ENLTRALIE 1 FAERE =T ) R4 a2 0 1 Ei bR &

FHURE MRS ST R 22 5, FEKIEDFU_GETSTATUSIE K fih & 5 & AT 18 BE i 2% 1 i)
Ry, 2R &SHATSystem Reset, T4 75 B B %% .

TR IEE A -
Byte Value Description
0 0xD6 Advanced Access Protect
1 0x02 Flag

F2TH R 2.0.4
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AT32 Bootloader USB DFU

Protocol

& 18 Advanced Access Protect & &5 HREER

Start Advanced Access Protect

Yes

A 4

Access Protect on?

No

Enable Advanced Access
Protect

A 4

Return IDLE

A 4

Return error

System Reset
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AT32 Bootloader USB DFU Protocol

5

2024.04.28

RS 3 52

R T SIHERRAE
HH# %S Byl

2021.12.07 2.0.0 |‘®YIEA
1. WINAT32F423(P) 32 #F

2023.01.05 2.0.1 N .
2. 1&i%435/437 Erase and Program Protect fir4Hsector ™4 75 Zig Lk
1. ¥RINAT32F405/40237 ¥

2023.06.30 2.0.2 :
2. WINAT32A403A

2024.03.20 2.0.3 |1. RINAT32A423% #F
1. MERES FRFIR

2024.04.28 2.0.4 g
2. MR 4 HRe A5 53R

29|
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:'=/| ?I_

? AT32 Bootloader USB DFU Protocol

2024.04.28

ETZLRA - HFAsE

ST EAT FSTRE AR 777 AR 55 (KRN, R O RN AR 5 3 5 o P A S i AR 0 7 B R 35 A G KT A 54T

T BRI AIRIR, AT DAEATT7 2T TR BGHAT AT W78 BB R B4R AL BVF AT o W SRAST AT 733 S AR AT
HZ 07 RS s AN BN SR U 5 =0 7 R 5, BRVE T P R A R AL, BB B K DT AT 5 A AT
L5 = 7 7 i B 35 BCH P T R P AR PR ORALE

FRARFEHERE I B A b A B, A, HERR SRR S0 SR AN 1 B AN UE T IR SR M RIE, AR EA R T s
P IEERE RS AR T A EEE X AR R AR L), BRICAERT L. AR B AR DU BR R PRAE -

HERS 7 P AR ECR TTH T RO M (A X VEA R ZORIOB AL, Blln: AfySCif. BaEA RSB 7 Mg 2 2
R ARG (B) MR (O MRMHSMIRHEE: (D) i#, H/s (B) HbrrGe B G HE. FEr LUP=RER . Ry
P AE ECR T T RIS, RIS SRR re AR 0k th T AT XU, B IR R SRR LRI SR AH,  H SRR Ak 7 7 S 2 i
R TR R AIE K

ZERH BUHERE 77 f WA AN R T AR 3R P IR / BREBORRE R BIE K STRI S BURERR TR A SO RS )37 i SR 9547 T B AR AT £
UERR,  IF HANE DRI 3QiE sRE K AR ) AR 5T
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