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1 12C w25 s

M{EF12CYwFERE T, Bootloader)i 82 JG/E NMALEALINI2C_SDAR L F il 275 5 H 2t
B, 12CA#i HiSlave 7-bithiz, kT A (Hukk0x3C 0b0011101), 12CHI&E4% EHLA 4. 11N E

FE:
& 1 Bootloader Main Loop
Bootloader Starts » 0x00: Get Command
L > 0x01: Get Version —
Y
€tected addre
match?
» 0x02: Get Device ID —
Yes
Y
Wait for command > 0x21: Jump
1 ] D S N . .1 | ] -
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Bootloader X ffr4

ANF RV iz f s hae A T 28], AN R R 51 B fida dill KRl N A X A, EXF48
RIS, ATE RIS AT AR, Wik, 5,
ACK=0x79, F7~n] LIEH A a4 .

NACK=0x1F, MM Y4Hitn4.

12C {§ /] Slave 7-bit #ili-: 0b0011101x

s AN P A 2 K
s () B & Riths)

Get Commands 0x00 BRI % SR 2 B3R Bootloader 3§ 12C ({5

Get Version 0x01 I bootloader A< 5 Bootloader 3+ 12C H)H45

Get Device ID 0x02 FHEA ID S, TTHT Bootloader 2 12C [ 25
Fr R S

Read memory 0x11 AT fif 2 48 5 ik 1) Bootloader 3 #F 12C )AL 5
K

Jump 0x21 BRL 25 58 A7 45 Hb Bootloader 3 12C 125
HEHAT R P

Write memory 0x31 B 217 45 18 Bootloader 3¢ #F 12C (125
Huhk

Erase 0x44 BERRAT (2% Bootloader 32 #F 12C {1 L5

Erase and program 0x63 CARCE kS Bootloader 3. #f 12C (125

protect

Erase and program 0x73 KA S IR Bootloader 3Z#f 12C (125

unprotect

Access Protect 0x82 VAR RPN Bootloader 3Z#F 12C (W54 5

Access Unportect 0x92 KT 1] PR Bootloader 3Z#¥ 12C A5

Firmware CRC OXAC TH5¥8 2 Sector CRC Bootloader 3 #F 12C )AL 5

Enable sLib 0xDO ffifit sLib ThAE Bootloader 3 #¥ 12C 145

Disable sLib 0xD1 iR sLib ThfE Bootloader 3 #¥ 12C 145

Get sLib Status 0xD2 SR sLib R 7 Bootloader 3Z#¥ 12C 1AL 5

Reset Device 0xD4 R DA Bootloader 3 #¥ 12C 145

Advanced Access 0xD6 13 A6 v 0 1] £ Bootloader 32 #F 12C {25

Protect

- — — —_— ——
8 R4 2.0.1
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3 Bootloader #y&EfR

A5 F 2] bootloader £ 2 MRl & I FAME A, A4 Ui A5 26 3 X iy & A AT (R AE o

3.1 Get Commands
Get Commands i 4 F T 3REU M SUAS BRI & SR A 29136, SRR IR B0 s il 98, e
(e A BORR, IR IE B R B AR .
Bootloader 7EUEIIL A4 2 5, SR EHL ACK, 35 2R 0L 1 5247 MRk F 0 4 ok Bl
ERBEEKE, PR PR AR G452, SRJ5 TR R ACK.
A 4 7E U I 547 B A A5

3.1.1 FHRREwRTEE

& 2 Get Commands EHLEH KRR

Start Get Commands

v
Send 0x00 OxFF

Wait for ACK or NACK?

ACK

Receives data:

1. the number of bytes

2. the bootloader version
3. the support commands

Wait for ACK or NACK?

ACK

A

End

2024.04.28 - R4 2.0.1
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& 3 Get Commands & &R iiEE
Start Get Commands
No
Received 0x00 OxFF?
Yes
Send ACK
y
Send data:
1. Send the number of bytes
2. Send Version
3. Send Support Commands
y A
Send ACK Send NACK
I I
v
End
3.1.2 FHUmEiEiamidE
Rk Bl B P
1 0x00
2 OxFF
1 ACK/NACK B F] NACK I, 4R
2 n FonJa 2R n =1 Bl
3 * Bootloader {1 it A5
4 0x00 — 4 Get Commands
5 0x01 % A4 Get Version
n+2 * Fnimd
n+3 ACK IR

Get Version

Get Version 174 H K1 UK %4 i Bootloader HIRRA 5, ik &umii Bkt dn 25, =W EHL ACK,
g &% 1 7R Bootloader R A5 Al 2 /75 1) Bootloader fiiA S (fi#5 BID), A5
Wi N AL ACK, Fonfr 45T,

3.2

2 101

2024.04.28
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B AT A 7E V5 AR 3 B e
3.2.1 FHMEEZuwmIMERE

& 4 Get Version EHLIRHEE

Start Get Version

A 4

Send Ox1 OxFE

Wait for ACK or NACK?

ACK

Receives data:
1. protocol version (1byte)
2. BID (2byte)

NACK
Wait for ACK or NACK?

ACK

End ——
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& 5 Get Version #%& MR &

Start Get Version
No
Received 0x01 OxFE?
Send ACK
Send data:
1. protocol version (1byte)
2. BID (2byte)
4
Send ACK Send NACK
End
3.2.2 EHumEiEiLamidE
RiEL et 72 B Eiipe
1 0x01
2 OXFE
1 ACK/NACK 2 F) NACK I, A A4k
2 * R A
3 * Bootloader k45 (BID)
4 * Bootloader A% (BID)
5 ACK fir &2 R

3.3 Get Device ID

Get Device ID 4 HI T S lUs il a B AR 5, i B (R0l A 5% 4 715 Product ID 5 A0 1 575
Project ID. A%l LMRYE 1 751 Project ID Wt =4 Fir 82 (1 e & 2 WA R KISz il &%, 8T 4
71 ¥ Product ID 5 AW BRI S — NS,

R By )5, RN ENL ACK, 5 SLIE 1 FAT R KIE, Fon B IR K

2024.04.28 s 12| R4 2.0.1
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B, HAE N B 1 (W fF 8L e B KN 5, WA N 4), e FifLik 4 =751 Product ID
A1 1 F751) Project ID, #RJ5 PN —4> ACK.
WA A AE VT IR ORA T 3 Bt RE A A

3.3.1 FEHMEEHRTEE

6 Get Device ID =VIRHEHR

Start Get Device ID

:

Send 0x02 OxFD

Wait for ACK or NACK?

ACK

Receives data:
1. length of device ID - 1
2. device ID (5 bytes)

N
Wait for ACK or NACK?

ACK

End [

2024.04.28 s 13| R4 2.0.1
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& 7 Get Device ID ¥ &HEE

Start Get Device ID

Received 0x02 OxFD?

Yes

No

Send ACK

Send data:

1. length of device ID -1(1byte)

2. device ID (5bytes)

A 4

A

Send ACK

Send NACK

End
3.3.2 FEHumEIEAHIILE
Rkt el A2 Kb Eitipu
1 0x02
2 0xFD
1 ACK/NACK I #] NACK R, #rd45m
2 0x04 Device ID i 1
3 * Product ID [8-15]
4 * Product ID [0-7]
5 * Product ID [24-31]
6 * Product ID [16-23]
7 * Project ID
8 ACK AR
3.4 Read Memory

2024.04.28

Read Memory fir 4 F KL HUF 4%, SRAM, JEBIFEFARIGIX, F P RS X 556 Rt ha FE A

s, SRS T RV EUE AN R . 78S HE SPIM (A5 I, EEL SPIM FI%E, S2isefE
fit SPIM(%i% Enable SPIM fir4).
MBI A S, RV R AT, SN ENL ACK, BE %R

it itk Checksum, 4 Checksum 1ERf H bl 2, wi s E 4L ACK,

R TR

4 “F HIHLIEAT 1 5

M Checksum, K H{E NSRBI E A U 1 (W11 10 5 5, E R 9), 24 Checksum

=W, W AL ACK )5, R ha e 1 W kit (1 i -

B 141

R 2.0.1
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Wb AT I ORI OT R A B -

3.4.1 ENHMERERMLER

B 8 Read Memory EHLIFHHREE

Start Read Memory

\ 4
Send Ox11 OxEE

Wait for ACK or NACK?

ACK

Send 4 bytes address
and 1 byte checksum

Wait for ACK or NACK?

ACK

Send 1 byte read length(n)
and 1 byte checksum

Wait for ACK or NACK?

ACK

Receive n+1 bytes data

A

End

2024.04.28 ® 15| R4 2.0.1
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9 Read Memory ¥ &% f2 Bl

Start Read Memory

No
Received 0x11 OxEE?

Yes
Access Protect on?

Send ACK

\ 4
Receive 4 bytes address
and 1 byte checksum

Checksum correct an No

address valid?

Send ACK

y
Receive 1 byte read length(n)
and 1 byte checksum

No

Checksum correct?

Yes

Send ACK

y A 4

Send n+1 bytes data Send NACK

End

2024.04.28

# 16 | hR 2 2.0.1
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3.4.2 EHmEIELHIERE

RIE R Rl 2 B ik
1 0x11
2 0XxEE
1 ACK/NACK U E] NACK B, FoRvy R R T e, 4
i 4
3 * Address MSB
4 .
5 .
6 * Address LSB
7 * Checksum: XOR (address byte3~byte6)
2 ACK/NACK e F) NACK, 25 it fir 4
8 * EREEKE -1 ()
9 * Checksum: OxFF XOR byte8
ACK/NACK e F) NACK, 25 it fir &
4 * BRI LR
ERTR LR
4+n+1 * H A st kb $ 4
3.5 Jump

Jump 74 H T Bhi% B e kg AT AT, 0T DABKA% 2 3 A7 28 A1 SRAM A L3047, Bki% itk 24
FE G E AL, FEE RSN S A e A R

YA R A S, R RIS E TS, MmN AL ACK, 25 255 4 1 Bk ik K
H Checksum, it ikt Al Checksum #EAG 2L, W S ML ACK J&, Rk 21 ma N bk 21744
TR o

A A AE VT I ORI I A AN BEAE A

2024.04.28 s/ 1TH R4 2.0.1
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351 FHMKEwRTEE

B 10 Jump EHIRAER

Start Jump

A 4

Send 0x21 OxDE

Wait for ACK or NACK?

ACK

Send 4 bytes address
and 1 byte checksum

N
Wait for ACK or NACK?

ACK

A

End

2024.04.28 %= 18 ;| R4 2.0.1
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B 11 Jump & ¥miifE &l
Start Jump
No
Received 0x21 OxDE?
Yes
Access Protect on?
Send ACK
v
Receive 4 bytes address
and 1 byte checksum
Checksum correct an No
address valid?
Send ACK
v 4
Jump to user application Send NACK
[ |
A4
End
3.5.2 EHwmEIEEAITE
RiLT R B 7 i Eiip
1 0x21 Jump
2 OxDE Jump
1 ACK/NACK 2B NACK B, Ronvi Ry HE, 4R
M4
* Address MSB
4 *
54.04.28 - - £ 191 - - hRZs 2.0.1
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RIEL oL et Ejtipa
5 *
6 * Address LSB
7 Checksum: XOR (address byte3~byte6)
2 ACK/NACK

3.6

2024.04.28

Write Memory

Write Memory #ir4 H T8 5 A E 15455, SRAM, I RS HUHEIX 2%, E5 N A2 0,
T BRI BB, AN S N Bl 20 ARG R Y (L, 7R ENE RSN S A R0
HEVE AR o
P RGEHE X T AR S JEEAR, 28 AR .
® M RGHIEX/NT 256 F1
FHRR—IRE A HITE P RGEFE SN, W& EIG 42 52 IR P /2505805
X, SREHEHEES N, & EIPITRERN .
® I RARGHIEX KT 256 FH5
FHFERKIEZREGWS, Al 2E8E5 N
WA R B A A 2 fa, an Sk N RGEIRE X i HhbE, AT R, SRS S N
TR R B IE AR P R G X AR aa e, MIAPAT IR, BB EE 5 % S bt
MHIEE )G, KEPAT RF G
MR AIEIAT A S, RV RYEA TS, W R RN ACK, #5551 4 TS Nk 2
H Checksum, 4 EIf¥y kAT Checksum #RA RN, W34l ACK, F&6fr 1 IS ANKE K&
J Checksum, K JERIME ASFRE S NFMEK BN 1(005 10 #3580, SLEN 9), 4 Checksum IE
WS, EITERS NSRRI B, 5 5e 2 Ja M 341 ACK.
s iy A AE VT MRS T 3 B AN BE AR o

% 20 1 hR 2 2.0.1
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3.6.1 FEHMKENwRMEE

& 12 Write Memory EHL 52 E

Start Write Memory

A\ 4

Send 0x31 OxCE

Wait for ACK or NACK?

Send 4 bytes address
and 1 byte checksum

Wait for ACK or NACK?

Send 1 byte write length(n)
and n+1 bytes data
and 1 byte checksum

Wait for ACK or NACK?

NACK

NACK

NACK

End

A

2024.04.28

B 2R

R 2.0.1
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13 Write Memory & 5 Bl

Start Write Memory

No

Received 0x31 OxCE?

Access Protect on?

Send ACK

\ 4
Receive 4 bytes address
and 1 byte checksum

Checksum correct and
address valid?

Send ACK

\ 4
Receive 1 byte write length(n)

and n+1 bytes write data
and 1 byte checksum

No

Checksum correct?

Send ACK

Yes
Is user system data?
4
4
Write n+1 bytes data Send NACK
Erase user system data
to memory
4 \ 4
Write user system data Send ACK
4
Send ACK
4
System reset
v
End
L1 ] I S S - L1} L] -

2024.04.28 s 22, R4 2.0.1
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3.6.2 ENmHESLAIE

RKikiL ot = Hodls Ejtipa
1 0x31 Write Memory
2 OxCE Write Memory
1 ACK/NACK A E] NACK I, Ry BRI IT I, 45K
jaiges
3 * Address MSB
4 *
5 %
6 * Address LSB
7 * Checksum: XOR (address byte3~byte6)
2 ACK/NACK i E] NACK, 45 Ut iy 4
8 * BABHEKE n-1
9 * EPN €
EPNAE
9+n * BN
Checksum: XOR byte8 - byte9+n
3 ACK/NACK RS PN
3.7 Erase

Erase fiv4 H T #k: L A7k 2%, Erase S Frf% Sector # % (Sector K/MREHE BRI SH X)), 44

BREGHEE(E, XWTA7AE Bank2 FI5 18 % kF Bank1 #FR A1 Bank2 #£F%, SCFF SPIM {75 [ S kF

Bank3 [r455k, EERIHLIE L AUE A FOEE N Rl AN S 1A o hEE A E

YA BT A S, RV R A TR, MmN ACK, 5 SRR 2 FEdE, &

P MR I A N1 TR R R

® YL Sector #Fk, MIFR/RHEFR Sector A4, BB FAE RSB ERR 1) n A Sector (2 5],
MRGIBIGERZ G, 23T Sector %k, HERR5E MK JaMT N FE AL ACK.

® R APERREE Bank #EER, W EEEATX N EERRSIE, BRERTE R SR E AL ACK

A A 7E U5 I AR T A B AN RE AR

2024.04.28 i R4 2.0.1
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R BERRUHHAR

BERE BEBRE Gl (index) BEBRALE
0x00 0x00 Sector0
0x00 0x01 Sector1
Sector #EBx 0x80 00 Bank3 Sector0
0x80 01 Bank3 Sector1
0x8F OxFF Bank3 Sector4096
PR OXFF OxFF All Flash
OxFF OxFE Bank1 Erase
Bank #x OxFF OxFD Bank2 Erase
OxFF OxFC Bank3 Erase

JEE:Sector X NZSFHAMKTE i ]

B 2471

R 2.0.1
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3.7.1 FHMRENwTERE

B 14 Erase XHIHHRIEE

Start Erase

\ 4
Send 0x44 0xBB

NACK
Wait for ACK or NACK?
Other erase Sector erase
Send 2 bytes special index Send the number of sector to
and 1 byte checksum be erased - 1
OxFFFF=All erase 2 bytes, MSB first(n)

OxFFFE=Bank1 erase
OxFFFD=Bank2 erase
OxFFFC=Bank3 erase
OxFFFB=Block erase

Is Block erase?

v
Send sector index
2 bytes as one sector
Send 4 bytes address MSB first
and 1 byte checksum (n+1)*2 bytes
v
NACK

Wait for ACK or NACK?

ACK

End

A

2024.04.28 L R4 2.0.1
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B 15 Erase B & M2 &l

Start Erase

Received 0x44 0xBB?

No

Send ACK

}

Receive 2 bytes

Y

Is special index?

A

Receive 1 byte checksum

A 4

Is block erase?

Receive 4 bytes block address
and 1 byte checksum

Block erase

Checksum correct?

Yes

Receive sector to be erased
2 bytes as one sector(MSB first)
and 1 byte checksum

—

Checksum correct?

OxFFFF=All erase
OxFFFE=Bank1 erase
OxFFFD=Bank2 erase
OxFFFC=Bank3 erase

Erase each sector

No

Send NACK Send ACK Send NACK
A4
» End <
3.7.2 FEHmBIEALRIERE
Sector [k ENALILLFE
RiLT R B 7 i Eiip
1 0x44 Erase
2 0xBB Erase
1 ACK/NACK L2 NACK I, £53Rthdrd
* #i54: sector M -1 (n) MSB

4 * #2545 sector M -1 (n) LSB

B - £ 26 1 - = Ak 2.0

2024.04.28
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RIEL oL et ik
* #— Sectorindex (MSB)
6 * #— Sectorindex (LSB)
* % x4 Sectorindex (MSB)
* # x /> Sector index (LSB)
7+2(n+1) * Checksum: XOR (byte 3~6+2(n+1))
2 ACK

Bank B35 24 kk T UEIE T FE

RIKIT TR ey Kot ik
1 0x44 Erase
2 0xBB Erase
1 ACK/NACK i3 NACK B, 25Tt 4
3 OxFF AVEEH Bank # %5 (MSB)
4 * 4=¥¢ (OxFF) #t# Bank # (OxFE, OxFD,
OXFC) %73l (LSB)
5 * Checksum: XOR (byte 3~4)
2 ACK

3.8 Erase and Program Protect

Erase and Program protect fir 4 H T &35 & [1) sector A~ REEAT R BRI gfs .

YA RN A fE, R VIR A TS, MmN ENL ACK, #3525 1 K1 (n)

BB R n+1 AN AR S SR 1 index bit 7 (AT S35 5% R SIS W P R G X HS IR

1 bit FrfE S, LK 1 5151 Checksum, 4 Checksum A2, W& FRH - RGEHRE X
(2R P R X RS R E8I, SAESRIMERE, SREmNENL ACK,

HEEPITRGEANL.

VERL: BRGIRYT index bit IAE (0,1,2..n) X/ REHAIX FHELSRY T (0-ND 19 bit

17, HZIFHN B 1] Z RS F R 19 R 0

s i A AE VT ] GR35 I AN Be A

2024.04.28 s/ 2T R4 2.0.1




. _ ? r

5

AT32 Bootloader

12C Protocol

3.8.1

2024.04.28

EHA B E IR R

& 16 Erase and Program Protect T Hlixm R ERE

Start Erase and program
protect

A 4

Send 0x63 0x9C

Wait for ACK or NACK?

ACK

Send the 1 byte length of
sector index(n)

A 4

Send n+1 bytes sector index
and 1 byte checksum

NACK
Wait for ACK or NACK?

ACK

End

A

2 28

R 2.0.1
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AT32 Bootloader

12C Protocol

17 Erase and Program Protect & in i fE &

Start Erase and program
protect

No
Received 0x63 0x9C?
Yes
Access Protect on?
Send ACK
y
Receive 1 byte length(n) and
n+1 byte sector index and
1 byte checksum
No
Checksum correct?
Yes
Set Erase and program
protects
v
Send ACK
v v
System reset Send NACK
\ 4
End <
3.8.2 EHlhmBIEEREIE
Rigd ol 2 H g
1 0x63 Erase and program protect
2 0x9C Erase and program protect
1 ACK/NACK 2] NACK B, gEsitdn4
3 * PR ETH -1 ()
2 BRI index
5+n+1 * Checksum: XOR (byte 3~4+n+1)
2 ACK
L1 ] I S S - L1} L] -
2024.04.28 F 291 7 2.0.1
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3.9 Erase and Program Unprotect

Erase and program unprotect 4 F T il bR 10 2 IO 5 44 .

YA BN A fE, RV R EAA TS, W R ENL ACK, ARG HATERR FITA sector RS
R4, BN EHLACK, ZJEEHITRGE .

Ui AAE VT ] GR35 I AN Re S A

3.9.1 EHMREIRHEE

& 18 Erase and Program Unprotect E#Hli#H 2 E

Start Erase and program
unprotect

!

Send 0x73 0x8C

Wait for ACK or NACK?

ACK

NACK
Wait for ACK or NACK?

ACK

End -

2024.04.28 £ 30" R4 2.0.1
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Bl 19 Erase and Program Unprotect B &3 iifE E

Start Erase and program
protect

Received 0x73 Ox8C?

Access Protect on?

No

Yes

Send ACK

!

Remove erase and program

protect
} !
Send ACK Send NACK

!

System reset

!

End <
3.9.2 EHlhmBIE IR
RigL L eu i K ik
1 0x73 Erase and program unprotect
2 0x8C Erase and program unprotect
1 ACK/NACK M E] NACK B, g5t 4
2 ACK
54.04.28 - - B3R - - fRZ 2.0.1
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3.10 Access Protect
Access Protect iy &4 BEA7 w107 7l £R37, b2 )5, KA BEEE BIA7 i 25 8
MKW R A E, R R RIEE S, R ENL ACK, SR EHUTEEREVT MRS ThEE, 52
B2 R E ML ACK, IS RGN
B ARV RS A A BE A .

3.10.1 EHMEHWARER

& 20 Access Protect E KRR

Start Access protect

A 4

Send 0x82 0x7D

N
Wait for ACK or NACK?

ACK
NACK
Wait for ACK or NACK?
ACK

End —

1 ] D S N .
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2024.04.28

End <
3.10.2 FHImEE IR
RigL ol #2 Hoifw ik

1 0x82 Access protect

2 0x7D Access protect
1 ACK/NACK M E NACK I, gt 4
2 ACK

- - % 3R - = Ak 2.0

B 21 Access Protect ¥ &R EE

Start Access protect

Received 0x82 0x7D?

Access Protect on?

No

Yes

Send ACK

!

Enable Access protect

!

\ 4

Send ACK

Send NACK

!

System reset

!
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3.11

3.11.1

2024.04.28

Access Unprotect

Access unprotect @& F T fEFR A 25 07 M ORYT, WA AEV7 Il R, TR A & PR U5
LR, 2 H B IR Ak a8 BT A 508

L UEI AT A E, WM EHL ACK, TRV RS, SERiZ G N ENL ACK, FHHUTREE
£

FEHA & I AR A

& 22 Access Unprotect ZHLIRHEE

Start Access unprotect

A 4

Send 0x92 0x6D

N
Wait for ACK or NACK?

ACK
NACK
Wait for ACK or NACK?
ACK

End —

E 34m| R 2.0.1
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AT32 Bootloader 12C Protocol
& 23 Access Unprotect ¥ &5z B
Start Access unprotect
Received 0x92 0x6D?
Send ACK
Disable Access protect
' I
Send ACK Send NACK
System reset
End
3.11.2 EHUImBEE LRI E
KL ol 2 Heifw Eiiipay
1 0x92 Access unprotect
2 0x6D Access unprotect
1 ACK/NACK 20 %] NACK i, #Edthdr4
2 ACK

3.12 Firmware CRC

Firmware CRC 4 Fl TR IS TE M 285 & 75 16/ . EALAT DATE @ fE R X Iit- 55, (H4 LA sector
SRR I H UG hEEE 6 5F sector .
YA BN AT A fa, R AL ACK, HE 2%Rr 4 F R el & 3 1 F47H) Checksum,

214 B Lk AT checksum #A RN, MR EHL ACK J&, #E45 PR 2 71 F 215 sector /)

2024.04.28
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N1 (n) & H 1 271 Checksum, 24 Checksum 1ERRF, M EHL ACK, FEIFE411% CRC,
HHERZ G, K4 73 CRC FMEZE F M.
Firmware CRC 1 § MPEG-2 CRC %%

3.12.1 P& RTEE

24 Firmware CRC EHUImRHAER

Start Firmware CRC

!

Send OxAC 0x53

NACK

Wait for ACK or NACK?

Send the start address 4 bytes
and 1 byte checksum

NACK
Wait for ACK or NACK?

Send the number of sectors(2
bytes) to be calculated - 1
and 1 byte checksum

NACK

Wait for ACK or NACK?

Receive 4 bytes crc value

!

End

A

2024.04.28 £ 36| R4 2.0.1
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25 Firmware CRC # &£ FEE

Start Firmware CRC

No
Received OxAC 0x537?

Yes

Send ACK

A 4
Receive start address 4 bytes
and 1 byte checksum

No

Address valid an

checksum ok?

Send ACK

\ 4
Receive the number of
sectors(2 bytes) to be
calculated - 1and 1 byte
checksum

No

Checksum correct?

Yes

h 4

Send ACK

Send NACK

A 4

Send 4 bytes crc value

End o

2024.04.28 # 3TH
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3.12.2 ENmHBESLRIE

3.13

2024.04.28

RKIkiL ot Hudls Ejiipa
1 0xAC Firmware CRC
2 0x53 Firmware CRC
1 ACK/NACK A E] NACK I, Ziltdr 4
3 * Address (MSB)
4 * Address
5 * Address
6 * Address (LSB)
7 * Checksum XOR (byte 3~6)
2 ACK/NACK L E| NACK I, SRt dr e
8 * Number of sectors —1 MSB (n)
9 * Number of sectors —1 LSB (n)
10 * Checksum XOR (byte 8~9)
3 ACK/NACK B E] NACK I, Sty 4
4 * CRC value (MSB)
5 * CRC value
6 * CRC value
7 * CRC value (LSB)
Enable sLib

Enable sLib #ir4% Al T{# ¢ sLib Difig, # % sLib FEHBIIES % sLib K fTER .
AW R )5, WERVTR R BA IR, WM RENL ACK, #5255 4 7717 sLib #14, 2

FATH sLib #24f sector, 2 511 sLib Fik/fs 4 L ih sector,

2 7R sLib 5K sector, 11

T i Checksum, 4 Checksum 4 24f}, 455 sLib Bt E, WHETKRZ G, &A1 FZIH3 ek
2%, JFmIN ENL ACK. F4b sLib IR EFHERGEN 2 oA a3t

b AE YT R ORI IT R I ASRERER -

sLib K&

® 1. F/RYHT sLib O fERE

® 0: F*/xsLib it &k

% 381

R 2.0.1
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3.13.1 YRR EIRIREE

& 26 Enable sLib LR EE

Start Enable sLib

\ 4
Send 0xDO Ox2F

Wait for ACK or NACK?

ACK

Send 4 bytes password
2 bytes start sector
2 bytes data/instruction sector
2 bytes end sector
1 byte checksum

N
Wait for ACK or NACK?

ACK

Receive 1 byte status

A

End

2024.04.28 £ 39R\ R4 2.0.1
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AT32 Bootloader

12C Protocol

K] 27 Enable sLib & &R 2K

Start Enable sLib

Received 0xDO Ox2F?

Access Protect on?

No

Yes

Send ACK

A 4

Receive 4 bytes password
2 bytes start sector

2 bytes end sector
1 byte checksum

2 bytes data/instruction sector

Checksum correct?

No

Set slLib

y

Send 1 byte status

Send ACK Send NACK
4
End <
3.13.2 EHUmEiEfLmiIE
Rkt FE il i £
1 0xDO Enable sLib
2 0x2F Enable sLib
- - % 40} - Wi 2.0.1
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Kk R Bt 8 H Ejtipa
1 ACK/NACK L E] NACK I, SRt dr e
3 * Password (MSB)
4 * Password
5 * Password
6 * Password (LSB)
7 * sLib start sector (MSB)
8 * sLib start sector (LSB)
9 * sLib data/instruction start sector (MSB)
10 * sLib data/instruction start sector (LSB)
11 * sLib end sector (MSB)
12 * sLib end sector (LSB)
13 * Checksum XOR byte (3~12)
2 0/1 sLib #WEIRE
3 ACK
3.14 Disable sLib

2024.04.28

Disable sLib i< [ T-##Fx sLib Thag, f#ER sLib HEERA-las T H 2k -

A ar 5, WERVTARIEA ISR, WM ENL ACK, 155 25547

4 75 Passwrod

11 F5) Checksum, 4 Checksum %4, $ATHERR sLib #:4E, FHiRIE 1 FZH FIRBIRE, I

i . 3= 41 ACK.
sLib fEBRIRA :
® 1. Fon sLib Hfd4liR
® 0: F7x sLib il

Wb AL YT IR ORI IT R I ASBERER -

B MH

R 2.0.1
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3.14.1 EHRREIRIRERE

& 28 Disable sLib EHLIHFHEE

Start Disable sLib

A 4

Send OxD1 Ox2E

Wait for ACK or NACK?

ACK

Send 4 bytes password
and 1 byte checksum

Wait for ACK or NACK?

ACK

Receive 1 byte status

A

End

2024.04.28 42 ] R4 2.0.1
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12C Protocol

& 29 Disable sLib i & 7ifE &

Start Disable sLib

No

Received 0xD1 Ox2E?

Yes

Access Protect on?

Send ACK

A 4
Receive 4 bytes password
and 1 byte checksum

No

Checksum correct?

Yes

Disable sLib

A 4

Send 1 byte status

h 4

Send NACK

3.14.2 EHUImEIE LT

RIELHE B R Kt

=

1

0xD1

Disable sLib

2

0x2E

Disable sLib

2024.04.28
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Kk R Bt 8 H Ejtipa

1 ACK/NACK L E] NACK I, SRt dr e
3 * Password (MSB)
4 * Password
5 * Password
6 * Password (LSB)

2 0/1 sLib fEBRIRZS

ACK

3.15 Get sLib status

Get sLib status fiv4 F T 3RBCS AT sLib RS, Mar &R [BIXT R sLib F7es{l, sl X SHE R
1R ZH)H P T 55T sLib BAF 2 1

AT32F435xx/AT32F437xx: (iRl 16 bytes ¥%)

Mg AR A 25, AL ACK, #2552k Al 4 #9571 SLIB_STSO0 i 78 1ME, 4 F 1
SLIB_STS1 % A75H, 4 5[t SLIB_STS2 % /78(H, 4 5 SLIB_MISC_STS %7 34MH, B5H
i 5 E AL ACK.

HE R GRIE 12 bytes i)

LA B AT 2 fa, W R AL ACK, BeE 2xik 8] 4 7151 SLIB_STSO ZF/Eas MH, 4 5151
SLIB_STS1 %47 88ft, 4575 SLIB_MISC_STS % /EaHE, #x/a Fii s EHL ACK.

JEE: Wiy AT32F403Axx, AT32F407xx, AT32F413xx 71 /510 i (RH G A GEEH, H e Z 0 ATl
1/

2024.04.28 B 44 R4 2.0.1
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3.15.1 FEHMREIRIRERE

& 30 Get sLib status EHLE KRR

Start Get sLib status

!

Send 0xD2 0x2D

NACK
Wait for ACK or NACK?

ACK

Receive 12/16 bytes

NACK
Wait for ACK or NACK?

ACK

End ——

2024.04.28 ® 45 R4 2.0.1
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E 31 Get sLib status # &R HER
Start Get sLib status
No
Received 0xD2 0x2D?
Yes
Access Protect on?
Send ACK
Send 12/16 bytes
} }
Send ACK Send NACK
End <
3.15.2 EHImEIELHmdE
AT32F435xx/AT32F437xx LN AL FE:
Rkt g Bl g ik
1 0xD2 Get sLib status
2 0x2D Get sLib status
1 ACK/NACK 2 F] NACK i, Stk an4
2 * SLIB_STSO (MSB)
3 * SLIB_STSO
4 * SLIB_STSO
5 * SLIB_STSO (LSB)
6 * SLIB_STS1 (MSB)
7 * SLIB_STS1
8 * SLIB_STS1
9 * SLIB_STS1 (LSB)
10 * SLIB_STS2 (MSB)
54.04.28 - - 2 460 - fRZ 2.0.1
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Rkt Fellud 72 Hodi Eitipu
1 * SLIB_STS2
12 * SLIB_STS2
13 * SLIB_STS2 (LSB)
14 SLIB_MISC_STS (MSB)
15 SLIB_MISC_STS
16 SLIB_MISC_STS
17 SLIB_MISC_STS (LSB)
18 ACK
HE R ENUE S e
RIEL T Felid Hdh ik
1 0xD2 Get sLib status
2 0x2D Get sLib status
1 ACK/NACK 20 ] NACK i, #Editbdrsd
2 * SLIB_STSO (MSB)
3 * SLIB_STSO
4 * SLIB_STSO
5 * SLIB_STSO (LSB)
6 * SLIB_STS1 (MSB)
7 * SLIB_STS1
8 * SLIB_STS1
9 * SLIB_STS1 (LSB)
10 * SLIB_MISC_STS (MSB)
11 * SLIB_MISC_STS
12 * SLIB_MISC_STS
13 * SLIB_MISC_STS (LSB)
14 ACK

3.16 Reset Device

Reset Device w4 H T & &HIT REE i .
2RI B A A S, R EHL 2 R ACK, SRIGHAT RS E A,

2024.04.28
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3.16.1 EHR K& IR

& 32 Reset Device EHLIH R

Start Reset Device

A 4

Send 0xD4 0x2B

NACK
Wait for ACK or NACK?

NACK

Wait for ACK or NACK?

A

End

& 33 Reset Device ¥ &I HFEE

Start Reset Device

No
Received 0xD4 0x2B?

Send ACK

l

Send ACK

l ‘,

System Reset Send NACK

l

End <

2024.04.28 ® 48 R4 2.0.1
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3.16.2 EHUImEIE LRI RE
RIKILFE Bod 2 g ik
1 0xD4 Reset Device
2 0x2B Reset Device
1 ACK/NACK 2 F NACK B, g5t ard
2 ACK

3.17 Advanced Access Protect

Advanced Access Protect @4 H T 8 @ Vi AR3, s/ D BAR T a1 226 0 B 85
FA ek sk AR A
MR AWE AT A S, RV AR EE TS, N ENL ACK, B5E 25 1 E 1 I E R Ui A R
' Flag (Flag AJLAATEAE) J 3 1 byte Checksum, JFEAYE midk i AR BT &, Wi S 41

ACK ZJ&, PITRGE .
B A 7E U7 I AR TS RS REASEH
JEB: BRI R TS TS T REFL SR, RSN W25 F A

3.17.1 ENMEERAER

E 34 Advanced Access Protect EHLIRTHFEE

Start Advanced access protect

A 4

Send 0xD6 0x29

ACK

N
Wait for ACK or NACK?

Send 1 byte flag
and 1 byte checksum

ACK

NACK
Wait for ACK or NACK?

End

2024.04.28
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& 35 Advanced Access Protect & & iU R Kl

Start Advanced access protect

No
Received 0xD6 0x29?

Yes
Access Protect on?

Send ACK

A 4
Receive 1 byte flag
and 1 byte checksum

A 4 A 4
Send ACK Send NACK

A 4

System reset

End

A

3.17.2 EHUmEEERITE

RIES R Pelld 12 Hudls ik

1 0xD6 Advanced access protect

2 0x29 Advanced access protect
1 ACK/NACK L E] NACK I, it dr 4

3 * flag

4 * Checksum XOR byte3
2 ACK

2024.04.28 T % 501 - T T w204
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RRCAS 3 52

R 2 BBRAR 2
H 3 JR A -
2023.06.30 200 | BHIA
2024.04.28 soq |b MERREIEAIR

2. Bk & SRS B

2 51|
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HEBHN - EFaER

KT EAT SO A SRR 777 AR 55 TR B AN, SRS 10 MBS 74 5 4 A FHL AR ST MR 1077 it RV 25 AR 5K (KA T B4 -

TR Z TR EAIEMBRAIRR, AR DAE (777 2O A R0 R BUIEATAE T B 7R BB R R SR AT o U SR SORME A #8233 AT A
BEI7P ST RIS AU T A =5 SRS, BRE A AR R R, BRI 9E Be DME A 77 s A (]
BRI ES =77 S BUIR 55 S AT S P AR AR

BRARAEAER BB SR A B, 0, RSy xR S0 i AN ) B B AU TR BREUR O RIIE, BAREARIR T A RE
Ph IEERFE S IR AR X AR RO R OL), BURICARMTEA L RO B A A0 B BROR PRI

HERF 7 W IF AR B BE TTH T RO A& M (A W22 AT R ZR R, Bldn. EdySef. BRI B B0 7™ fh DI e 2 4o 2
KRS (B) MMM (C) FIRMABMANE; (D) i, His (B) HMbr e SBASE . SR R B MR . el
P TE DR C T AR 2R, RIVEER R 1 e 0 7 S5 TR, XU B i SR e e SR e SR E, LR Sk ) 47 57 i I
AT R RAE R .

LR IIHERR 17 B U AN R T ASOR R B A B AN/ BEORES SRE K S B S BOIERR S A SCPTIR RS 707 S BUIR S54R T AR R
ERRL, I HARL AR 2l sl 3 e I B A 53 4E

©2024 FERF IR R PTA BRI
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