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Frequently Asked Questions 

Enable FAP function for AT32F413_403A_407_F435_F437 

 
Questions:  
How to enable FAP for better encryption function? 

 

Answer： 

It is recommended for users to enable FAP (access protection function). FAP is mainly used in 
two scenarios below: 

 Enable FAP during MCU production and programming 

 Enable FAP for terminal product application code 

Scenario 1: Enable FAP during MCU production and programming 

Solutions: 

Use Artery’s AT-Link and ICP for programming, and ICP and AT-Link versions are as follows: 

ICP version: V3.0.2 and above (use ICP to automatically upgrade AT-Link firmware) 

AT-Link firmware version: V2.0.2 and above 

For online programming, tick the “Enable FAP after download” box, see below: 
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For offline programming, tick the “Enable FAP after download” box, and select SWD interface, see 
below: 
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Scenario 2: Enable FAP for terminal product application code 

Solution: 

Add the following judgement and FAP enable sentence in the application code.  

BSP versions for calling FAP functions are as follows: 

AT32F413_Firmware_Library_V2.0.6 and above versions 

AT32F403A_407_Firmware_Library_V2.1.1 and above versions 

AT32F435_437_Firmware_Library_V2.0.9 and above versions 

  if(USD->fap != 0xFFFF) 

  { 

    flash_unlock(); 

    flash_fap_enable(TRUE); 

    NVIC_SystemReset(); 

  } 

 

Type: MCU application 

Applicable products: AT32F413, AT32F403A/407, AT32F435/437 

Main function: FAP (access protection enabled) 

Other function: None 
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IMPORTANT NOTICE – PLEASE READ CAREFULLY 

Purchasers are solely responsible for the selection and use of ARTERY’s products and services, and ARTERY assumes no liability 

whatsoever relating to the choice, selection or use of the ARTERY products and services described herein 

No license, express or implied, to any intellectual property rights is granted under this document. If any part of this document deals with any 

third party products or services, it shall not be deemed a license granted by ARTERY for the use of such third party products or services, or 

any intellectual property contained therein, or considered as a warranty regarding the use in any manner of such third party products or 

services or any intellectual property contained therein. 

Unless otherwise specified in ARTERY’s terms and conditions of sale, ARTERY provides no warranties, express or implied, regarding the 

use and/or sale of ARTERY products, including but not limited to any implied warranties of merchantability, fitness for a particular purpose 

(and their equivalents under the laws of any jurisdiction), or infringement on any patent, copyright or other intellectual property right. 

Purchasers hereby agree that ARTERY’s products are not designed or authorized for use in: (A) any application with special requirements 

of safety such as life support and active implantable device, or system with functional safety requirements; (B) any aircraft application; (C) 

any aerospace application or environment; (D) any weapon application, and/or (E) or other uses where the failure of the device or product 

could result in personal injury, death, property damage. Purchasers’ unauthorized use of them in the aforementioned applications, even if 

with a written notice, is solely at purchasers’ risk, and Purchasers are solely responsible for meeting all legal and regulatory requirements in 

such use. 

Resale of ARTERY products with provisions different from the statements and/or technical characteristics stated in this document shall 

immediately void any warranty grant by ARTERY for ARTERY’s products or services described herein and shall not create or expand any 

liability of ARTERY in any manner whatsoever. 

© 2022 Artery Technology -All rights reserved 

 


