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OTA (Over-The-Air Technology) BIZS i RaEAR, FIH OTA HoR T LMEA i (4 BIfEHIL T
Xt AR AT . AT32WB415 ) OTA A& IE I 85 7 (17 SRR, A E A A e o A B

(BLE) #2Ult EAIHLRE R TS S RFEFAES . OTA 20 NIANER 4y, FI Al BLiE % OTA F+4¢ BLE
B APP, LI OTA JH4% MCU . %tF MCU ST +2% 2% 1 IAP ThEERI L, FEAER
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2 AT32WB415 OTA EF it

21 HuhksA
F 1. oA
ITEM Address and Size

ble boot&stack code address 1: 0x0000 0000  size: 0x17000(92K Byte)

ble app code address 2: 0x0001 7000  size: 0x8800(34K Byte)

ble ota code address 3: 0x0001 F800  size: 0x8400(33K Byte)

mcu bootloader code address 4: 0x0800 0000  size: 0x4000(16K Byte)
mcu app code address 5: 0x0800 4000 size: 0x1E000(120K Byte)
mcu ota code address 6: 0x0802 2000  size: 0x1E000(120K Byte)

J#: mcu bootloader X% i — 11X, T2 ET AR FERE iflag, 748 15 bootloader #f,  ZE(RIF 1 E

atlag 7t

2.2 _EAHUERAETH

NTTHAER P IR, ARHTEmEdE 7 oT T AT32WB415 F 1 EALHL OTA #fh, HEEaHEH

11N

1)
2)

3)

4)

5)

ERE A R, RIREER, T T8 OTA SCFEE. AR T -
HIERB %

W FFCO Ilk%5H i) FFC1 71k, &Kik 0x00, 554§ BLE ui[nl & % #&(5 B 4#E, 3t 10 bytes, U
15 2 bytes app x4 '5, 2 bytes app K%, 4 bytes uid, 2 bytes rom A5 ;

IR T A bin X, FHRIAA FFCA RHIE, &i% bin XH=Lk#B(E S, 3L 16 bytes, %1+ BLE
smEGZE R, JHIRIE 2 bytes #dE, R By 0x0000;

W FFCZCF%ﬁE FRUG R iEbin 1, FIRAK1%18 bytes, 11§52 bytes block numberf116 byts bin
SCAHFEAE,  Mblock number&s: T-bin S-Sk H 5 B H 1Ibit[6:7] / 48, A& SRk

W FHFFC1RFIE & 150x5AA5, 1 KBLEIRFIOTALE R, Witz [FI0, MIFFEE&IXZO0X5AAS, IR
[F14EOfH, WK% 0XAS5ASE/RBLE HEA T A . BLEN IR [BI{E & X

— 0x0000: IEFAHTOTA

— OxFFFO: &1

— OxFFF1. 4%

— OxFFF2: i}
FoftfE: IR B SR

FEFFPAT BRI AERE 0 R

2022.09.22
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B 1. AR HRATIRE

sending bin file data by
characteristic FFC2

Scan and connect to
BLE device

Is the transmission

complete?
Send 0x00 to BLE by

characteristic FFC1

Sending Ox5AAS by

Received 10 bytes of characteristic FFC1
device information?

?
Loading the bin file and i G i el Vo = 0

sending header information
by characteristic FFC1

Sending OxA55A by
characteristic FFC1

Received 2 bytes to reset BLE
return value?

2.3 BLE BH& AT
T BLE B2 (4454t , boot&stack code #/r TEFRAEEL, #Hf ¥ iT#R7E app code. FHfy
T LR NZ:
1) B ML T s
2) XS AR EI bin SCAEHEAT M, 1E bin BESkEAE T app AL rom BiA. uid 252
3) Ak app WiAs 5, app_version > 0x8000, M T MCU app 7+4%, AT BLE #ik app 7+
%
4) MCU app JH4i, 45ki% Oxa55a5aab £ MCU, #xHE A, #EAN bootloader f2FE, 2R
Je I ER R R 3 ) 2 B R %4 MCU
5) BLE fitk app FFRF, EEGENEINESE S A flash 1 OTA HdE 1775 X 15k
6) EfFRILTEM, B BLE itk
FEIF AT B AEAE B 2 F
20220922 = ® 8 - = ek 2.01
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A 2. BLE BF#ATHE

BLE reset

. Check if received

OTA data?

Check ifthe OTA data
is for MCU?

Send OTA datato Write OTA data to
MCU by UART flash of BLE

Check ifthe OTA data is
transfer completed?

Reset BLE

2.4 MCU ZHH¥it

MCU %414y Bootloader #1 App W5, NHITE App H#AT, FZUILFETE bootloader H1#k,
7.

Bootloader Thfg L5 :

1) B flash A A5 & R W2 15 75 250 5 app

2)  WIRTCFE HE N BBk app $AT, 7S AR AT R TH R AR

3) HUk BLE #iH R IA R A I, K4 fR 47 2 mcu ota code [X 13k

4) BRI e R K OTA HlE #2 2 meu app code X I : Bk 2 app $44T
App DRl F

1) J5F flash 1) OTA HHrbrE

2) 1247 app DyREARES (10 #%)

3) HORFEEEMRE SR OTA F+ 44 (0xa55a5aa5)

FEFPAT BERFEAE B a0 T
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241

Read/Only Memory Area: Read/Wite Memory Areas——————————————————
defautt  off-chip Sta jefault  off-chip Start Size Nolnit

r  Romi r r

[~ ROM2 - r

I ROM3 r r

=iy nnd’up
¥ JRomM1; [(xBODOOCD 4000 & ¥ IRAMI 03000 r
r [ IRAM2 r
14 I Cancel | Defaults I Help |
Pl
C IS O S S G S I S S S— I O S S—

2022.09.22

& 3. MCU B HAT IR

MCU reset

Bootloader

heck whether

?
update flag set? P
Clear FWupdate flag

Update app flow

App run
Monitor update
cmd?

Set updata flag
System reset

Jump to app

bootloader project %X &

g 4. bootloader project ':P address 4 7£ Keil # &

-
. Options for Target "bootloader' — - - - g
Device Target |Output|Listing|user |C/oe+ |Amm | Lirdeer | Debug | Utilities |
ArteryTek -AT32WB415CCU7-7 - Code Generation

ARM Compiler: Use default compiler version 5
Mal (MHz)

Operating system: | Nore LI ™ Use Cross-Module Optimization
System Viewer File ¥ Use MicroLIB I~ BigEndian
[rTe2wB4TBS 2 5vd J

™ Use Custom File

F 10X s 2.0.1
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2) bootloaderiifE & Mlap.h 4+
B 5. bootloader project ' address 5 fEfEFH % E

g ctortine oddons S
= T TIT =rororr =i

i il
“define APP START ADDR 0£08004000 | +— address 5 B H

/* the previous sector of app starting address is iap upgrade flag */
fdefine IAP_UPGRADE_FLAG_ADDR (APP_START_ADDR - 0x800)

2.4.2 app project &

IAP demo 21t 7 2 /> app FEFAEIIAH, B LL address 5 (0x800 4000) Hiiglfiibhk. app1 LED3
IN#%, app2 LED4 [N#k. LLapp2 MBI, Wil bR
1) Keil LFE%E

&l 6. app project ' address 5 7E Keil % &

2 Options for Target 'app_ledd_toggle' =
Devics Target |Output | Listing|Ussr |C/ctt | Asn | Livker | Debug | Utilities
ArteryTek -AT32WB416CCUT-7 Cods Gensration
ARM Compiler: Use default compiler version 5
Xal (MHz): [12.0
[~ Use Cross-Module Optimization
= W Use MicroLIB r
AT32) 2w ]
I~ U & RYAS E
address 2 ix
Read/Cnly Memory Areas Read/Write Memory Areas
defautt  off-chip Start Size Startup default offchip Start Size Nolnit
r ROM1: C r RAM1: r
r ROM2: L r RAMZ: r
r ROM3: C r RAM3: r
ki -chi
= | iroms. [BE004000  [ReFCooD rj F  RAM1: [D<200D0000  [EB000 r
r ZT] | T I~ IRAMZ: r

oK ‘ Bt | Defanlts ‘ Help |

2) appl HfEFEE
Kl 7. app project HEXRWBEETFHPHRE
% config vector table offset */

nvic _vector table set(NVIC VECTTAB FLASH,| 0x4000) :

L —

HH T I R e A ML B2

3) “witgenerate_app.batftt kb3 1+
A “-v 0x8002” NappfEfFhiiAs 5, AIHC E J90x8000-0XfFfi [l P HIE = AH -

4)  HuiEE Rbin S
i User iR, BB S35 1HH fromelf.exe, R axf XA bin S0, SR )5 W E 7 H
encrypt_app.bat #tAbEE A, Azpl OTA 24 AT 1 bin XA«

L UL 3 /NP ER, BATHAT LIS 2] —A APP #2777, ¥ bin SCAFENINE] OTA LA ALK A RI AT S2E
app TP EHT
WIRAER T app code 1 FEH 75 4} app project #EAT MR, iH I DL T BRAE

a) 4t F#bootloader I F2

2022.09.22 FENMRI KA 2.0.1
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b) MHiditapp L&
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3 4l & PC _EAIMl OTA Fr&

A4 e T ] PC _EATHL OTA Btk xt AT32WB415 4T OTA FH4¢#4E, €145 BLE ik
N EFE 0 A MCU 3 52 2R 5 FH42

3.1  TEHRIE

1) #E7~ITLED2/LED3/LED4
2) AT-START-WB4155 54K
3) HAWF &M HMm

3.2 BHHERE

1) ICP Programmer Tool, FJ7EF M N &k & H A o
2) ArteryBLEOTATool.exe, fi#JkSoftware\Artery BLE_OTA_Tool_V1.0.01.zipEP A 3R E .
3) BLEBIHJEHY
B ble_app_gatt, BLEJSfE/?, HTBLEfHappfe/y, TREMEAT:
SourceCode\wb415 ble _ota 2.0.0\projects\ble_app_gatt
4)  MCUiiihd
B bootloader, bootloaderiifs/7, Z4TLED2/AKE, THEEEASALT
SourceCode\wb415_mcu_ota_2.0.0\project\wb415_mcu_project\bootloader
B app_led3_toggle, appl1iife/¥, iZATLED3INKE, TAZEEIRALT:
SourceCode\wb415 _mcu_ota 2.0.0\project\wb415 _mcu_project\app _led3 toggle
B app_led4_toggle, app2iifi)y, iZ{TLED4INYE, TAZRERNALT:
SourceCode\wb415_mcu_ota_2.0.0\project\wb415_mcu_project\app_led4_toggle

7E: BLEFZE LFZ N 7EHKeil VB IR A L FE, MCU i LFe# Tkeil Vo FINARB.2 Z 1%, 7/ i Bt R iFH g L (&
W, 1#Z2#AT32WBA415_Firmware_Library V2.x.x\project\at_start_ wb415\templates 774 Fh47 iE 55 (H1 47
IAR6/7/8,keil 4/5, eclipse_gcc ) 770 AL T,

3.3 BLE ##t OTA F14&

7E OTA TR B 7 BEAE W 5 Fr RSk SCRF OTA HIURRY, YR

1) $I7fble_app_gattifife/F .

2) “miFJa e &5binxett, i Fble_app_gattoutput\appifiz, Hdr:
wb415_ble_app_merge.bin, & | JZ T P scR AN =N R
wb415_ble_app_app.bin, F T3 OTAHE K FJZ NIRRT

3) IJFICPIL A F# LiRik42t Jwb415 ble_app_merge.binEBLEMH:, 1 & :

2022.09.22 #1301 k2 2.0.1
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AR

B 8. MIidin BLE e U

File  J-Link settings ~ AT-Link settings  Target BLE Module Language Help
) Part Number: AT32WB415CCU7-7 FlashSize: 256KB -1 ? r ?
Disconnect =
AT-Link-EZ BLE FW:V2.1.0
AT-Link SN: 9F406020004017200A974C02  (WinUSE) ﬂ 4% jj
Bluetooth module connected
Memory read settings
Address Ox 00000000 Read size Ox 0001DE10 Data bits ’S bits V] ’ Read ]
File info [
No.  File name File size Address range(0x) Q
[ s [
@Ov| . « ble_app_gatt » output » app - | &,| L__.}“Euf“;pp el |
—— e e S—
|y FENME = 0 @
a o & i #m i
J‘ E || wb415_ble_app.bin BIN =7f4 2
w whb415 ble app app.bin 2022/7/1 14:55 BIN 7% 2
E || || wb415_ble_app_merge.bin 2022/7/1 14:55 BIN 374 I 13
|| wba15_ble_app_stack.bin 202271 14:55 BIN 3215 12
ro
=
H - 4 1 ] 3
IFE(N): whbd15 ble_app_merge.bin - [AH Flles(**) 'l
[ 770 ||| =& |
dl — — — —
9. B84 BLE 3 T 8tgih ik
- ~
i Add address = —
Download start address(0x) : OOOOOOOd
(BLE start address : Ox00000000)
-
' ]
4) THIFXBEFBLEEI (P16) & H4TEHHE, mTE:
N S S IS S S .| -

2022.09.22 i 2.0.1
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& 10. OTA B BLE A3t O34T EIgE

A XCOM V26

?

app start

ELE app wersiom 1.0

Single Send |Multi Send | Frotocol Transmit IHelp |

Fort

[CDMSI :ATLind—1ISART -

Baud rate 115200 -

Stop bits
Dlata bhits
Operation
[ Save Data ][Clear Data
D Hex D ITE

[CJ ks [C] BahiztE

[] TimeStamp | 1000 e

"

Send

~ |Clear Send

PR Rt AT L@ EA WL EBLE OTA ToolK#EATOTATHRHRAE T, I
1) NTETER, Bible_app_gattlifefr 4 ElE B A “BLE app version 2.07,
2)  WAERA S ER, W LAT T TR output/encrypt_app.bat >, &3 t-v 0x000CH#E 4y, SR
Je L g P AR AT R R OTA firmware; < FROMRA S & E, AH HA-rom_v
0x000AEB 43
T OTAUL P LD TIRAE NI T2, HI T M T B I HF A TR, Jr b —iE 2R E T Hdfirmware /fJrom
JRAE G Fflash I HFEF —20,  H AR G200 85 Fflash 1 5 a8 1T H AR A G — 201 2 HT

TR

B T II R EAROMMK A S, AIRICEH X5, SR = HE A EF G /Ebin X1
3) TJF Artery BLE OTA Tool _EA7HLE .

2022.09.22
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& 11. Artery BLE OTA Tool

47" Artery BLE OTA Tool_V1.0.01 —
Scan
Current cormect device
Device Name MAC Addr
Device name: =
Device address: —
State: —
OTh
Device Ver: — Dlev. Rom Wer: —
O0Th File Ver: — File Rom Ver: —
Ha. File Hame Size Add
1 wh415_ble_app_app. bin 20184 Delete
£ >
« 9 L H- L
4) piii “Scan” A HAMBLE R % .
& 12. 394 BLE #%&
47" Artery BLE OTA Tool_V1.0.01 —
Scan Conmect
Current cormect device
Device Name MAC Addr
AT32WB415-0TA 36:34:24:62:A2:6B Uorden memat =
Device address: —
State: —
OTh
Device Ver: — Dlev. Rom Wer: —
O0Th File Ver: — File Rom Ver: —
Ha. File Hame Size Add
1 wh415_ble_app_app. bin 20184 Delete
£ >
2022-09-22 13:11:23:003 Dispose. ..
20220922 13:11:23:015 Anto scan device. ..
F 3 171 Stop auto scan device.

5) fHiFAT32WB415 OTAK %, A “Connect” #HdHTiER:, EREMING & SR HFTik k&
FIB AR A S L ROMAR A5 &5 4 &5

2022.09.22
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B 13. BLE & #1B R

47 Artery BLE OTA Tool V1.0.01

Sean Disonnect

MAC Addr

Device Name

Device name:

Current comnect device

AT3ZWE415-0TA
Device address: 36:34:24:62:47:6B

State: Connected
OTh
Device Ver: Ozl Dlev. Rom Wer: Oxh
O0Th File Ver: — File Rom Ver: —
Ha. File Hame Size Add
1 wh415_ble_app_app. bin 20184 Delete
£ > Start OTA

20220922 13:13:12:564 Anto scan device. ..
FOZZ-09-22 13:13:20:973 Stop auto scan device.

E0ZZ—09-FZ 13:13:20:989 Connecting the device{BluetoothlF#BEluetoothlE04: 7f:0e:156:3a; cb—36:34 124 62 a2:

20220922 13:13:21:051 The device 1= connected
20220922 13:13:21:411 The device 1= connected
2022-09-22 13:13:21:411 Main service<f000ffc0-0451-4000-b000—-000000000000> © Success

20270822 13:13:21:661 Write Characteristics<FI00Ffc?—0451-4000-b000-0000000000003  Connected

POZE9EE 13 G756 Hotifs

haracteristics<f000£fe1-1451-4000-b000—-000000000000% : Connected

L]

6) siili “Add” F&HH, EFLER2H 1S BN HTOTA firmware SCfFwb415_ble_app_app.bin, ik

RIS 2 SR T OTASUAF IR ACA 5 ) ROMAR AR 545

HiGho

14. %F OTA {8

El

47 Artery BLE OTA Tool_V1.0.01

Scan Dizonnect
Current cormect device
Device Name MAC Addr
AT32HE415-0TA 36:34:24:62:A2: 6B Wariee memet Ao
Device address: 36:34:24:62:47 68
State: Connected
OT4
Device Ver: Ozl Dlev. Rom Wer: Ok
OTh File Ver: 0xD File Rom Ver: Ozxh
Ha. File Hame Size Add
Delete
£ > Start OTA
2022-09-22 113:19:864 Auto scan device. .. s
2022-09-22 113:20:973 Stop auto scan device.
2022-09-22 :13:20:9589 Connecting the device{EluetoothlE#EluetoothlED4: 7£:0e:18:3a: cb—36:34:24 62 a2
20220822 :13:21:051 The device is comnected
20220822 :13:21:411 The device is comnected
Z0EE05-22 13:13:21:411 Main service<f000fFe0-0451—4000-b000—-0000000000005 : Success
ENEE05-22 13:13:21:661 Write Chavacteristies<F000FfcP—0451-4000—b000-000000000000% : Connected
20220822 haracteristics<f000£fe1-0451-4000-b000—-0000000000005 : Connected

676 Hotif

7) il “Start OTA” $Z41FURTHK .

2022.09.22
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B 15. Fa5 OTA

Scan Dizonnect

Current cormect device

Device Name MAC Addr

AT32WE415-0TA 36:34:24:62:A2:6B Doien mema:  MEEIENIST
Device address: 36:34:24:62:47:6B
State: Connected

OTh

Device Ver: Ozl Dlev. Rom Wer: Oxh

O0Th File Ver: 0xD File Rom Ver: Ok

Ha. File Hame Size Add

1 wh415_ble_app_app. bin 201584 Delete

12 Download Progress X

Dowrloading: 26%

FOZZ-09-F2 13:13:19:864 duto scan device. .. A
FOZZ-09-22 13:13:20:973 Stop auto scan device.

E0ZZ—09-FZ 13:13:20:989 Connecting the device{BluetoothlF#BEluetoothlE04: 7f:0e:156:3a; cb—36:34 124 62 a2:
20220922 13:13:21:051 The device 1= connected

20220922 13:13:21:411 The device 1= connected

2022-09-22 13:13:21:411 Main service<f000ffc0-0451-4000-b000—-000000000000> © Success

2022-09-22 13:13:21:661 Write Characteristics<f000ffc2—0451-4000—b000-000000000000> Connected
20220822 13 G765 Notify Characteristics<f000ffc1-0451-4000-b000—-000000000000>  Connected

8) SROTATHURIIG, WHSWIT S EAHLIES, FHRR T,

& 16. BLE #3t OTA 5E/%

{" Artery BLE OTA Tool_V1.0.01 — X
Scan Conmect
Current cormect device
Device Name MAC Addr
AT32WE415-0TA 36:34:24:62:A2:6B Uorden memat =
Device address: —
State: —
OTh
Devige Ver: — Dlev. Rom ¥er: —
OTh File Ver: 0xD File Rom VYer: Ok
Ha. File Hame Size Add
1 wh415_ble_app_app. bin 20184 Delete
< >

20220822 13:13:20:982 Connecting the device{BluetoothlE#EluetoothlE04: 7f:0e:15:3a:cb—36:34:24:62 a2 &
20220922 13:13:21:061 The device 15 connected

20220222 13:13:21:411 The device 15 connected

2022-09-22 13:13:21:411 Main serwvice<f000ffc0-0451-4000-b000-000000000000> © Success

2022-09-22 13:13:21:661 Write Characteristics<f000ffs2—0451-4000-b000-000000000000> Connected
2022-09-22 13:13:21 676 Wotify Characteristics<f000ff:1-0451-4000-b000—000000000000> 0 Connected
20220822 13:15:

567 Get derice version success.
wh415 ble bin downloaded successfully!

9) OTARERJEEAL, SBHFIBLEKLR (P16) Hf HFTEIHIRI T &, NFRFBLEARROTATF K
e
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& 17. OTA /5 BLE 35 O3TEIgE

#5i XCOM V2.6

?

app shart
ELE app wersion 2.0

Single Send |Hulti Send | Protocel Transmit | Help |

Fort

[CDMSI (ATLind—USART -

EBaud rate 115200 -
Stop bits
Data bits
Farity Hone

Operation @ Close

Bl

[ Save Dlata ][Clear Data

[ Hex [T uTR
[C] &1s [C] BahiztF

DTimeStamp 1000 o8

Send

~ |Clear Send

»

Zt, #Eid PC _EAIHLK BLE i OTA T+ 58 ie

3.4 MCU % OTA J1&%

4l BLE ik OTA FH&l, 1E MCU i [F A 75 B R % S RF OTA HUURAS, PIRUNT:

1) #TJFbootloader LAZVEFET, ZmiF/o F#FILIHR, LED2/N#REZE ~bootloaderiEfE 1.

2) 4TJtapp_led3_toggle THRUEHFEFT, Fnif/a T #FL5HR, LED3NHRE ~app_led3_toggle F7E
TAE

ERVERY e TR, AT DO LA R BET OTA THERAE 7, BIRUTT

1) 4TJtapp_led4_toggle LHEIRFEF, 4t/ E app_ledd_toggle\mdk_vS\listingsi#4z N5 H
4 fiapp_led4_toggle_app.bin.

2) [ABLERKIHOTATIE —FE, 10T LAIHLEE, 37 EHATI2WBA415-OTAR %, UINOTASC
app_led4_toggle_app.bin.

2022.09.22

#19W
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& 18. #¥ OTA XfF

{" Artery BLE OTA Tool_V1.0.01 — X
Scan Dizonnect

Current cormect device

Device Name MAC Addr

AT32WE415-0TA 36:34:24:62:A2:6B Doien mema:  MEEIENIST
Device address: 36:34:24:62:47:6B
State: Connected

OTh

Device Ver: OxD Dlev. Rom Wer: Oxh

O0Th File Ver: 0x5002 File Rom Ver: Ok

Ha. File Hame Size Add

1 app_ledd_tozzle_app. bin E1Z20 Delete

£ > Start OTA

2022-09-22 13:27:13:893 Dispose. ..

20220922 13:27:13:909 Anto scan device. ..

FOZZ-09-22 13:27:15:096 Stop auto scan device.

FOZZ—09-F2 13:27:15:112 Connecting the device(BluetoothlE#EluetoothlE04: 7f:0e:16:3a; cb—36:34:24 62 a2 6b]
20220922 13:27:15:549 The device 1= connected

2022-09-22 13:27:15:565 Main service<f000ffc0-0451-4000-b000—-000000000000> © Success

2022-09-22 13:27:15:799 Write Characteristics<f000£fc2—0451-4000-b000-000000000000> 0 Connected

z

fy Characteristics<f000£f¢1-0451-4000-b000-0000000000003  Connected

device version succes

3) Al “Start OTA” A IEF K, FERFOTAR LI GE, WA RGSWITS LAVRZERE, &
FIMCULF BILEDATF G4 IN4, MIFFOTAFHRRT, [t A LU USART2_TX (PA2) [
FOFTEIE R TR R.

19. BLE f&1t OTA 58k

i XCOM V2.6 — O s

flash write done Port

enter app 2. .
COM4:USE BT RS w

Baud rate | 115200 w

Stop bitz |1 w
Data bits 8 w
Parity Hone w

Operation @ Close

[] Hex [] TR
[]rrs L1 BzhizdF

[ TimeStamp 1000 oo

Single Send pulti Send Protocol Transmit Help

Send

Clear Send

WIER T H B4, bootloader F2 /7 &7 kk CEUCE R, FRRHRE BB RIZS EAINLEE. EAIHLAK
PR TR A%, BLE FLBAT MCU it 25 ilid i 3T ENE R R, FFE AL BLE #EAf MCU,
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2022.09.22

F 20. OTA A &AL R LN HRAE R

{7 Artery BLE OTA Tool_V1.0.01 —
Sean Connect
Cwrrent cormect device
Device Hame MAC Addr
AT3ZHB415-0TA 36:34:24:62: A2 6B Devies mame:  —
Device address: —
State: —
OTA
Device Ver: — Dev. Rom Wer: —
OTh File Ver: 03002 File Rom Wer: Oz
Ha. File Wame Size Add
1 app_ledd togzle app. bin B1z0 Delete
£ >
20220922 13:33:49:419 Connecting the device{BluetoothlE#FluetoothLEQ4: 7E:0e:15:3a; cb—36:34:24 62 a2 A
0220922 13:33:49:480 The device iz conmected
0220922 13:33:49:509 The device iz conmected
20220922 13:33:49:825 Main service<f000ffe0-0451—-4000-b000-0000000000005 © Success
20220922 13:33:50:153 Write Characteristies<f000ffcr—0451-4000—b000-000000000000>: Connected
20220922 13:33:50:169 Hotify Characteristiecs<f000ffe1-0451-4000-b000—000000000000> : Connected
20220922 13:33:51:089 Get device version success.
20220922 1 15 app ledd t _bin d

wnloaded failure!

E 21. OTA F&451R A BLE 5 D37 BN

M XCOM V2.6

MCU ota fail, please reset
app start
BLE app werzion 1.0

BLE and MCU, trv again!' Port

COM3:USE SBiTinE

Baud rate
Stop bitz |1 o
Data bits & v
Parity Hone L

Operation

Save Data

D Hex
[JETs

[ TimeStamp 1000

L

Clear Data

] TR
(1 B=pfefE

Single Send pulti Send Frotocol Transmit Help
Send
Clear Sand
2k, g PC _EAHLE MCU i OTA FHE 58 i
7 1 | S L] -

MR

i 2.0.1
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4  Z# ET Android APP OTA F+4%

A 250K T anfar 48 B Android APP OTA Btk % AT32WB415 #:4T OTA 2k #1E, 4% BLE £
R B R A AT MCU 337 FH R FE 5 4%

41 TEHRIE

1) #E7~ITLED2/LED3/LED4
2) AT-START-WB4155 54K
3) EAEF B Android it

42 BHER

1) ICP Programmer Tool, FJ7EF M &k & H A o

2) Artery BLE OTA Tool APP, fEAndroidi% & I %3 Software\Artery BLE_OTA_App.apk 3R]
Al

3) BLEBHMY
B ble_app_gatt, BLEJSfE/7, HTBLEfHappfe/y, THEMEAT:

SourceCode\wb415_ble_ota_2.0.0\projects\ble_app_gatt

4)  MCUiiihd

B bootloader, bootloaderife/7, Z4TLED2NKE, THEES/AALT

SourceCode\wb415 _mcu_ota 2.0.0\project\wb415_mcu_project\bootloader
B app_led3_toggle, app1iite/y, iZATLED3NHK, TAEERAEAI T
SourceCode\wb415_mcu_ota 2.0.0\project\wb415_mcu_project\app_led3_toggle
B app_led4_toggle, app2iifi/y, iZATLED4INYE, TAZREIRALT:
SourceCode\wb415 _mcu_ota 2.0.0\project\wb415 _mcu_project\app _led4 toggle

JF: BLE M T FEI 12 HiKeil VB A T, MCU it 1 F# Fkeil VB FNARB.2 1/, /1) 75 Bk F i M55 |-
M, EZ#AT32WB415_Firmware_Library V2.x.x\project\at_start_ wb415\templates 774 #4124 55 ( Hil47
IAR6/7/8,keil 4/5, eclipse_gcc) 770t AEEc ],

4.3 BLE 3t OTA # &

£ OTA JH 2R 2 1l 5 AW F &5 v sk S8 OTA VRS, APIRUNE

1) T7Fble_app_gattiifi/F .

2) “wiFJa e &5binxtft, i Fble_app_gattoutput\appifiz, Hdr:
wb415_ble_app_merge.bin, Fi& T RJE W A P iscR A 2N R
wb415_ble_app_app.bin, FT#FOTAHE I HK FJZNHEF

3) ITIFICPL A F# k42t Jwb415 ble_app_merge.binEBLEMH, 1 & :

2022.09.22 #2271 k2 2.0.1
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AR

F 22. Sd7% 0 BLE BeFSCH

File  J-Link settings ~ AT-Link settings  Target BLE Module Language Help
) Part Number: AT32WB415CCU7-7 FlashSize: 256KB -1 ? r ?
Disconnect =
AT-Link-EZ BLE FW:V2.1.0
AT-Link SN: 9F406020004017200A974C02  (WinUSE) ﬂ 4% jj
Bluetooth module connected
Memory read settings
Address Ox 00000000 Read size Ox 0001DE10 Data bits ’S bits V] ’ Read ]
File info [
No.  File name File size Address range(0x) Q
[ s [
@Ov| . « ble_app_gatt » output » app - | &,| L__.}“Euf“;pp el |
—— e e S—
|R v R =~ 0 @
a o & i #m i
J‘ E || wb415_ble_app.bin BIN =7f4 2
w whb415 ble app app.bin 2022/7/1 14:55 BIN 7% 2
E || || wb415_ble_app_merge.bin 2022/7/1 14:55 BIN 374 I 13
|| wba15_ble_app_stack.bin 202271 14:55 BIN 3215 12
ro
=
H - 4 1 ] 3
IFE(N): whbd15 ble_app_merge.bin - [AH Flles(**) 'l
[ 770 ||| =& |
dl — — — —
K 23. &85 BLE 3k TGk
- ~
i Add address = —
Download start address(0x) : OOOOOOOd
(BLE start address : Ox00000000)
-
' ]
4) THIFXBEFBLEEI (P16) & HITEHHE, mTE:
N S S IS S S .| -

2022.09.22 i 2.0.1
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B 24. OTA B BLE #eH D37 ISR

?

A XCOM V26

app start Port
ELE app wersiom 1.0

[CDMSI :ATLind—1ISART -

Baud rate 115200 -

Stop bits
Dlata bhits
Tparaifian
[ Save Data ][Clear ]Jata]
D Hex D ITE

[CJ ks [C] BahiztE

[] TimeStamp | 1000 e

Single Send |Multi Send | Frotocol Transmit IHelp |

"

Send

~ |Clear Send

BN ks AT LB Android i % i [FIBLE OTA Tool APPSR BHTOTATF#AE T, BRI F:
1) NTETER, Bible_app_gattlifefr 4 ElE B A “BLE app version 2.07,
2)  WAERA S ER, W LAT T TR output/encrypt_app.bat >, &3 t-v 0x000CH#E 4y, 4R
JE g AR A S B H T OTA firmware; X TROMIRA S MES, &HEHH-rom v
0x000AEB 43
VLR OTAL R TR IR S Tl 5/ IR TF B TR Jir L — & ZE R 1+ % fiffirmware f/9rom
A5 i flash # I IHFEF —2,  H B AR AE G LTS S flash # R B BTG —E o 25T
TEE: ST II R B IEAROMIR A S AR Z A 5, SR 2o B R =bin fF.
3) fEAndroid##% %% Software %1% K JArtery BLE_OTA App.apk3(ft, J£47JFArtery BLE
OTA Tool APP.

S S - . S . ’ﬁ$2.0.1
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B 25. Artery BLE OTA Tool App

iy Artery BLE OTA Tool > 2

ARMCRY #AFH

Scan

4) i “Scan” #AHIAMBLE® %, A FAT32WB415 OTAW & &R T .
& 26. 3 BLE &%

iy Attery BLE OTA Tool >3

w AT32WB415-0OTA

36:34:24:62:A2:6B

ARMCRY #BFS

Scan

5) WERINE & R TR v A RS 5 L ROMARA 5 35 B & 5

2022.09.22 # 251 k2 2.0.1
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B 27. BLE & & V1B R

{ A b
{ gy AT32WB415-0TA >

Device address: 36:34:24:62:A2:6B

State:
Device Ver. : 000D Dev. Rom Ver. : 000A
OTA File Ver. : = File Rom Ver. : =

idle
[[] app_led3_toggle_app.bin

[] app_led4_toggle_app.bin
[] wb415_ble_app_app.bin

Other Files Refresh List

6) Kb IR2r 15 B 1FFE HTOTA firmware U {Fwb415_ble_app_app.bin, {7i{7EAndroid % ]
/Download H3% ', APPZxHZ)ER1Z% H 3 FIbinSCfF, W Pridi “Other Files” T 4£IX
OTA firmware ) 3C A H AT i%4%, 8 AT 5 2 Bom TG O TASCAF I R AU A 5 K
ROMRA 515 B

28. 3% OTA ST

¥

¢ A ox
I AT32WB415-0TA
Device address: 36:34:24:62:A2:6B

State: %
Device Ver. : 000C Dev. Rom Ver. : 000A
OTA File Ver. : 000D File Rom Ver. : 000A

idle

wb415_ble_app_app.bin
[ ] app_led3_toggle_app.bin
[[] app_led4_toggle_app.bin
[¥f wb415_ble_app_app.bin

Other Files Refresh List Start OTA

7) i “Start OTA” #LHITU6TH 2

S - S D
2022.09.22 # 261 k2 2.0.1
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’ 29. FFi5 OTA

A2 (3
{ gy AT32WB415-OTA >

Device address: 36:34:24:62:A2:6B

State: ¥
Device Ver. : 000C Dev. Rom Ver. : 000A
OTA File Ver. : 000D File Rom Ver. : 000A

Time: 18 /65 sec Bytes: 7984 (443/sec)

wb415_ble_app_app.bin

[[] app_led3_toggle_app.bin
| | app_led4_toggle_app.bin
¥ wb415_ble_app_app.bin

Other Files Refresh List

8)

SFOTAT I G, W&o FERTh, JHEWiITF 5APPIIE ;.
7 30. BLE #3t OTA 58 /%

¥

Ar
(m AT32WB415-0TA

Device address: 36:34:24:62:A2:6B

State: %
Device Ver. : 000C Dev. Rom Ver. : 000A
OTA File Ver. : 000D File Rom Ver. : 000A

Time: 68 /68 sec  Bytes: 29168 (428/sec)

wb415_ble_app_app.bin
[[] app_led3_toggle_app.bin

[] app_led4_toggle_app.bin
¥ wb415_ble_app_app.bin

Downloaded successfully!

Other Files Refresh List

2022.09.22

e

1 1
®2TH

9) OTAREMJEEAL, 2EFIBLERLR (P16) f HFTEIH T &, NFRFBLEARROTATF N
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& 31. OTA /5 BLE 35 O34T EIR

#5i XCOM V2.6

?

app shart
ELE app wersion 2.0

Single Send |Hulti Send | Protocel Transmit | Help |

Fort

[CDMSI (ATLind—USART -

EBaud rate 115200 -

Stop bits

Data bits

Farity Hone

Bl

Operation @ Close

[ Save Dlata ][Clear Data

[ Hex [T uTR
[C] &1s [C] BahiztF

DTimeStamp 1000 o8

Send

»

~ |Clear Send

2 ik, @it Android APP ) BLE it OTA 2% 5¢ ik

44 MCU ¥ OTA A&

J54bl BLE fitk OTA F14%, 1F MCU i[RI A 75 Bobesk T RF OTA HIYRRS, IR F.

1) #TJFbootloader LAZVEFET, ZmiF/o F#FILIHR, LED2/N#REZE ~bootloaderiEfE 1.

2) 4TJtapp_led3_toggle THRUEHFEFT, Fnif/a T #FL5HR, LED3NHRE ~app_led3_toggle F7E
TAE,

FRE SRS, BT LAl Android APP Ski#E4T OTA JHERME T, BBINT .

1) 4TJtapp_led4_toggle LHEIRFEF, 4t/ E app_ledd_toggle\mdk_vS\listingsi#4z N5 H

£ ikapp_led4_toggle app.bin.

2) [FAIBLEAHOTATFZ—FE, #TFFAndroid APP, F1HiJiE B:AT32WB415-OTAK %, W INOTAL

{fapp_led4_toggle_app.bin.

2022.09.22

% 28 W

i 2.0.1



AR AT32WB415 OTA Application Note

A 32. %F OTA 3CfF

gy AT32WB415-OTA *

Device address: 36:34:24:62:A2:6B

State: ¥
Device Ver. : 000C Dev. Rom Ver. : 000A
OTA File Ver. : 8002 File Rom Ver. : 000A

idle

app_led4_toggle_app.bin
[] app_led3_toggle_app.bin
¥ app_led4_toggle_app.bin
[1 wb415_ble_app_app.bin

Other Files Refresh List Start OTA

3) Aidi “Start OTA” I METI, SA50TATF RSN )G, WA W &4 Wit 5 Android APPiE
e, ZAIMCULE ZILEDATFEAIN SR, WIFR/ROTATHR R, RIFHE AT LLE I USART2_TX
(PA2) [HE FTENE B HEE R

/& 33. BLE #3t OTA 58/%

A XCOM V2.6

flach write done Fort

enter app 2. .
COM4:USE BBfTIRE w

Band rate | 115200 ~

Stop bits |1 w
Data bitz & w
Farity Fone w

Operation @ Close

[] Hex [] TR
[]&r3 [ BzhizT
[] TimeStamp 1000 oS

Single Send Multi Send Protocel Transmit Help

Send

Clear Send

4) WRAFHIER, bootloaderfiF &k DA AR, FOKR RS Bk 1145 Android APP .
APP&HE /R4S, BLEBIRAIMCU i 2o i 5 LT ENESRME B, FHEAIBLERLHLN
MCU’ ﬁD_F:
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& 34. OTA FZi4E 128 Android APP IR R

A2 >
{azy AT32WB415-0TA >

Device address: 36:34:24:62:A2:6B

State: 3
Device Ver. : 000C Dev. Rom Ver. : 000A
OTA File Ver. : 8002 File Rom Ver. : 000A

Time: 11 /11 sec Bytes: 5088 (462/sec)

app_led4 _toggle app.bin
[ | app_led3_toggle_app.bin

¥ app_led4_toggle_app.bin
[ wb415_ble_app_app.bin

Downloaded failure!

Qther Files Refresh List

A 35. OTA A4 RET BLE 5 DT ENE

2022.09.22

T XCOM V2.6

MCVU ota fail, please reset BLE and MCU, try again!! Fort

app start
BLE app wersion 1.0 COM3 - USE BT

Stop bits |1
Data bits &

Farity Hone

[] Hex [] TR

[] TimeStamp 1000

Baud rate | 115200 e

Save Data | Clear Data

L] &18 L1 Bzhf#E

w

L

o

Single Send pulti Send Protocel Transmit Help
Send
Clear Send
2k, i#id Android APP 1) MCU 3iii OTA FHR 58 .
7 1 | S L] -
3R KA 2.0.1
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5 WREB®E

R 2. TERARE
H# JA RE
2022.08.23 2.0.0 ILGITES
2022.09.22 2.0.1 i@ T Android APP OTA J4% %45
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BEZLEA - W

ST EAT FSTREASCIRMERE 777 AR 55 (KRN R JO AN AR 5 1 5 5 P A S AR 0 7 B AR 35 A G KT A 54T

T RIS A IR, AT DAEATT7 2T TR BGHAT A W78 BB R B4R AL BVF AT o A SRASTR AT 733 S AR AT
B EURS, ARAATERS A ] A =05 7 iRk 55 SRR R R TR, S N Je DME T 7 2UAE A T
L5 = 7 7 i B8 35 BCH P T R P AR DRALE

WRARLERERE I I Ak rh A BT, I, R R R 07 ) S P AT s AN AT T R BRI RAE, BB IR T4 & e
T AR E FH I (S FL A A B VR DX IRVR R X B L), BARACAE AT B OB A SR B B PR

HERS 7 F AR BR TTH T RO e (A) XA R ZORIOM A, e Ay SCif. BB & 200 7 i DhRE 24 2R
MRS (B) MR (C) IRFEMMBURTEIEL; (D) MUK HERURASEE, H/sE) slds. RIS AR AT R Hse i), iR
VTR B R TR R, BRI R A AR 0 R T T, RS 0 S SR, I ELA ) ST A S v 2 i A
AEIEER .

ZERH BUHERE 777 0 AN R T AR SCRS rh 4R A B 7 R BB R LB, 4 ST RIS BURERF ) 1506 A SO MRS 07 U 95437 T HOAE AT ERAIE
KA IFHAR DRI 2 s IR I AT 53 4E

© 2022 HERF IR REPTA T
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