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oL R
ZEFEX KN FRE

W LB RS AR 4 2 N A7 4R E VE B R R X(RE 22 A X)), B 5 5 TR A L
AT R M X 3, DA BRI iR, HoR s B F X AT DL A 4 2 i & 5 iR AT
TR K

24 FE X R4y N ME L X (SLIB_READ_ONLY) /X #5 4 X (SLIB_INSTRUCTION), ]
I B o B A A P X AF OME R X B R A X .

ME 13 22 42 i X (SLIB_READ_ONLY) ) % 4 G 3% id 1-Code M1 D-Code it 28 52 HL, A~ B
H N

& 4 % 42 E X (SLIB_INSTRUCTION) 4 1t 72 J7 £ 5 1% RE B MCU % i 1-Code & £8 HUHL
&2 (I RE B I AT), A fEiE 1L D-Code it 2k DLz B & 4 (1) 77 2032 B (B & ISP/ICP /i i
1550 LA & N RAM S 2l (1 #2777 ), LAk B EcHE 19 7 38 2% 75 1)) SLIB_INSTRUCTION
IF, 52 3 ) £l 4 # 2 OXFFEL # 0x00.

4 R X I FE AR ES R B iE . BR AR ON IEFA A SRS, 5O ik e B . R LA IE
W, X2 A X AT S NBEE R, % S EFLASH_STS% 17 # NEPPERR/f #"1"
P,

Zui P AT = INAE I B 7 BEBR A, 2 A R X I RE e ARAE B B S 2 R B

Mg EX PR E s e, W LLE ESLIB_PWD_CLRZ 17 %8 5 N JL Al i &
() 2% 00 K AR PR R P DRk o R BR 2 & JE X BRI I, O B8 2 AT N AE BB B
(BEZREXPNE). BT T ZmENFEEEE, BASHETFN
fith 41 itk 1) %€ SE .

THEZOGZEFEXNENAXBRS R EE, 2420 X0 DR 5 it 4 2% i
R R R 3AAT, (HA B BB B B, Bl T 3k 2 OR 47 (1 Zh RE .

B 1. WA Ze X E A X G

User_Code_Start@

USER CODE

User_Code_End@

SLIB_Start@
SLIB_READ_ONLY

SLIB_INSTRUCTION
SLIB_End@
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4 X I LK /N 2 BLE X (sector) A B Ar i st g, & — B X 1 K/ PLSEBRMCU T 5
M. RIZLATI2FA25 R V| % T 5 1 EINAF K/ B X K/ KA i &6 .
HAOAEMBEFRIEXAEFE T EF4T BIEEGE, BNMKBX W L UIENZEEIX.

1. AT32F425 SRS NERPEE

5 WERAFER/N (Byte)| MK K/N (Byte) Al ¥ B
Sector 0 ~ 15(1)
AT32F425x4 16K 1K
(0x08000000 ~ 0x08003FFF)
Sector 0 ~ 31("
AT32F425x6 32K 1K
(0x08000000 ~ 0x08007FFF)
Sector 0 ~ 63(M
AT32F425x8 64K 1K

(0x08000000 ~ 0x0800FFFF)

(1) sector O AW E NTE & %4 F X

2.2 MBI REEXFY

BRARET, “EFEXKREFAHBEALATXHES RY . X %2 FE XK E A+
AT EERAE, BRENZEENXKETFAFEMBB, X SLIB_UNLOCKE 1# & 5 A fif 9t
OXxA35F6D241H , i# il & F SLIB_MISC_STSH 17 2% I SLIB_ULKFAL #fi A il B a2, BE
JEE RPN %R FEX B ETAES AR EHE.

J& B N AT 2 A X R SRR
® A FLASH_STST 145 WOBFAL, LLAf A& A HAth IE 78 38 AT 18 N A7 351

® XISLIB_UNLOCK?® 17 2% 5 NOxA35F6D24, LLHEAT 2 4 % X fift 81

® (A SLIB_MISC_STSH {7 4% ISLIB_ULKFAL, LA A fife B & I 5

® {ESLIB_SET_RANGE? 17 &% W i€ Z AR 7 1 X 4k, A0 & SLIBHY S 4 A1 45 7 1 41k DA f
SLIB#E 4 X [ i 4h #h k-

® ZFFOBFfIAERN ‘07

® (ESLIB_SET_PWD?% 17 #% % & % 4 [X 3 % 14

® Lf5OBFRLAEN ‘07

® LR AN A E XA

o HITRHZLENM, BEEEHRLEEX YL T

® i SLIB_STSO/STSL1% {748 H T Hl W 22 4 FE X W e 45

EEFIN:

® HEFWNHEMENEY BT REZ2ERX, SLhrnf&EiHS 1 LKL

o A PEXACKS 0 0 DL X O B A AT e sk, HoE G bk 04 205 N AF M bk B R
X Hh ik X 5%

o T EXRLZMBHUSHET SWRHEANFMWE —HX(BX0O)N, iF7% N
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5 B X B E O WA X AR A X

KT 2 AR X BE A a TR U], 15 2 B AT32F425 R 51 150 R F i
Ja B % 4 FE X B FR P v] 2 2% 22 4 R IX R G 5l project_10H 2 T-main.cH i slib_enable()
R 8. 7R AT Al AR R ICPER ISP sk T B 8, 5 = OB A VEYE R U .

ANAT R B 2 A P X RS

B PEX KRR S E, W L& /ESLIB_PWD_CLR& 17 & 5 A % i % & 1
AR MR R Y IR MR ZEEX PR, SRAKESIATENFOEFHERE S
2 A XA .

fiff Bk = N A 2 A P X0 R R

® [ AFLASH_STSF {74 OBFAr, LLH A& il 1F 75 3 AT 1) 4 B2 98 1
® {ESLIB_PWD_CLR% f## 5 A il i B 1) %2 4 X 3% 15

o UMITRGHEN, HEHXEEXEEF;

® L SLIB_STSO% 17 # H T I W %2 4 FE X & &5 2R .
wHERPATREEXKEF

U0 R T R ORTIR B, E4R A % 4 FE X (SLIB_INSTRUCTION) A i I 72 Fe AR 1 7T DL
MCU%Z H1-Code s ZE 9THL, {H R84 tHD-Code s 28 DL B AL i 7 SR 2 i i, XRER
Ry R AR, WL UWERESZEEXZ KRR, WA 58135 F R 38 E E
T & 2 A PEIX 2 W B, B an CRE 3 AR RS 0 B g BF A 1¥ SC - i (literal pool). 7332 %
(branch table) = & % (constant) %5 2 38 24 45 & # AT I 2 &t D-Code &t £k 2% 35 B %
i o

EREBLAZEFEXZHNRABRBERS, Al EAEMEdE. B P2 E
B4 waEEX2ZNHRERFNALE, 4200 E%IFFREF (compiler) i %€ % 772 4 R AT
(execute-only) B AR ALY DL G0 b kR S £ Y 25 01 £ s 7 A .

B2 J B3 2 — M H L1 S0 it IR oy SR 1B

switch()Z2CREF % H Bk 48 4, 1l 7P fsclk_source® & & L 12 lLCRM_CFG
AR, K20 FH B 4w B H K IC 4% /8 (assembly code) “LDR R7, [PC, #288]”, &
T2 7 i 30 4% (program counter, PC) i) # F 4k 19 77 X £ B8 CRM_CFG % 7 #8 fy Huhik, 1
CRM_CFGJ Hh bk 2> 4% UL 20 7 KA M EA IR A X (WER LS L EEXZN),
AT switch()iE At & R AT . WRBESZEFEX WA X ERRERFNRE,
FE AT () I i 50 22 77 A2 i %

5= F VOB R R 2 1B QAT 18 S 1R AR T ) TC B R R e X R Y ] R

# 10| k7 2.0.0
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B 2. sl (1)

O0x08004798 2600 MCVS r&, #0x00
T79: zclk source = (crm sclk type)CRM->cfg bit.sclksts;
80:
S0x08004792 4F39 LDR r7, [pc, #228] ; @0x0BO04880
0x0D800479C 687F LDR r7, [x7,$0x04]

Ox0800479E F3CT70381 UBFX r3,r7,%2,%2
81: switch(sclk source)

Mo
[T

case CRM SCLE_HICK:

_] main.c ] startup_at32403a_407.s ] at32f403a 407_clock.c || system_at32f403a 407.c ]| at32f403a_ 407_cm.c | at32f403a_407_gpio.c

77 _ _

78 /% get sclk source */

b 79 || sclk source = (crm sclk type)CRM->cfg bit. sclksts:

30

81 switch (sclk_source)

328 {

33 case CRM_SCLE_HICK:

84 if (((CRM—>misc3_bit.hick to_sclk) != RESET) && ((CRM->miscl _bit.hickdix

85 svstem _core_clock = HICK_VALUE * 6;

36 else

87 svstem core_clock = HICK VALUE;

38 break;

B 3. SCFEMBF(2)

137: system core_clock = system core clock »»> div_wvalue;
DxOS00486E 4F06 LDR r7, [pc,£#24] : B0Ox0B004888
Ox08004870 683F LDR r7, [x7, £0x00]

OxO08004872 40F7 LSRS r7,r7,16
0x08004874 FEDFCO10 LDR.W riz, [pc, 161 : BOx0S004888
DxO8004878 FECCTOO0 STR 7, [x12,$0x00]
138: 1}
:0x0800487C BDFO POP {r4-r7,pc}
O0=x0800487TE Q000 DCW 0x0000
Ox0B004880 1000 DCW 0x1000
Ox0B004882 4002 DCW 0x4002

241 AHFEHERRENREEXFTESX

FWTmERASEANPR ARSI D i, HMCUM I D-Code 2k 2. @
W, il ERA T B INAE S — X (sector 0)H # 44 Hb - 0x08000000, A itk 7F & & 1R
L ag A X I, b ZB0E SF DLR B R

® AMKENMFAME —HMXEENZEEXKHELSX.

242 ZEEXARSH P XABER KRB

2 2 4 e X AR AP AR P ARG (IP-Code) i) LA AL - T P ARHE X (22 4 B X 2 A1 1 DX 480) 1) R
HERRARE. EEXMELT, IP-Codef A& XL R MWk, VIFPC (FFiH
B2 AT IP-Codeltf BhiE B X b pg % . — H %24 X 8 50, 3X 28 R B0 0 #h bk 5t A
REBE o0, BB, I e AL P AR S X ok E 0 b Bk 06 2 B R R, 15 U PCAS Bk
P B R W M BE T JEVE IR TAE. R AERE 22 EX &, Nz f51P-Codetl
KRB REA — BB 2 2 EX 2N LB Rt L E. TERERB — MR 1K
 Function_AQ) W H 2 H P X A 1) &k # Function_B() 1 ] 1 .

2021.11.24 B/ MME &2 2.0.0
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B 4. ZREEXKRBORHAMAP XEHEHHT

User_Code_Start@

Function B fixed@ ' Function_B()

{
{
User_Code_End@

SLIB_Start@
Function_A()
{
Function_B();
}

SLIB_End@

User code area

SLIB area

BE Ak, 5 — AN DL R 6 B CIE E R ARk o R E B imemset() &

memcpy()iX K. R IP-CodefR F /7 X ARG &R A A F 21X 28 0 £, wh & bk ) &
SRS E7 AR R N K R
1) K HGIFR A EXEE N, B e sola] Bl A keil 3CIAR T AH 56 TR .

2) A AEIP-Code N H CH bRt iR X, A AEZEAEH,

L ZURE 2 pR B e 5 Oy H

fis 205, LR — Va6, fEIP-Code W'E —A~my_memset() s F B A SR 56 1)
memset().

2021.11.24
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& 5. HEX B

void* my_memset (void *s, int c, size t n);

void arm_fir_init f32(
arm_fir instance_ £32 * 5,
uintl6é_t numTaps,
float32 t * pCoeffs,
float3Z2 t * pState,

] uint32 t blockSize)

/% Assign filter taps */
S—>numTaps = numTaps;

/% Assign coefficient pointer */
S->pCoeffs = pCoeffs;

7¥ Clcar statc DUllcr and The SiZc Of sStatc DUller 15 (blockSize T numlaps — 17] %/
my_memset (pState, 0, (numTaps + (blockSize — 1u)) * sizeof(float32_t)) |

/% Assign state pointer %/
S—>pState = pState;

void® my_memset (void *s, int c, size_ t n)
E ‘\
while (n>0)
#( (char¥)s + n— -1 ) = (char)e:

return (s):

243 BHFRIEREAFENERHSHEE

T AT32F425% 5 i £ 74 s 5 8 o0 (FPU), Fr LAl Bt A5 45 A BE 5, Keil B(IAR
WIFRTHR M HARMB M R F S EHER. BRANRMEFESEHERTECDS
G L M ARES, TEVEMUE S, B R E SR BN S W [E) AT Y B B S0 i A%
RAG, FrUARER T S HERE — L% 2SLIB_CODEMR Y X 2 A, b 20 i 3 o i3t
%4 P X (SLIB_READ_ONLY)Z W . 1 F Bt Keili# mlic HEH RBRE R, WA LT
it b 2T g ARG

B 6. Erikm¥uL 4 A H

Nisassembly
0x0803C776 F3IEFS000 MRS ro, APSR
0x0303C774 4770 BX 1r

_ meshi fdiwv:

:}DKDBDSC'?'?C F44FOCYF MOV riz,#0xFFOO00
0x0303C730 EALCIZDO  ANDS riz,rl1z,r0,L3R #7
0x0303C734 BF1E ITTT NE
0x0803C736 EA1CI3D1  ANDS r3i,rlz,rl,L3R #7
0x0803C73A EASZO0FOC  TEQ ri,rlz
0x0803C73E EAS3OFOC  TEQ ri,rilz
0x0803C792 FOOOS085 BEQ.W Ox0203C3A0
0x0803C796 EASOOFOL1  TEQ ro,rl
0x0803C794 EF48 IT MI
0x0803C79C F4427280 ORR rz,rz,#0x100
0x0803C7A0 F4400C00 ORR rilz,r0,#0x300000
0x0803C7A4 F4410000 ORR ro,r1, #0xS00000
0x0303C7AS FOEC417F  EBIC ril,rl1z,#0xFFO00000
0x0303CYAC FOZ0407F BIC r0,r0, #0xFFOO0O00
0x0803C7ED BSOO PUSH {lr}
0x0803C7E2 4281 CHMP rl,r0
0x0303C7E4 EBAL20203 3JUE rZ.ra,.r3
0x0803C7ES FEZOF1CO3  ADR.W rlz, {pct+0x10C ; BO0x0803C3C4
0x0803C7EC EBAC4ESD  3UB lr,r1z,r0,L3R #17
0x0803C7C0 FiCOO0OO RSB ro,r0, #0x00
0x0803C7C4 FE9EEOOO LDRE 1r, [1r, #0x00]

(L RL={R R ELFFITERE LoL I, I, %1
0x0503C7CC FEOOFCOE  MUL ri2.r0.1lr
1 ] 1 1 S I O .

2021.11.24 #1301 &2 2.0.0
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YsLibfd H 5, sLibfrR¥ X A I 4 80 4 25 8k A 6 # e s, B LA SLIB_CODE W H 2 1) 5 4
538 SRR B MR B AN BE A B AR . B = R RV 0 2 B0 ek A R B T s s
HOERE, 4HEFISLIB_READ_ONLYRI"IX, A fefE)a AsLibfRi"2 5, ik
SLIB_CODEfR# X P 19 #2 /5 nI LA IE 8 TG 1= 19 8 A .

Keil i fF 7 s HERTE U, 7T 2% 23 Hx T KARM DUIO378G X 1 (ARM®
Compiler v5.06 for u Vision® ARM C and C++ Libraries and Floating-Point Support
User Guide) -

IARBAT ¥ s HPE M VEA U ], W 2% %% H 5 N HEWARM_DevelopmentGuide X
# (1AR C/C++ Development Guide) FJPREBUILT RUNTIME LIBRARIES# i,

F 1471 k7 2.0.0
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3

3.1
3.11

3.1.2

3.2
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REEXUHEF

RE A ST ISR, Vs R 00— 08
WwHIFR

BEFRR

® T HAT32F425R8T7:0) H I AT-START-F42552 56 i
® AT-LinkfiE 2%, HRIFAEHER

BAFTER

® Keil® pvision IDE (A=t il{# Fpvision V5.18.0.0) B¢ IAR Embedded workbench IDE (7 it 4l
FIAR Vv8.22.2)

® EEFICPEISPZISE T A, 3 BE K8 sholifi b 2 45 B X % B

SR R

AR RS T HAERIH , R T A R R T R BURAS (IP-Code) 25 v F S FH (13

Fr. Hp

® Project_LON 7 EriH K EEHgmHER 2 4 X 175

® Project L1 A% ugH N H S 7~ 51

Project LO%E BB TS N4 21 BIAT32F425:0: 1 I B 24 e X ARAP,  [RIINHRAE T 21 &I

TE TR 25 2 2 B FH AR A -

o EINFFIXHMmAG, THH %A X BT & B X DL P T R AR R (X

o G ERVRERBUE RISk SO, AR s AT DA SR A FH A 9% 1) 2R %

® 5 E X U fF(symbol definition file), ILAF5 SC4F P & 1P-Code 1) &N R AL SE bk, 1280
PR LLEREH, T EDAEs s =K.

7. WHIREREE

Project_LO
Programs SLIB protected code

}

Project_L1
Programs End User Code
Using SLIB protected functions

}

End user application

AT T A% Project_LOYEBI T & BEARID, IS %Project_ LUt 6, FEAM
HREE.

£ 15W k7 2.0.0
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3.4
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& 8. MATEE

Provide AT32F425 Provide pre burned
IP-CODE AT32F425 chip

chip . .
: ) 00T — S
LD Project_lO Project_I1

r 4

ZEEXAEFHARY: FIR KEIEH S

AJE 8 FICMSIS-DSP JE At 1 FIR{IIE i i 25 (FIR lowpass filter) EiEAF Ak 24 AR () IP-
Code, % TFIRMGIE N 23 L v VE CMSIS-DSPHIAH I 34, i HAV 35 B 4E 1 B ] % B 22 4
DL b B35 R e 4 24 it FH P RO A A RS R

YO R ST 28 AR NS T2 — AR A T AR S N IKHZ ) I5SKHZ I AN IE 52 9% S, TiiE
PEIE B AR LR L) N6KHZ . S RIE e 5, K ISKHz A - JERR T AR N LKHz ) 1IE 5% i far H o
T ECNFIRMRIE JE i Th e )~ = A .

E 9. FIR {KiB 38 2%

Input signal Output signal
1 1
" —_— ... R S N S
- U U SN IO SN 0E
= : ; =
= L =
DA ! ‘ FIR Low Pass Filter ‘ 04
0z : | U VT SN S
UI“?L ; J".,_ U’JIP"* ;
i i 1 15 2 a5 il i 1 5 7 35
10 w1’

81 2 ICMSIS DSP 1) s 5 % SCA 4

® arm_fir_init_f32()

I RS ) B A2 ABODE B 4 BRI 26 A ¥, B0 fEarm_fir_init_f32.c3C R B

® arm_fir_f32()

I R B PR AR FR ) EEE Sy, B fEarm_fir_{32.c3C

® FIR lowpass filter()

SRR BT IR PN FEA RS IR FIRMCE DB B s 2 R ek B, b 2eom ) i, B8 7Efir_filter.c
AR

® fir_coefficient.c

IHECSC A B FIRJE I A% bR BT A FH 1 R B (R ), TEVE B R 2 e R0 B M 22 4 JE X
ERTERIF, RAAT32F425%HE MCUW R FITELEFPU, SRAAFF s B R e 1 5| F RIS 5 Ab#E
PLRF a5

Project LO: HFREEH

TESEI B RVEBIRE Y, K 5E R R A LA H

# 16 | k7 2.0.0
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4 B PR O bR £ 128 B R T AT (execute-only) R4 GHS
B T AR G HE B B3 N7 X (95 [X 127519 (Hidi 0x08003000 ~ OxO8004FFF)

R DRI A PRAC) SR B AR s SR R S P ¢ A L 3 T2 IN A7 XA o X 4511 (b
0x08001000 ~ 0X08002FFF)

1E FFEF 1 HATFIR lowpass_filter() LARGIE H: E 1
BRI G, X128 19B ENIR S %X, R XA4R 11 E WMER 22X, HEsy
AR ) 32 A2 o CLE B slib_enable() BR £k 5E i, 54 H Artery ICP Programmer 5¢ (4
WS FICP T A 5e ik B)
® 7 A FH P R R AT E 8 BR BOT P B 1) Sk SO B A S SO
3.41 724 H#4T (Execute-only) 15
T —Fh T H % (toolchain) #F F S BEE R, 1T AR (k4 27 A B 5t (literal pools) Rl 4y 3¢ 4%
(branch table)iX L 7E 54 AT I 2 & A e B 1) 8 245 5, #141"LDR Rn, [PC, #offset]"iX 3545
Lo KT CFM I SR T AT S IR EE 2.4 U .
LIKeil® pvision yfi], Keil® pvisionfs Execute-only Code Wit fifi e, ¥ 7 T

Keil® pvision: f#Execute-only Codei&Ii
BE T

®  EPECIUAFREA A AIMICTTAE, G AR EL LR (W AH R CIC AR AR AEfir_filter 4
® AR BN R R MO, B an AR (1) Option for File ‘arm_fir_f32.c’, w1 F &

Al 10. Keil 3# X\ Option FH

=4 fir_filter
%j arm_fir_f32.c -
$_=| arm_fir_init_f32.c ,ﬁ\ Options for File "arm_fir_f32.¢"... Alt+F7
j fir_coefficient.c Remove File ‘arm_fir_f32.c’
gj flr_fllter.c é Manage Project Items...

® ik C/C++ % 1 H[fIExecute-only Codeitlil, #4J5--execute_onlyfiy 2wt 2 #0249 i fE 1%
Hl TR E, W

2021.11.24 #/IATH &2 2.0.0
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H 11. Keil i%£# Execute-only Code

Froperties C/CH |

— Prep Symbols
Define: I
Undefine: I
In Language / Code Generation

[V Execute-only Code | [7 Strict ANSI C N

Optimization: I(defaulb LI [¥ Enum Container always int INl \Wamings jv

[ Optimize for Time [¥ Plain Charis Signed [¥ Thumb Mode
[ Split Load and Store Multiple [¥ Read-Only Position Independent [¥ Mo Auto Includes
[¥ One ELF Section per Function [¥ Read-Wiite Position Independert [¥ €39 Mode
Include
Paths I B
Misc I
Controls

Compiler | |-execute_only -ctq:u Cortex-M4fp -D__MICROLIB g -00 —apcs=interwork —split_sections -1 .\ \. =
control te=irar frersting -l .5 Nibrarieshemsishcmdcore_support - 4 Nibrariescmsis
string -

)4 I Cancel Defaults Help

® ARHIFEHH =AML T SLIB_INSTRUCTIONIX, 43 %l/2arm_fir_f32.c. arm_fir_init_f32.cfll
fir_filter.c, 1X=ANSCHRHST ZERECE =4 9 RPATAS

IAR : f#FINo dataread in code memory &I
B M7 A2
® LfEfir_filterfEH BN RSO, 1% bR B £ Option
B 12. 1AR # A\ Option FH

—=1 W fir_filter
arm_fir_{32.c -
arrr_fir_init_{32.c Options...
[5] fir_coefficient.c
2] fir_filter.c

Make

+

® N, 7E"CIC++"& [N AJikOverride inherited settingsPl }2No data read in code memory

2021.11.24 % 181 &2 2.0.0
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& 13. 1AR & C/C++%& D&M
Options for node "arm_fir_f3 2.c_ M

[ Exclude from build

Categaomn: | Owverride inherited zettings
Static Analysis
Runtime Chedking
Custom Build Preprocessor | Iiagnostics | NISE&-C: 2004
WISRA-C:1998 |  Encodings |  Extra Optiens
Language 1 | Language 2 | Code | Optimizations | Output | List

Frocessor mode

Arm
(@ Thumb

Fozition-independence

Dfode and read-only data [(ropil:
Dﬁeadrrwrite data (rwpil
Ho dymamic readfwrite initializati

Ho data reads in code memory

QK ] [ Cancel

® AKHIFEHH =AML T SLIB_INSTRUCTIONIX, 43 %l/2arm_fir_f32.c. arm_fir_init_f32.cfll
fir_filter.c, 1X=ANSCHRHTE 2L E =4 9 RPATAS .

3.4.2 ZHrzEEXFHLE
WHT T IR RN, RN AR S — R [X (sector 0)4x i FH SR AZ I b by i ¢, i LAAS S 8] 356 136 A
sector 4R 8 N Z 4K, Hidisector 12-192 184 %4 EIX, Tfisector 4-11/EMERE 224 E X .

NEDNENAF RIS KRAMBIER 731X . RAMA) I3 X 258 1 SLIBORY X AU -15 £ 35 ] 1
{9 AR FH AR 5 I RAMIT 77 £ A e 5 e i o

& 14. JaBIEF R ERFRE R RAM 51X

0x20000000 0x08000000
Vector table
User RAM User code
0X08000FFF
0x20003FFF 0x08001000
0x20004000 SLIB_READ_ONLY
SLIB used RAM - -
0x08002FFF
0x20004FFF 0x08003000
SLIB_INSTRUCTION
0X08004FFF
0x08005000
User code
0x0800FFFF
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Keil® pvisionfscatter file

IRUTR:

® I Project = Optios for Target->Linker % 1, H(HUse memory layout from Target Dialogi%k
T, RJ5ZEditie s Kt A slib-w-xo.sct 3 s, NI

& 15. Keil ¥ & Linker & &M

K Options for Target 'at_start_f403a’ @1
Device ] Target ] Dutput] Listingl Tzer ] C/CH ] A=m Linker ]Debug ] Utilities ]
I ™ Use Memory Layout from Target Dialog ¥/0 Base ’7
I~ Make RW Sections Posttion Independent R/O Base ’W
™ Make RO Sections Position Independent R/W Base ’W

I” Dont Search Standard Libraries
¥ Report might fail' Conditions as Emors

disable Wamings |

1
Scafter | slib ot . Edt...
BE \SID-W X0 St J

Misc —symdefs=fir_fitter_symbol b
controls

Linker |cpu Cortex-M4fp *o -
contral  |ibrary_type=microlib —strict —scatter " \slib-wxo sct"
string

[1):4 Cancel Defaults Help

® i JFscatter file J&, 7 EHIHE 4 % 4% X (SLIB_INSTRUCTION)FIR A5 1) H 5 3 14 (object
file) /il |4 NLR_SLIB_INSTRUCTIONM & FIN#k X, JEArri&iiexecute-only (+XO),
X R LA A B Nsector 12, K/ I8/ sector, [FAIRf I SLIB_READ _ONLY 5 A [X 2k
RE KR4 NLR_SLIB_READ_ONLY H& HIN#IX, G dm A 76K HAthJEIP-Code 1 b5
$emHERISLIBIX Y, RW_IRAM2 /2 #0x2000400050x20004FFF X B, 45 5 45 % 4 PR X Bk
IR, B RN T G 2ot FH P 1350 B B 2 R RAMIX B, 1M i AR 7 AT R A=
iR, W FR
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& 16. Keil scatter 1&58¢

LR_IROM1 0x08000000 0z001000 { : load region size_region
ER_IROM1 0x08000000 0x001000 { ; load address = execution address
#. o (RESET, +First)
#(InRoot$8Sections)
ANY (+R0O)

}

RW_IRAM1 0x20000000 0x00004000 { : user RW data
}.ANY (+RW +Z1)

RW_IRAMZ2 0x20004000 0x00001000 { ; RAM used for slib code
fir_filter.o (+RW +ZI)

}

; user can also use this section to place slib read-only
LR_SLIB_READ_ONLY 0x08001000 0x00002000 { ; slib read-only
ER_SLIB_READ_ONLY 0x08001000 0x00002000 {
‘Fj'r_rnP‘F‘Fj'r‘iPnf Q (+R0)
[ #armlibx (+RO)
H

}

LR_SLIB_INST 0x08003000 0x00002000 { : slib inst
ER_SLIB_INST 0x08003000 0x00002000 { ; load address = execution address
arm_fir_init_f32.o (+X0)
arm_fir_£32.o (+X0)
fir _filter.o (+X0)

}

LR_IROM2 0x08005000 0x0000B000 { . user code area
ER_IROMZ2 0x08005000 0x0000B000 { ; load address = execution address
}.ANY (+R0O)

FHMERE R R, EAEA *armlib* SR FH 3 1) RS R ek BN CARIE R4 € S T2
LR_SLIB_READ_ONLYIXANX 35, 75 EIXFF 1) J5 8 an aif T 22715 BTk

® |P-Code HFIMRAM, Br 7T LikpEscatter file Xz 7, AT LA HKeil 1
__attribute__ ((at(address)))#iid yooks A8 Hik B 2[5 2 1 1E0x20004000, U1~

& 17. KEIL 4875 SLIB f# FH ] RAM Hui-&ek

J#if  defined ( __TICCARM__ )
static float32_t firStateF32[BLOCK_SIZE + NUM_TAPS - 1] @ 0x20004000 :
Zelif defined ( __CC_ARM )
static float32_t firStateF32[BLOCK_SIZE + NUM_TAPS - 1] __ attribute| ((at(0x20004000)))

—end;f

® Ui 4 X (M AA AL B ysector 4 (0x08001000), ZHFIREGIE i ik 2% b8 AU FH 21 8 K
Ftihl, B 7 R R E K scatter fileJ7 Uz Ak, AT EUEAIKeil¥)__attribute__ ((at(address)))
FIR TONs H HOBCE B e ik, R

& 18. KEIL A%+ SLIB {3 F 1% Bt A& ek

IH1f defined (  ICCARM__ )

dconst float32 t firCoeffs32[NUM_TAPS] @ 0x08001000 ={
Zelif defined ( _ CC_ARM )
Iconst float32 t firCoeffs32[NUM TAPS]  attribute |({at{(0x08001000))) [= {

-fendif

IARKJICF file
SRR

2021.11.24 2R &2 2.0.0




?F ? AT32F425 Security Library Application Note

® JfJH\project_IOMAR_V8.2\H 5% T Wicf 3, #m=""8rim#x, wFiw, H4SLIB_RAM
[X B 0x20004000 % 0x20004FFF [ RAM R B4 25 55 v (1) R B4 FH

A 19. icf 304+ SLIB Huhik e X

/* SLIB read-only area */

define symbol  ICFEDIT region SLIB READ ONLY start = 0x08001000;
define symbol  ICFEDIT region SLIB READ ONLY end = 0x08002FFF;
/* SLIB instruction area */

define symbol _ ICFEDIT region SLIB_INST start__ = 0x08003000;
define symbol _ ICFEDIT region SLIE_INST end = 0xz0B8004FFF;
define symbol  ICFEDIT region RAM start = 0x20000000;

define symbol  ICFEDIT region RAM end = 0x20004FFF;

/* SLIB RAM region */

define symbol  ICFEDIT region SLIB RAM start = 0x20004000;
define symbol  ICFEDIT region SLIB RAM end = 0x20004FFF;

® (EICFCfrh, HEDKSLIB & M X AR BTk, 8 g 2R P4 HoAth JEIP-Code 1) e K HE 2
SLIBIX N, [FIH K IP-Codefi FH FIIRAMIX 5 {4 B4 2 sk

A 20. icf SCHH bk 5 EC

/* Reserved 0x08001000 ~ 0x08002FFF as SLIB area */

define region ROM_region = mem: [from _ ICFEDIT_region_ROM_start__ to _ ICFEDIT region ROM end_ ]
-mem: [from _ ICFEDIT_ region SLIB_READ ONLY start_ to _ ICFEDIT region SLIB_READ ONLY end ]
-mem: [from _ ICFEDIT region SLIB_INST_ start  to _ ICFEDIT region SLIB_INST end_ ]

define region SLIB READ ONLY region = mem: [from __ ICFEDIT region SLIB_READ ONLY start to _ ICFEDIT region SLIB_READ ONLY end ];
define region SLIB_INST region = mem: [from __ ICFEDIT region SLIB_INST start to _ ICFEDIT region SLIB_INST end ]

/* Reserved 0x20004000 ~ 0x20004FFF as RAM used for SLIB code */

define region RAM region = mem:[from _ ICFEDIT region RAM start__  to _ ICFEDIT_region RAM end_ ]

- mem: [from __ ICFEDIT_region SLIB_RAM start__  to _ ICFEDIT region SLIB_RAM end_ ];

define region SLIB_RAM region = mem: [from _ ICFEDIT_region SLIB_RAM start__ to __ICFEDIT_region_SLIB_RAM end_ ];

® |P-Code HIFIMIRAM, XA AT LLE AR @Hiid 7oK 28 $s & 2[5 5 7t #h k020004000,
B BkictetE, W

& 21. icf 30/ SLIB {1 RAM &k

place in RAM region { readwrite,
block CSTACE, block HERP 1}

/% Place slib used sram */
place in SLIE RAM region { readwrite cbject fir filter.o };

o Mgz A PEIX 44 B sector 4 (0x0B001000), ZEHFFIRIGEIEN: 5 B MM SN HH. 4K
{HE3 404 FEBEMTVIX_ ] a5 B MU C 7 Mx_tl adi SIS AL, ICF SO 75 2 R P
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&l 22. icf CfFH SLIB read-only X &

/* Place IP Code in instruction area which will be SLIB protected */
place in SLIB_INST_ region { ro cbject arm fir f3Z2.o,

ro cbject arm fir init £32.o,

ro cbject fir filter.o}:;

/* Place SLIE DATA (or CODE) in read-only area */
place in SLIB_READ ONLY region ro object fir coefficient.o,
ro cbject mTMx_tl.a,
ro cbject rtTM= _tl.a |};

J8 &% 2P X ARy

e H @& XE R Dhfe, A LR miRhs

(1) EHICPZIFTE Artery ICP Programmer(ZiHTR)

ZA§ FICP Programmer, &2 LL NG5

® EPAT-LinkF|AT-START-F425HR T L3 - H

® JFJ3ICP Programmer, i&#%HAT-LinkiE#:, SR/E¥INProject_LOYEHI4 B 5 7 t ITHEXEBIN
A, N

Al 23. K. E ICP Programmer

- y
[V Artery ICP Programmer_V2.5.01 = 5

File  J-Link settings ~ AT-Link settings  Target Language Help

Part Number: AT32F425R8T7  FlashSize: 64KB ’| ?r ?
AT-Link-EZ  FW:V15.12
AT-Link SN: 8C9D19510040A4440197E802 ﬁ 4‘% jj

0

Memeory read settings

Address Ox 08000000 Read size Ox 000003A8 Data bits IB bits VI ’ Read ]
File info
No.  File name File size Address range(0x) Add
1 project_10.hex 8192 08000000-08000317,08001000-08001D97,08
« [0 | 2
Flash CRC l l File CRC verify l l DownlLoad

Flash info | File:project_10.hex

Address range:[(x08000000 0x08000317] Address range:[0x08001000 0x08001097] Address range:[0x08003000
0x080031081 Address ranoe:[0x08005000 0x08005E431 checksum: 0x000C332E

Address o 1 2 3 4 5 & 7 E:d 9 A B C o] E F e -
4 (168 |00 |20 |01 |50 (0O |08 (4D |50+ (00 |08 |45 |50 |00 |08 @:l—l
Onc0B000010 4% |50 |00 |08 |25 |50 |00 |08 |C1 |50 (OO (08 (OO (OO |00 |00 |IP.
(e (AN nn nn on W o nn on W o nn on on 51 50 on nR

® P NEEE, SHBUNEGET I, MU S BoRSLIBRPIRA KA SEL, e TG
X. $8 TR IX FIAE R m X, E B FH 25 i50x55665566 (7] [ 5 X)If/a)i% i FISLIB, #R)5H#
T N4k, BPAT 58 sFR 7 IR R IE IR FHSLIB, Wi R

# 23| k7 2.0.0
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B 24. RETHREHSHK
[ [ DownlLoad Fo_;-r_n;— R — l o S| )

sLib status
sLib status: Disable

Enable password {x 55665566 Main Elack
Disable password Ox Start sector [Sectordl——ﬂxﬂgl}{}l{}t}ﬂ v]
INSTR start sectof| Sector12--0x08003000  ~|

End sector |Sector19--0x08004C00  ~ |

Extra options

[Erase the sectors of file size v] [7] Disable sLib before download

»
Verify Enable sLib

[7] Disable FAP before download

[] Jump to the user program [] Enable FAP after download
[7] Write software serial number(SN) lBasic access protection - »
I 08010000 [7] Button free mode
i 00000001
00000001 |

[] Write user system data

Start Download

KT ICP Programmerff 4t B, 152 #ICP Programmer ' F it

(2) FEHEHERFmain.cZHKslib_enable() &%k

FEAREPE I SR HON IR EPAT IS — IR 3, BinT DUB 22 FE X R DhRE . BT %, R
FAEmain.ctPf#ifE #define USE_SLIB_FUNCTION E[#],

3.4.4 Project L0 HATIHE

FEHTEEF, FIRMGIEJED: 28 2 £ R HE A LKHZ 2 15KHZ IE 5% 3 4 N\ & 5
testinput_f32_1kHz_15kHz fiit5, 155 % FI1IKHZ IE5Z B 885 A7l BltestOutput, SR )5 23 R il
Je FIMATLAB i+ 54 HAFIAE refOutput 7 A BICHR 8 bEoer s an 545 Z2 48/ T PO B (PR EESNR R
THOLEIIIR), T BB ILEDIT 22— LR, K2 ELEDIT —EINKR, TFEZ
Project_LOF#ENLRE
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& 25. Project_L0 HATVHFE

-
i

LED3 toggle
continuously

Execute
. User button
system rest to activate
SLIB Pressed ?

T yes
v

Green LED4 on Execute
FIR filter
3 seconds
test
Yes

Check
FIR test
result

SLIB
Operate
uccessfully?

Success

SLIB
already
enabled?

No Enable SLIB

Yes

\4

Green LED4 toggle
in infinite loop

TPATITEGIRER, IR T FD IR

1)
(2)
(3)
(4)
()

(6)

1 FKeil® pvision Tt & \utilities\AT32F425_slib_demo\project_I0\mdk_v5\H 3¢~ ffJProject_LOIi
H, JEBmE.

EFEMRIBZAT, e AAT-START-F4254 T8 2 15 B4 A SLIBEEE 5 -3
(FAP/EPP), Unfffy, miif/cHICPZI T HM X LRy #Rikbs, S5 N,
NEBIE IR EIITE, 2F BT ERLED3T RRE: P N AR

¥ AT EUSERY A, Mo T KIE g A s .

bextiz B2 R, HEERIEH, SOLEDMT SFFENNR. R, MR EBLED2ST RFEEN

$F o

FEEEATEE RIERRIIALE T, dnEmain.cHH USE_SLIB_ FUNCTIONF # € X Hits A oA 8 F it

# 25W k7 2.0.0
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SLIBIJiE, mi<siiTslib_enable()si# =X BESLIB, & KB R, LLALED2M & HREE. &
WHE Y, ZRELEDALT & fHsm 43R R fF HUT R 4t E B (system reset) KA 2ISLIB. A G FEF
PRI {C)R

3.4.5 AL RS R O
L (header file) BRAF 5 5 X A% (symbol definition file) & 2 % 1 5 ¥ 6l Project_L17E{H FIFIR
fICIB IR s U FEEA B 236, st R&main.cHh &L ifir_filter.h SCHF.
FF5 8 XA 7= H 7 32 R F 1) T2 EL % (toolchain) AH 5

f# FKeil® pvision F=AERFS & UM

JHEWR:

® it Ottions for Target = Linker ¥ i€ [

® 7f Misc controls iX—#%, ¥ il--symdefs=fir_filter_symbol.txt #r4, 1~

& 26. ¥ E Keil Misc controls 1

r K Options for Target "project_0" [éjw
Device] Target] Output ] Llstingw User ] C/CH ] Bsm Linker wDebug ] Ttilities ]
[~ Use Memary Layout from Target Dialog %/0 Base: ,7
I~ Make RW Sections Position Independent R/O Base: ,W
[ Make RO Sections Position Independent R/ Base ’W

™ Dont Search Standard Libraries
Iv¥ Report might fail' Conditions as Emors

disable Wamings: |

Scatter | \gli ;
h ‘.sllbwm.sd D Edit...

Misc| |Symdefs=fir_fiter_symbol bt

controls

Linker |—cpu Cortex-M4 "0 -
control  |[Hibrary_type=microlib —strict —scatter " \slib-w-x0 sct”
string

0K || Bormmeil || Defaults Help

® EWmMIFEANUIHG, fEproject I0\mdk v5\Objects Hzg Fulhes 4 — 14N
fir_filter_symbol.txtf{1#5 5 5 XA
® XANFFEE NS TEAIH AT E L, TR EEN,  RORE 2 A 2R R
TEPEDL R S, RS Rfir_filter_symbol txt 2 R Wi~
A 27. B5UEH fir_filter_symbol.txt B

0x08002001 T FIR lowpass filter

R AR AERFS 8 U
JIEWR:
® % Project->Option->Build Actions

2021.11.24 # 261 &2 2.0.0




ll?l_ ? AT32F425 Security Library Application Note

& 28. ¥ E IAR Build Actions % Ii

, |

Categony:

General Options

Static Analysis

Runtime Checking
CfC++ Compiler
Assembler

Euild Actions Configuration

Pre-build command line:

Cutput Converter
Custom Build [:]
Linker | FTOOLKIT_DIEF\binhisymexport. exe ——edit “FPROT_DIRhst [:I:]
Debugger
Simulator
CADI
CMSIS DAP
GDB Server
I-jet/ITAGjet
JHink1-Trace
TI Stellaris
Nu-Link
PE micro
ST-LINK
Third-Party Driver
TI MSP-FET
TIXDS

QK. ] [ Cancel

® JSRISTE Post-build 217 AL Fr 4

$TOOLKIT_DIR$\bin\isymexport.exe --edit "$PROJ_DIRS$\steering_file.txt"
"$TARGET_PATHS$" "$PROJ_DIRS$\fir_filter_symbol.0"

® kit fir_filter_symbol.o &% HIWFF 5 € L, steering_file.txt Ji#Eproject_IO\iar_v8.2H
SN, R RIEFE AR KA TS, FEARYE 2 X M N AT FahdmiE, WA
T, FHrshow" & FH SRi% £ o 20 iy 4

B 29. 4% steering_file.txt HZE

show FIR lowpass filter

3.5 Project L1: &M yap

Project_L17i <> FH B EProject_LOHLF, I A2 FIATI2F425:8 v 1) T A7 H Bk
SLIBAH HFIRMCIEJEN 2L iR, 3 Project LOFRALMISLSCE . 55 & SUSCHF BA KL 32 A X B
1%, % P inr L2 Project_L1{5

® v —ARHIH

® 5| fHProject LOSAL ST K 555 € AR T H B

® Ui HFIR{IGIE JE U 5 2R %L

o JFRIFHIH P B N HESF

EREI:

Project_L15Z5if# i IR Project LOFF A& i —#F i) T &5 K AH R IR A 9w B AR /7, AR T RE 2 R
AR SRS I 0] L, TG fE H Project_LOFE LIRS . FlanAyal+ Project_LOMEH I /Z2Keil®
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uvision V5.18.0.0 , JSProject L1245 FH [EIHE 13X AN ARAS .

3.51 B HAFRIMNAIE

K AProject LOJE F 2 E X © 4 T —2e5 e = N7 X, Project LIS A2 ]
Project_LOFZAE 1) 3= [N AF X He WA ke g HERCE kit . 328 ey ) 5 A7 X Heme i, Horbsector 4
Fsector 19N & FEX TS A, 2 P 7 48 Hlinker control filed X /N X b7 2k, 8 L7
Y PRI B R HEBX AN X3, 7R

Keil® wuvision Hjscatter file

A2 project_I1\mdk_v5\ H3tfflend_user_code.sct3xC 4, ¥ EINFESS VIR A X He, a2 1
K X IAHESLIBIRI X . 1EAh, RAMIK X 18 tH Z % Bf 0x20004000-2 Ji= ) X 38, 41 ]

A 30. &85 scatter U4

LR_IROM1 0x08000000 0x00001000 { : load region size region
ER_IROM1 0x08000000 0x00001000 { : load address = execution address
#.0 (RESET, +First)
#(InRoot35Sections)
}..m' (+R0)
RW_IRAM1 0x20000000 0x00004000 { : EW data
CANY (+RW +Z1)
- 0x20004000 ~ 0x20004FFF RAM reserved for SLIB code
}
. 0x08001000 ™ 0x08004FFF is SLIB area
LR_IROMZ 0x08005000 0x0000B000 : load region size region
ER_IROM2 0x08005000 0x0000B0O00 { ; load address = execution address
.ANY (+R0)
I
IAR BJICF file

AZ M project_l1\iar_V8.2\ H 3k Tenduser.icf3 {4 H i T B H#87>
Bl 31. B%UEH icf 3XfF

define region ROM regicn = mem: [from __ ICFEDIT region ROM start to _ ICFEDIT region ROM end ]
—mem: [from _ ICFEDIT_region SLIB_start  to _ ICFEDIT_region SLIB_end ];

define region RAM region = mem: [from _ ICFEDIT region RAEM start_ to _ ICFEDIT region REM end_ ]
— mem: [from _ICFEDIT_region_SLIB_RAM_start_ to _ICFEDIT_region_SLIB_RAM_end_],'

3.5.2 FEHFMARFS & XX
Project LOATF=A 455 & U HHir_filter_symbol.txt Zi s i Project L1 H B, 7 REHE IERAIK)
S T 4E 45 BISLIBLRY X IACHD
fEKeil® uvisionHIIAFF S e 0
TREFRs Infir_filter_ symbol txtiX AT 5 5@ X0, an R K-
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E 32. ££ Keil i\ symbol definition file

{1 uszer

[d bsp

[ firmware
[J cmsis
=) L—FirFilber
_1 fir_filter_symbol.td
[ readme

R se A fir_filterfe 45, I A0R & SRR U Object SUAF, 1A A2 JFUR O STAR (text) SCAF,

BT
B 33. BEAF S SCOUFRIRELY Object file
kA Options for File “fir_filter_symbaol.txt" @1
Froperties |
Path; &1
File Type, ¥ Include in Target Build
Size! i 7 Bytes K
last change: |F|1' May 21 11:14:16 2021 4
-
Stop on Exit Code: |No1 specified J 7
Custom Arguments: |
Memory Assignment:
Code / Const: ‘:dafauﬂ: ﬂ
Zero Initizlized Data: ‘:dafau?t) ﬂ
Cther Data: ‘:da{au?t) j
0K | Cancel Defanlts Help
= \J
FEIARPIIALRF 5 & SO

Hfir_filter_symbol.o iX-Object>Z - hn2ifir_filterfFHEI A, T &
& 34. 7£ IAR HIMNFF 5 & Lo

= @ project_I1 - at_start_f._. +
M bsp .
B crsis ™
=] R ffilter

\i [ fir_filter_symbol.o
fiFrrwrare &
M readme
M user ™
B Output

3.5.3 HH SLIB R X K1

Hfilter.hk XA Bmain.c 51 BAFS € OCHHB IR AN AT H 22 J5, DR DX AR ERIE % 25 2R 20k 7T A
B J7 T

2021.11.24 # 291 &2 2.0.0




ART

? AT32F425 Security Library Application Note

3.54

3.5.5

2021.11.24

FIR_lowpass_filter(inputF32, outputF32, TEST _LENGTH_SAMPLES);
Horr:

® inputF32: R SMANG TEIERIIRE

® outputF32 : F&[AIf7 i G T AR R R &t

® TEST LENGTH SAMPLES : AT H{E SHEASL

Project_L1 /T E

Project_ LIFHATRAELI T B, WA F:

®  JTHAHAT JELED3AT &4 4L N 1k

® % FAT-STARTH( T LIJUSER %4, FIR lowpass_filter()JF#A#0z 5

o NIZHLERIER, SRELEDARESEINER, iaH s R RN B LED2KT FFSE N HR

& 35. Project_L1 {2 A

L)
i

LED3 toggle
continuously

User button
Pressed ?

yes

v

Execute
FIR filter
test

Check
FIR test
result

Green LED4 toggle

N “@—Success
in infinite loop

VAR K SLIB ££3

20 PRI R SRR, S HETFR TRHIFRAN, DURELIKel® uvisionJyfil,

R, SLIBUHAT By b ORd X AR B A3 1) 77 s B
® JTJHProject L1 H JF 5 ¥4 ¥
® iiili"Start/Stop Debug Session”#k N i i,

YLATE

® {i’Disassembly” % [ siii¥ihn A5, #4 )51+ Show Disassembly at Address”, 41~ &

% 30
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B 36. # A\ Show Disassembly at Address

| - | | = = | L=y minstaters v ¥ M| W WU wR (T N
(DB B =k O @8- 3 - -
& Disassembly R B
«| [ oxoso03Esz 4770 BX i ~
b 94:  AT32_Foard Init():
a5:
38: /* Configure Flash to gencrate ||v | Mixed Mode error occur +/
{®0x05003E54 2804 cup 0D Mod
0x08003ES6 D106 BNE 0x080 B ORE
27:  Enskle Flash_INT(): Address Range ’
26:
5ot Show Disassembly at Address...
100: /% Wait Tor KEY bUCTOn to be | setProgram Counter
0%0B003E58 4904 LDR ELULE oy o .
0x08003ESA 6809 LDR 1, [N =
E;: :lhlle(ATSZiﬁHTTONistatEtBUTTON P
0%0SO003ESC FOS10104 ORRS r1,r1 O Enable/Disable Breakpoint ctri=Fs
0%0B003E60 4208 LDR £z, [p
| loxosoosesz e011 STR 1, [r| InsertTracepoint at 0x03003€54'.. B
104: Delay ms (300} Enable/Disable Tracepoint
105: 3
i06: Inline Assembly...
107: /* Turn Off LEDI */ Load Hex or Object file...
0%08003E64 E0OS B 0x080
0%08003E66 4507 LDR £1 [P instructionTrace N o
ole Execution Profiling » >
] main.c % Insert/Remove Bookmark ctri=F2 v
2 H} GallStadk 3y copy Ctri=C B

L Lib Wl.x.xhiTUtilities) ) AT32F4034 3 Name Tocation/V... Type

® i ASLIB_INSTRUCTION;Z 45 fii [X sector 12f#Hi41:0x08003000

K] 37. #% & Show Code at Address

Show Code at Address @

Address:

(<03003000 Go Ta | ‘

A] DU 2 hE0x08003000i% HLFF4h, A 24AKAL# & 0x00000000
& 38. RILEE

Disassembly
0x08003000 0000 MOVS rd, rd
0x08003002 0000 MOVS rd,rd
0x08003004 0000 MOVS rd,rd
0x08003006 0000 MOVS rd,rd
0x08003008 0000 MOVS rd,rd
0x0800300A 0000 MOVS rd,rd
0x0800300C 0000 MOVS rd,rd
0x0800300E 0000 MOVS rd,rd
0x08003010 0000 MOVS rd,rd
0x08003012 0000 MOVS rd,rd
N=NANN3INT4 000N MOTS .0

®  [fFEHhfEMemory & 114 AOx08003000f Mk, th4xF #4342 0x00
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& 39. Memory & O &F Y

Memory 1

Address: |(x028003000

0x08003000: OO0 00 OO OO0 OO Q00 OO0 OO0 OO0 OO0 00 OO0 00 00 00
0x08003022: 00 00 OO OO0 OO OO OO OO OO0 OO 00 OO0 00 00 00
0x08003044: 00 00 OO 00 OO OO OC OO OO0 OO0 00 OO0 00 00 00
0x08003066: 00 OO0 OO OO OO OO OC OO OO0 OO 00 OO0 00 OO0 00
0x08003088: 00 00 OO OO0 OO OO OOC OO OO OO 00 OO0 00 00 00

® {EMemory% H, %iASLIB_READ_ONLY {246 i [X sector 1114008001000, [KJyix A~ [X
SV D-Code #f M 21, Fir LA nT DUE 21 i Sk i) B

&l 40. Memory & N #%E SLIB_READ_ONLY &4 7T

Memory 1

Address: |(<08001000

0x08001000: 40 EA 01 03 5B O7 03 DO 0% EO 08 CS 12 1F 08
0x08001022: 70 47 DZ B2 01 EO 00 F8 01 2B 49 1E FB D2 70
0x08001044: 20 46 10 BD FO B4 80 EA 01 02 D4 OF 42 00 BZ
0x08001066: C1 F3 C7 52 4D 1R 20 2D 35 DA C1 F3 16 01 41

S5F 23 DO C4 B1 01 2D RO EB C3 50 09

0x08001088: B3 EE DO

TEAAS 8 0 1 X% 0x08003000 Y i 24 12 4, FLASH_STSZ 7258 IEPPERRAL B ™17
HEs, BoRERRAEEH

& 41. SLIB Sllii

IR I P P

B STS
QDF B
EPPERR
PRGMERR [
OBF o

WRA MRS R R, REEHATRE T LS N R TR 7 B
E 42. 5P RPN

115 void FLASH IRQHandler (void)
116 5 {
> 117 ‘ irf (flash flag get (FLASH EPPERR_FLAG))
1188 {
119 flash flag clear (FLASH EPPERR FLAG) :
120 delav_ms (500) :
121 + }
122 |}

2021.11.24 #3227 &2 2.0.0




AR

AT32F425 Security Library Application Note

4

4.1
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Ti R L P AR ES & T HRERE

J7 i A it P ARIS BETH SE UG, TRE N ERBIE - AMCU, X K B & B AR ) 22 4 )
e PUR A ANE R 8B AL P 2%, 11982 LA Project_LOFIProject_L1 4.
B R BIAT-LINK I B 28 R #8,  PEHREE v LAS 2 ICP A SO S AT-Link i F SCRY

7 RN 2 3m P ARES 235l e R

J7 F R ek SLIBUISEIMCU, 2R )5 Zum A P R R N AR EIMCU, BB :

(1) FEA: J7 R i e il TRE  SLIBHR 4 ARS8 1L ICPE U AR /7 I BIN B E HEXEYS : Sk
A TR T HBIMCUULR ARLE SLIB X FAPEES R), ARG E A G4 SR TN RE U M. SLIB
#8454 (0x08001000~0x08004FFF), il i ICPAR -1 SCAE- 174t s B 7 A7 N HARAE N
BINEZHEX, #IFEHBINY A4 HMslib.bin, 1T &,

A 43. {7 SLIB {55

[ Artery ICP Programmer_V2.5.01 = ot S
File | J-Link settings ~ AT-Link settings  Target Language Help
Save file a.
T32F425R8T7  FlashSize: 64KB ’I _\)l_ _\J
| Save flash data as... - VL5.12 .
Make encryption file D19510040A4440197ES02 ?&' f'tT 77
Exit 0
Memory read settings
Address Ox 08001000 Read size Ox 4000 Data bits [8 bits 'l l Read ]
File info [
No.  File name File size Address range(0x) Add
1 project_|0.hex 8192 08000000-08000317,08001000-080010497,08
4 LI 2
Flash CRC ] File CRC verify ] [ DownlLoad ]

Flash infa | File:project_|0.hex

Address range:[0x08000000 0x08000317] Address range:[0x08001000 0x08001097] Address range:[0x08003000
0x080031081 _Address ranae:[0x08005000 0x08005E431 checksum: 0x000C332E

Address o 1 2 3 4 5 & 7 8 9 A B Cc D E F At ~
40 |16 |00 |20 (01 |50 |00 |08 |4D |50 |00 (0B (45 |50 |00 (0B @«
008000010 43 |50 |o0D |08 (25 |50 (0O |08 |C1 |50 (OO (0B (OO (0O |OO (OO |IP.
008000020 00 |00 |00 |00 |00 (OO OO |OO (OO (OO (OO |00 |51 |50 (OO (0B ...

FIVEB: 75 ZE R R o B 58 A LR B P AR binkg UK S, B A SLIB X Seonf B ) — B, il an
FEKEIL TR, userikdiirh 7 infromelf.exe --bin --output .\Listings\@L.bin 'L, & s 5 [F 44 (1 bin
B4, Bt R SLIBEL SRR I G 2842 binkk 3, A5 1 2 VER_SLIB_INST.binfll
ER_SLIB_READ_ONLY.bin, X} )5k /:0x080030004 1 B [ SLIB-INST S 44 F10x080010003k i
EXHSLIB-READ-ONLY X4, tnFE
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& 44. ARk SLIB B E 4 bin S04

| Linker | Debug | Utilities|

Device | Target | Output | Listing User  [cior | em

Command Items User Command Stop on Exi... 5.
[ Before Compile C/C++ File
I~ Run#l 3 Mot Specified ™
[~ Run 22 3] Not Specified T~
[=]-Before Build/Rebuild L ER_]RDM].
[~ Run#l 23 Not Specified T
I~ Run#2 3] Mot Specified T L EE _IROM2
(=) After Build/Rebuild
¥ Run=l fromelf.exe --bin --output \Listings\@L.bin IL J..?J Mot Specified | ™ |1} ER_SL]E_]NST
[ Run=2 Not Specified ™
] et (| | ER_SLIB_READ OMNLY

(2) ¥binEIICPTH, fEZ4kixFIMCU, W FE
[ 45. ICP £kt MCU

s 5
[ Artery ICP Programmer_V2.5.01 =] ® | - pownload Form [
- s o = e i
File  J-Link settings ~ AT-Link settings  Target Language Help sLib status
Part Number: AT32F425R8T7 FlashSize: 64KB __:1 ? ?
Ty Eainrs = Enable password Ox Hrposhion:

Disable password Ox

Disable sLib

AT-Link -] AT-LinkSN: 8C9D19510040A4440197E802 ﬁ 4‘_:}5 ktart sector Sectord-0x08001000  +

0 ®

INSTR start sector| Sectorl2--0x08003000 hd

End sector Sector19--0x08004C00  ~

Memory read settings

Extra options

Address Ox 08000000 Readsize Ox 00000318  Databis [8bits ~| | Read | [Erase the sectors of file size ~| L] Disable slib before download
File info Verify
N - Add [C] Disable FAP before download
el e ebeerrrr gt
1 ER_SLIB_READ_ONLY.bin 3480 08001000-08001D97 [7] Jump to the user program [ Enable FAP after download
2 ERSUBINST.bin 268 08003000-08003108 [F] Write software serial number(SN)
‘ . 2010000 [7] Button free mode
00000001
Flash CRC ] [ File CRC verify ] [ DownLoad ] |
P 00000001
Flash info | File:ER_SLIE_INST.bin l
Address range:[0x08003000 0x08003108] checksum: 0x00007183 [ D Write user system data
L
Address 0 1 2 3 4 5 & 7 8 9 A B c D E F AL~
2D (E9 |FF |47 |06 |46 |OF |46 |90 |46 |20 |25 |4F |EA |58 |19 -"(|;
0x08003010 44 F2 |00 |03 C2 |F2 |00 |03 41 |F6 E0 42 |CO |F6 |00 |02 |D?
[l
0x08003020 D (21 |01 |AB |00 |95 00 |FO 5C (F8 |00 |24 |OC |EO |04 FB |Io7 I
0x08003030 05 |(FO |07 EB |80 (02 |04 (FB |05 |FO |06 (EB |80 |01 (2B |46 |o% L |
(08003040 01 (A8 |00 |FO |05 |FB8 |64 |I1C |4C |45 |FO D3 |BD |E8 |FF |87 |o7
L Start Download Close
[ e T T Ty

(3) EiFEITICP T AL B 2 4 H TARAEFIAT-Link, RJG4ITAT-LinkE & #IMCU, {147

BT H LR .

2021.11.24
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B 46. AT-Link B £33 %] MCU

-
i AT-Link Setting o g |

AT-Link settings | AT-Link offline config settings |AT-Link offline download 5tatu5|

Offline project I v] Delete m

bl
Project name  slib_project_I0 Device [AT32F425 - ||AT32Fa25R8T7 -
[ il | P A g0 4, loca... Add
1 ER_SLIB_READ_ONLY.bin 3480 08001000-08001D97
2 ER_SLIB_INST.bin 268 08003000-0800310B
| 1 | + R
Erase option |Erase the sectors of file size ']
[] Download times Download interface
[7] Encryption transmit Verify [] Reset and run
[] Write user system data
[T] Enable FAP after download [] Boot memory AP mode
lAccess protection 'l Key:(0x) (OxA35FED24)
| Software serial number(SN) | SPIM settings | sLib settings |
Enable sLib W E R
sLib enable password Ox 55665566
= Start sector ISectora--oxoammm v] I

[] Disable sLib before download INETR start sector [Sectgrlz..omm v]

End sector ’SectorlQ—-Oxoamd-OM v]

’ Load parameters l ’ Save parameters l

Open project l l Save project file ’ Save praject to AT-Link l l Close l

(4) A PyR2EiE PR3, A ERIRSAFSLIBE /A IMCU,  IEETSLIBIRZA 2 B2 )a .
28 3 FH P 38 1L AR 2R R B 1 s B ARG RIMCU SE UM L S, AEZR BRI A
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& 47. &3 H Pl RS E MCU

I Artery ICP Programmer_V2.5.01 = by i Dawnload Form | EE =
File  J-Link settings ~ AT-Link settings  Target Language Help sLib status
Part Number: AT32FA25R8T7  FlashSize: 64KB /l?r ? -
= s Enable password 0x 55665566 slib position: Main Flash -
AT-Link-EZ ~ FW:VL5.12
AT-Link | AT-Link SN: 8C9D19510040A1440197E802 ?&— [f# jj Disable password Ox Start sector Sectord—0x08001000
B
Disable sLib INSTR start sector|Sector12--0x08003000  ~
0 @
i End sector Sectorl9--0x08004C00  ~
o ‘
Memory read settings Extra options
Address Ox 08003000 Read size Ox 0000010C Data bits 8 bits ~ Read [Eraselhe sectors of file size ~| [ Disable sLib before download
- [7] Verify [¥] Enable sLib
File info
Disable FAP before download
g che = Add o
1 project_ILhex 6952 oaoononor08000307‘osnnsoonroaoosalF Delete [] Jump to the user program [T] Enable FAP after download
[l Wrie software serial rumber(SN)
05010000 [”] Button free mode
« ) v
00000001
Flash CRC I [Fi\e CRCverify] [ DownLoad
00000001
Flash info | File:project_|1.hex
Address range:[0x08000000 0x08000307]  Address range:[0x08005000 0x0800681F]  checksum: 0x000A4CE9 [C] Write user system data
Address o 1 2 3 4 5 6 7 8 9 A B < D E F -
38 |13 00 |20 |01 |50 |00 |08 |CB |57 00 (08 |C3 |57 00 |08 B:‘—I
0x08000010 C7 |57 |00 |08 |A3 |57 (00 |08 |41 |58 00 |08 |00 (00 |00 |00 |
0x08000020 00 (00 (00 (00 |00 00 (00 (OO0 (00 |00 00 (00 (CF |57 |00 |08
0x08000030 A7 |57 |00 |08 (00O (0O |00 |00 |CD |57 |00 |08 |D1 |57 |00 |08 b 4
0x08000040 18 S0 00 08 |1B (S0 |00 03 |18 |S0 (00 |08 A3 |57 |00 |08 | Start Download
e e R L J

4.2 ﬁ%ﬁﬂl%ﬁ#ﬂ% PARIBAE IR

ZE T IO SLIBACHE AN ity FH 7 1) S FARAD 2 4 31— /NS4 H TR, WLAT-Link B2 — KT
%@JMCU, i L

(1) T Erik gn e se i LRI b — S iR v A B, #32ISLIBHE /4 IBINAY
(2) FEEIELICPHIVEE LI H TR RZRIPC, afLIEE A FREE SMSH, tLanfRs T
HH DUH U EAT-Links FEGERRJEITIEFAPSE, (RAAELIH LA NE

TER: BT H LR G CAZLNE, ilh— 18T <2 7 F rid i Llggslib.oin 4/ 1F 501 f19slib.benc
AT PR IIZY B 2E T H LFE, (HUEIT 725260 H L FE R BE XN B VLB 2 BT HIAT -Link LA GE1E/T
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Kl 48. HHEE&IE TR

-
I AT-Link Setting

- P—

(=] fisem)

Offline project I

AT-Link seftings | AT-Link offline config settings |AT-Link offline download slalus|

Project name  slib_praject Device [AT32F425  ~|[AT32F425R8TT -
Pl s Actdressramgetor orage loca... | Add

1 ER_SLIB_READ_ONLY.bin 3480 08001000-08001D97
2 ER_SLIB_INST.bin 268 02003000-08003108

< i ] »

Erase option |Erase the sectors of file size

)

[] Download times

[ Encryption transmit Verify
[] Write user system data

[7] Enable FAP after download

| Access protection -

Download interface

[] Reset and run

[£] Boot memory
Key:(0x)

‘ Software serial number(SN) | SPIM settings| sLib settings |

AP mode

(0xA35F6D24)

Enable sLib
sLib enable password Ox

55665566

[] Disable sLib before download

Iain Elash

Sfart sector

Epd sector

Sectord--008001000 -
INSTR start sector | Sector12--0x08003000 -
Sector19--0x08004C00 -

(Lot prrameters | o poramoters |

Open project I l Save project file

[ R e e LR H e ]

ol [

-
1 AT-Link project file settings

This project is only used at the specified AT-Link.
AT-Link SN : D4C354230040B56D01973402

This project is only used once.
AT-Link AIN : 6822BFA8CD19AT19

Eagcch

3

2021.11.24

i P E RIS AT H TR, MICPITITIUH SCAF, TR ARANSCARShBE, AT LA IS AR &
DENZELIIH TR, AR5 R ZIPCHE EIAF MR RIAT-Link, I HAT LTS B5E R AE,
L H SR 340 T B
TERE: JIBTIEACIS I 5 BemEF X, BT2e T H L RE AR CH A R B E AN T 2, P A g By K vy

TEFF RN & i B -

®3ITW

hRZs 2.0.0
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E 49. BB E SC4F

-
17 AT-Link Setting

A — e — .

AT-Link settings | AT-Link offline config settings |AT-Link offline download statu5|

- ] Delete

Erase option |Erase the sectors of file size

Nrite user system data

naple FAF arter aownioad =]

Access protection Key:(0x)

Software serial number(SN) | SPIM settings | sLib settings

Offline project l
Project name  slib_project_I0 Device |AT32F425 AT32F425RETT
Mo, File name File size Address range(0x) Storage loci = i Add
2 ER_SLIB_INST.bin 268 08003000-08003108 [ pelete
3 project_|Lhex ri 0E000000-08000307
A mentact 11 hoaar A1TA NOANEANAN NSNNE01E v
] 1 b

e sLib position

e SxrEERE:

Main Flash

Sectord--0x08001000

sectorld--0x08004C00

Sectorl2--0w08003000

2021.11.24

Load paran Save pa
| |
l Open project Save project file Save project to AT-Link l Close ]
This project is only used once.
This project is only used at the specified AT-Link.
— — T — ———— ~———
- aEaas—— - - S SE—— — ——

% 381
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5 RAEHE

R 2. XHEBEAIE
HH# %S Byl
2021.11.24 2.0.0 | ¥IEEA
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ETZLRA - HFAsE

ST EAT FSTREASCIRMERE 777 AR 55 (KRN R JO AN AR 5 1 5 5 P A S AR 0 7 B AR 35 A G KT A 54T

T RIS A IR, AT DAEATT7 2T TR BGHAT A W78 BB R B4R AL BVF AT o A SRASTR AT 733 S AR AT
B EURS, ARAATERS A ] A =05 7 iRk 55 SRR R R TR, S N Je DME T 7 2UAE A T
L5 = 7 7 i B8 35 BCH P T R P AR DRALE

FRARFERERE I I Ak rh A B, I, R R 07 ) P A s AN AT T R BRI RE, BB IR T4 &
EERERSE RHARYEE T ) 4 X B A R 50D, BURIAERT & F] . RSB A R B BRR RALE .

HERS 7 IF AR B R TTH T ORI M (A X VEAREA ZORIOB AL, Blln: AfySCie. BaEA RSB 7 Mg 2 2
R ARG (B MR (O MIRRHEMIRIEE: (D) (3%, H/sl (B) HAbrTReSBASHH . Jer LUr=4E MR A . SR
B BRI T RIR R, RIS R e AR o At T TR A, XU BV R ST b RO G SRR AH LRI R ) 5 S w2 ] o
R AT IR HEAIL R .

ZERH BUHERE 777 0 SR T AR SCRS rh 4R A B 7 R BB R LB K S RIS BURERF ) 106 ARSI RS 07 SR 5545 T B RAIE
KA IFHAR DRI 2 sl IR I AR 53 4E

© 2021 HERF IR REPTA A
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