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ik

H AT Bk 2 B s 28 (MCU) B 75 2245 H 21 52 44 0 500 S (Al - o 7 %€ (middleware solution),
PRI, o] CRAP A 5 S8 R R I R 0 B E SRR P AU S (IP-Code), 8 A ks il 4 S
— TR B R

R —HEER TR, ATI2FA13 R G T 224 FE X (SLIB) M Dfe, AR 1k E 2 1) IP-Code 4 i
F P RS P OB e s B, 3 s BOR 1R H

ASCREHE VEGH IR AT 32F 413 F 471 22 4 2 IX 1 I P Jo BHLRH R AL FH 792
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RLH R

T4 X S R
O i LU IR B DN 47 s 46 g 00 R X (R0 e IX), E O R 0  O

AT R M X 3, DA BRI iR, HoR s B F X AT DL A 4 2 i & 5 iR AT
TR K

@A BE X R4y AR A 224 E X (SLIB_INSTRUCTION) & % 4% %2 4 JFE X
(SLIB_DATA), H Al @EHE MBS E BN 22 EXAFRIELS, HALFENSZEEKX
T2 TR -

it & % & FE X (SLIB_INSTRUCTION) I 1 #2 7 A A5 X & B MCU % i 1-Code & 45 $UHX
B2 (I AE P AT), A EEIE I D-Code &t 28 DL sk B4 (19 7 5K 13 B (L & ISP/ICP &
15 BL & NN B RAMS B I FE ), LAk B S 4 19 77 X 25 97 I SLIB_INSTRUCTION
W, 3 3 ol 4 # =2 OxXFF.

4 22 4 PE X (SLIB_DATA) ) £ #5 X Gt i ik D-Code i it L, AREE A

4 R X I FE AR ES R B iE . BR AR ON IEFA A SRS, 5O ik e B . R LA IE
MR, X2 X AT S NSERR, B S EFLASH_STSH 17 %4 EPPERRA. & "1"
P,

Zui P AT = INAE I B 7 BEBR A, 2 A R X I RE e ARAE B B S 2 R B

Mg EX PR E s e, W LLE ESLIB_PWD_CLRZ 17 %8 5 N JL Al i &
PG KRBR R ThRe . MREFR 2 A X WM RI R, & 58 2 AT 2N A7 18 B R
(BEREFEXMANE) FKERETEEEEMNEERERE, BASAEFR
fith 41 itk 1) %€ SE .

THEZOGZEFEXNENAXBRS R EE, 2420 X0 DR 5 it 4 2% i
R R R 3AAT, (HA B BB B B, Bl T 3k 2 OR 47 (1 Zh RE .

F 8] J4s 2.0.0
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B 1. HH 2R XM ENFX S

User Code_Start@

USER CODE

User_Code_End@

SLIB_Start@

SLIB_INSTRUCTION

SLIB_DATA

SLIB_End@

2 4 i X YE LK/ A2 LB X (sector) y LA R B E , R B X K/ BLSE BRMCUZE 5
NHE. RUZEATI2F413 R 5 & M 5 1 F WAF R/ BB XKD ] BB .

# 1. AT32F413 BRI S NERPEFE
pille =2 WESINFER/ (Byte) | FHX KA (Byte) I &=

Sector 4 ~ 62
(0x08001000 ~ 0x0O800FBFF)

AT32F413x8 64K 1K

Sector 4 ~ 62
AT32F413xB 128K 1K
(0x08001000 ~ 0x0800FBFF)
Sector 2 ~ 30
AT32F413xC 256K 2K

(0x08001000 ~ 0xO800F7FF)

2021.11.16 HOM &2 2.0.0
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22 WME3REEXRF

BRINRET, REFEXKEHFARBLRA LB S Ry B L4 PEX®E T
WHFATEHAE, BABENZEEX R ETFHAHMBB, X SLIB_UNLOCKH /£ #F 5 A fif 81
OxA35F6D241H , i# il & F SLIB_MISC_STSH 17 2 HISLIB_ULKFAL #i A iR BiR T, Bl
Jo R o V5 X 22 4 B X W8 A AT A 5N OB E

JE B F N AE 22 A B X D BRI R

K 25 FLASH_STS 17 #% 1 OBFAL,  LL#A I\ ¥ A o Ath 1E 78 32E AT 1 TN A7 48 1

%t SLIB_UNLOCK % 77 2% 5 N OxA35F6D24, VL4744 FE X MR 4

K & SLIB_MISC_STS% 7 #% M SLIB_ULKFA7, DL A A i 85 1 20 5

FESLIB_SET_RANGE % f7 #} B /€ ZAR P M X 4k, B & 484 X 584 X bk

LRFOBFILAEN 07

{ESLIB_SET_PWD A7 #% W € % 4 X 38 % 1 5

FFOBFILAERN 07

B S W AE N 22 A PR X AR

BEAT RBE AL, HEFER L2 EXRE T

B2t SLIB_STSO/STS17 17 #% I T 1 Wi %2 42 FE X 1% & 45

ERFEIN:

o HufEENAPREREENX, SLhral &5 UES WKL

® 4 X ARG L R LA X O AL HEAT ek, HoRR g s bk 00 205 N A7 M bk X 5

® I ) B R R AR RS HoOm R S B AE NI — X (X 0)N, 1E 20 N A
B X E A A PR X

® TG A X ARY IR AN, AT JSCE TE N AE I RTAKB I

KT ZEFEXEETFASNIEAUE, 1§52 RAT32F413 R 5 H AR F M.
Ja Bl 22 A X IR 7 ] 2 55 22 4 XN Y project 10 7 T-main.cH i slib_enable()
R K. IR el HERE TR ICPERISPZI 3¢ T B st e, Jo I &= ok 2 Y B .

23 WERREEX AT

M R EX R TR B 3G, T LLE I fESLIB_PWD_CLR%H /74 5 N Ja il i & 1
HA SRR A DG . MR AEEX KR, SHhESHAT ENAZRE R ERES
TAREXFINE).

filE B £ N2 A EX WD ENT:

® i AFLASH_STS% {74 FOBFAr, LLHf A %A i 1F 75 3 AT 1) 4% 72 #8 1F

® {ESLIB_PWD_CLR& f£#F 5 A\ Sl & B 1Y 22 4 X 3% 15 ;

o MITRHEN, EILEEXWEF:

® i SLIB_STSO# 17 & T HI Wy & 4x X ¥ sE 45 R

2021.11.16 #1001 &2 2.0.0
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24 mHEEBPITREEXIERF

Ui ET T S TR B, fEHE 4 % 4 JFE X (SLIB_INSTRUCTION) W I ) F2 7 A% 55 1T DL 4t
MCUZ: i 1-Code it £ IMHL, 1H R fig 4 i D-Code it 28 DLisz U4 1 5 a0 252, X REI
Ry 2R, WU AERLS e EX AN KRR, WA 583 R FE 38 E E
&2 2 PEIX 2N I8, 0 CRE e AR 5 4 9 B 11 3C 7 T (literal pool). 73 (3%
(branch table) sl % %t (constant) 55 2 38 2 415 & #% AT I 23 & 1 D-Code & 48 25 o2 B (1) %
i o

KARRBLLZEEXRZARBMERS, TRCEARFHE . Bt A - 1 g HF 208 E
R4 wEEX2ZNKRERFREE, 02 E % %2 F (compiler) i # & 277 4 X 4T
(execute-only) 1 A8 AL DL i G0 bk FS 46 Y 25 1 08 7 A .

B2 )% P32 — i WL S0 5t BR 43 53R 1

switch() & CH 7 # % H Bk #% 55 &, Ml v I sclk_source & & % 5 f] CRM_CFG
FAE AL, K20 F B 4 Ok I 4 18 5% (assembly code) “LDR R7, [PC, #288]", &
T2 7 11 20 2% (program counter, PC) i) 2 3 1k 19 77 30 2 lU1S CRM_CFG % /7 #3 U i ik, 1
CRM_CFG 1) ik 2 4 LA H B 1) 7 AR AL IR S X (MAER S ZREEXZN),
AT switch()iR 2Bt & R AT L. W RIB S L2 FE X N A X KR TR,
TE AT I I 350 22 7= A2 B iR o

5 =5 VOB AR 2 U A0 R R g 1R R R I IC B OR GBE A IR I TR) R .

& 2. el (1)

0x08004798 2600 MCVS r&, #0x00
79: zclk_source = (crm sclk_type)CRM-»>cfg bit.sclksts;
80:
0x0800479R 4F39 LDR 7, [pc, #2281 ; R0x08004880
0x0800479C &87F LDR r7, [x7, #0x04]
0x0800479E F3C70381 UBFX r3,r7,%2,%2

81: switch(sclk source)

83: case CRM SCLE HICK:

_] main.c ] startup_at32f403a_407.s ] at32f403a 407_clock.c || system_at32f403a 407.c ]| at32f403a 407_crm.c ] at32f403a_407_gpio.c

77
78 /% get sclk source */
M 79 || sclk source = (crm sclk tvpe)CRM->cfg bit. sclksts:
30
81 switch(sclk_source)
328 {
33 case CRM_SCLE _HICK:
84 if (((CRM—>misc3_bit.hick to_sclk) != RESET) && ((CRM—>miscl_bit.hickdix
85 svstem core clock = HICK VALUE * 6;
36 else
87 svstem core_clock = HICK VALUE;
38 break;
A y 1 1 ] S ] -

2021.11.16 B/ MME &2 2.0.0
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Bl 3. XX T(2)

137: system core_clock = system core clock »»> div_wvalue;
Ox0200486E 4F0& LDR r7, [pc, $#24] ; BOxOBO048EB8
0x08004870 &83F LDR r7, [x7,#0x00]
0x08004872 40F7 LSR5 r7,r7,r6
O0x08004874 FEDFCO10 LDR.W rlz2, [pc, #¥16] ; E0Ox0B004888
Ox08004878 FECCTO00 STR r7, [rl2,#0x00]

138: )

EEOROEOG&ETC BDFO BOP {r4-r7,pc}
0x0800487E Q000 DCW 0x0000
Ox08004880 1000 DCW 0x1000
Ox08004882 4002 DCW 0x4002

241

242

2021.11.16

AP MERRENRZEEX

T R R A ST E AR T IO O A, AMCUE i D-Code & £8 2 L. @
W, i ERA T EINAE S — JE X (sector 0) [ 44 Hb i 0x08000000, A itk 7F & B 1§
L A PEIX I, 0 5 SE DLR R

& AU KENMHFAME —HMXEEALREEKX

® T uAEXRPWETFAE, A MELENFRE —BHXAH

ZEPEXAAES R P XA KB

2o A E X AR AR P AR (IP-code) n] BA AL T F 2 ARRS [X (42 42 B X 22 41 1 X 480) 1) o
WPEEF AR . EXFEE T, IP-Codel¥ &6 & XS R MHl, LFPC (BRI
B Ee) EATIP-Codelt) Bh#4 2 ix e pg $y . — H % 4 FE X W8 5, X 56 5% 5000 o bk 5t A
BE M o AR, b, XS AT R S ARRE X R B Bl Rk 0 e R R, 7 W PCHS Bk %
B AS R 1 M BE T G VR IR TAE . R E W B R A X%, MK BT 5 1IP-Codetf
KECW R B — w2 eFEX 2N BRI R RS . FERERE — DR %
HFunction_A() 1 H 2| H 7 X P 1 26 $L Function_B() 1 %1 + -

B/ 12RH k7 2.0.0
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B 4. ZREEXKRBORHAMAP XEHEHHT

User_Code_Start@

Function B fixed@ ' Function_B()

{
{
User_Code_End@

SLIB_Start@
Function_A()
{
Function_B();
}

SLIB_End@

User code area

SLIB area

BE Ak, 5 — AN DL R 6 B CIE E R ARk o R E B imemset() &

memcpy()iX K. R IP-CodefR F /7 X ARG &R A A F 21X 28 0 £, wh & bk ) &
SRS E7 AR R N K R
1) K HGIFR A EXEE N, B e sola] Bl A keil 3CIAR T AH 56 TR .

2) A AEIP-Code N H CH bRt iR X, A AEZEAEH,

L ZURE 2 pR B e 5 Oy H

fis 205, LR — Va6, fEIP-Code W'E —A~my_memset() s F B A SR 56 1)
memset().

2021.11.16

13|

hRAs 2.0.0
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B 5. E 5 CmBEs

void* my_memset (void *s, int c, size t n);

void arm_fir_init f32(
arm_fir instance_ £32 * 5,
uintl6é_t numTaps,
float32 t * pCoeffs,
float3Z2 t * pState,

] uint32 t blockSize)

/% Assign filter taps */
S—>numTaps = numTaps;

/% Assign coefficient pointer */
S->pCoeffs = pCoeffs;

7= Clcar state DULLer ang Tie SiZe Of STale DUffer 15 (DIOCKSIZe - numiaps — 1) */
my_memset (pState, 0, (numTaps + (blockSize — 1u)) * sizeof(float32_t)) |

/% Assign state pointer %/
S—>pState = pState;

void® my_memset (void *s, int c, size_ t n)
E ‘\
while (n>0)
#( (char¥)s + n— -1 ) = (char)e:

return (s):

2021.11.16 #1401 &2 2.0.0




? AT32F413 Security Library Application Note

3

3.1
3.11

3.1.2

3.2
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REEXUHEF

RE A ST ISR, Vs R 00— 08
WwHIFR

BEFRR

® T HAT32F413RCT7:8 A AT-START-F413525 i
® AT-LinkfiE 2%, HRIFAEHER

BAFTER

® Keil® pvision IDE (A=t il{# Fpvision V5.18.0.0) B¢ IAR Embedded workbench IDE (7 it 4l
FIAR Vv8.22.2)

® iERF JICPERISPZISE T B, FEEFHK)E shalifibr & & FEIX ik E

.5 iR

ARLFATRRE AL THAEEIIE , IR T AT R R I R AURRS (IP-code)4h ¢ 3 F 2 I FH (1137

Hto Hp

®  Project_LONJT M H Kk B2 H gl 21 22 42 FE X 7 4

®  Project_L1y%&ut FH P B FH S0 7R 91

Project LO%E BB TS N4 21 BIAT32F413:0 7 I B 4 e X ARAP,  [RIINHR AL T 21 &I

& WS A 80 % I FH AR A

®  EINAFIXERMIMUR, LA PEIX AT b IR DX 3 DA K FH P T R R 1D Xk

®  HEHEREREUE SISk, Ak AT LA R FH AR 2 1 R 5L

® 5 E X U fF(symbol definition file), ILAF5 SC4F P & 1P-Code 1) &N R AL SE bk, 1280
R PR AT LLES PR, Byl s K.

6. WHIRERERE

Project_LO
Programs SLIB protected code

}

Project_L1
Programs End User Code
Using SLIB protected functions

}

End user application

AT T A% Project_LOYEBI T & BEARID, IS %Project_ LUt 6, FEAM
HREE.

£ 15W k7 2.0.0
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3.3

3.4
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E7. NEAREHE

Provide pre burned

Provide AT32F413 chip IP-CODE AT32F413 chip

ARMERY

F

Solution- Provider
Project_lO

End-User
Project_I1

ZEEXAEFHARY: FIR KEIEH S

AJE 8 FICMSIS-DSP JE At 1 FIR{IIE i i 25 (FIR lowpass filter) EiEAF Ak 24 AR () IP-
Code, % TFIRMGIE N 23 L v VE CMSIS-DSPHIAH I 34, i HAV 35 B 4E 1 B ] % B 22 4
DL b B35 R e 4 24 it FH P RO A A RS R

YO R ST 28 AR NS T2 — AR A T AR S N IKHZ ) I5SKHZ I AN IE 52 9% S, TiiE
PEIE B AR LR L) N6KHZ . S RIE e 5, K ISKHz A - JERR T AR N LKHz ) 1IE 5% i far H o
T ECNFIRMRIE JE i Th e )~ = A .

E 8. FIR {KiB 38 2%

Input signal Output signal

1 1

L R s T RIS ISR, S

06

b
I

04

i ‘ FIR Low Pass Filter ‘

iiN

1 FI 3 f\ICMSIS DSP % Ff) R H5 M SO AL 5 -

® arm_fir_init_f32()
I R H ) T E A2 B I 2 BRI AR A RE , B & fEarm_fir_init_f32.c3C L
® arm_fir_f32()

IR EON IR 2 A £ 24y, A fEarm_fir_f32.c3C R H
® FIR lowpass filter()

SRR BT IR PN FEA RS IR FIRMCE DB B s 2 R ek B, b 2eom ) i, B8 7Efir_filter.c
AR
® fir_coefficient.c

BECSTA A 5 FIRJEB &% B BT 1 AR B (R B0, ARV 2K X 8 R MO B 218 2 4 e 1X

FEMTEGI T, MCUNIRIIFPU KX DSPHE 2 2 B HIRAE 5 AR BE DUR I s 5, LA BIVER 112 5 &
IRk R

Project_LO: 5= VLH
A B BB BIERE, 5E R F A LA

# 16 | k7 2.0.0
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W S R 5K BR 02 136 i R FTHAT (execute-only) AR
W BRI AR 7 ARD g HEBCE 21 32 INAFEIX 15 [X 2(sector 2)
Vg U VB 2% PR BB R B IR B 32 TN A X 3 [X 4(sector 4)
1E ¥R 1 HATFIR lowpass_filter() LATGIE H: IE 14
WAERRIIIE, 55 X 2 J 3 [X 3(sector 2/3) 1% B R4 % A PEIX, FK R X4 K 531X 5(sector 4/5)
W N2 A X, M nTAE a3 725 A A slib_enable() bR 2R 58 i, 548
Artery ICP Programmer>k 5¢ il (G U I ICP T E 5¢ il % &)
® 7 2 B P RE Y U A AR IE D R KU 75 FH B PR Sk SO R 5 e SO
3.41 724 H#4T (Execute-only) 15

5 —#h T H B (toolchain) & A H CUIRELETI, AT AR Lk 4 i3AR 5 A2 s S0t (literal pools) #1433 3%
(branch table)iX £E7E 15 - AT I 2 K AL BB 4R 4% 50, #14"LDR Rn, [PC, #offset] X 45
Lo KT A CRIGF ] S T 2.400 UL .

LIKeil® pvision 4], Keil® pvisionfs Execute-only Code B i fifil 2, ¥ 7 T

Keil® pvision: f#Execute-only Codei&Ii

BE T

® EFRCIAFHEHEANMIICSCA, Y] SR BRI AR S C IR A fir_filterfE4H
P bR A SR JE I Bont ST, il A5 #2E 1¥) Option for File ‘arm_fir_f32.c’, w1k

B 9. Keil # A\ Option 1

= fir_filter
%_)l arm_fir f32.c -
@ arm_fir_init_f32.c ﬁﬁ\ Options for File "arm_fir_f32.c... Alt+F7
_’| fir coefficient.c Remove File "arm_fir_f32.c
ﬁj flr_ﬁlter.c ﬁ Manage Project [tems...

® ik C/C++ % 1 H[fIExecute-only Codeitlil, #4J5--execute_onlyfiy 2wt 2 #0293 i fE 1%
Hl 7R E, W

2021.11.16 #/IATH &2 2.0.0




:-‘ll ? I-

? AT32F413 Security Library Application Note

2021.11.16

& 10. Keil %+ Execute-only Code

Froperties C/CH |

o

— Prep Symbols
Define: I
Undefine: I
— Language / Code Generation

[V Execute-only Code | [7 Strict ANSI C N

[ Optimize for Time [¥ Plain Charis Signed [¥ Thumb Mode
[ Split Load and Store Multiple [¥ Read-Only Position Independent [¥ Mo Auto Includes
[¥ One ELF Section per Function [¥ Read-Wiite Position Independert [¥ €39 Mode

Optimization: I(defaulb LI [¥ Enum Container always int INl \Wamings jv

Include I
Paths

Misc I
Controls

Compil —execite onh'j —cpu Cortex-M4 fp -D__MICROLIE g 00 —apcs=interwork —split_sections -1 .\
control - Nine A ibraries'cmsishcmd'core _support - N Nibrares cmsis
string

0K I Cancel Defaults

Help

® ARHIFEHH =AML T SLIB_INSTRUCTIONIX, 43 %l/2arm_fir_f32.c. arm_fir_init_f32.cfll

fir_filter.c, X =/NSCIFASTE EEC & A9 R AT AR .

IAR : f#FINo dataread in code memory &I
B M7 A2
® LfEfir_filterfEH BN RSO, 1% bR B £ Option
& 11. IAR 3 A Option 51

o= ifir filter

| Barm_fir {32.c

Cptions...

| [£] arm_fir_init_{32.c
| [£] fir_coefficient.c Make
| ] fir_filter c

® N, 7E"CIC++"& [N AJikOverride inherited settingsPl }2No data read in code memory

% 18|

hRAs 2.0.0
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& 12. 1AR & C/C++%& D&M
Options for node "arm_fir_f3 2_ u

[ Exclude from build

Cateqony: | Owverride inherited zettings | Factory Settings

Static Analysis
Runtime Chedking
SClcrscomter
Custom Build Preprocessor | Iiagnostics | NISE&-C: 2004
WISRA-C:1998 |  Encodings |  Extra Optiens
Language 1 | Language 2 | Code |Uptimizations | Output | List

Frocessor mode

Arm
@ Thunb

Fozition-independence
Dfode and read-only data [(ropil:
Dﬁeadrrwrite data (rwpil

Ho dymamic readfwrite initializati

Ho data reads in code memory

QK ] [ Cancel

® AKHIFEHH =AML T SLIB_INSTRUCTIONIX, 43 %l/2arm_fir_f32.c. arm_fir_init_f32.cfll
fir_filter.c, 1X=ANSCHRHTE 2L E =4 9 RPATAS .

3.42 ZHwHFREFEXEHLHE

T E AR AR, BN INAER S — B X (sector O) 24 FH KA BCh W a2, BT AASTE B 3 M
sector 2 T UG E N4 EIX, Hrisector 2 fesector 352154 %4 X, Tfisector 4ffsector 5%
BN APEX . BRI FIBUE XRAMBIE 43 X . RAMIFI 23 X B2 T @ 5 SLIBLRY
X (AR 5 L L AR F 210AH 5] (0 RAMIT 7= A 1) i 5% 1] L

2021.11.16 #1901 &2 2.0.0
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B 13. WHIEFHENFRE R RAM 7 X

0x20000000 0x08000000
Vector table
User RAM User code
Ox08000FFF
Ox20002FFF 0x08001000
0x20003000 SLIB INSTRUCTION
SLIB used RAM -
Ox08001FFF
0x08002000
SLIB_DATA
OxO8002FFF
0x08003000
User code
Ox0803FFFF

Keil® pvisionffjscatter file
PIRUR:

® 3| Project > Optios for Target->Linker %1, HUJHUse memory layout from Target Dialogi%k
T, AR5 % Editf BRI slib-w-xo.sctC B 2L, W N E

& 14. Keil ¥ & Linker & %

K Options for Target 'at_start_f403a’ &11
Device ] Target ] Dutput] Listingl Tzer ] C/CH ] A=m Linker ]Debug ] Utilities ]
I ™ Use Memory Layout from Target Dialog ¥/0 Base ’7
[ Make RW Sections Posttion Independent R/O Base ’W
™ Make RO Sections Position Independent R/W Base ’W

I” Dont Search Standard Libraries
¥ Report might fail' Conditions as Emors

disable Wamings |

Scatter [ \slib-wxo sct Edit
| J

Misc —symdefs=fir_fitter_symbol b
controls

Linker |cpu Cortex-M4fp *o -
contral  |ibrary_type=microlib —strict —scatter " \slib-wxo sct"
string

[1):4 Cancel Defaults Help

2021.11.16 % 201 &2 2.0.0
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® i jFscatter file J&, 75 E L HH5 4 % 4 X (SLIB_INSTRUCTION)FIARAS i) H A7 3 14 (object
file)/ft®] 4 NLR_SLIB_INSTRUCTIONH &L HIN#X, H¥brnEii execute-only (+XO), N
WX AR UE AL B sector 2, K/ B sector, [FIRFtEKSLIB_ Data b F 1 X i 3 4 -
LR_SLIB_DATAF % FINEIX., b 4 A2 7K HoAf - EIP-Code [ iR $dm HERISLIBIX 4,
RW_IRAM2,2#0x20003000%0x20003FFF 1 [X i, F& A FIVEMR BT, HE N T kb
g FH - 0 H 9 A 2 FIFEFIRAMX B, T BORE P PAT I R AR AR R, W R s
& 15. Keil scatter {281
LR_IROM1 0x08000000 0x001000 { . load region size region
ER_IROM1 0x08000000 0x001000 { : load address = execution address
# o (RESET, +First)
#(InRoot$$Sections)
ANY (+R0)
}
RW_IRAM1 0x20000000 0x00003000 { : user RW data
CANY (+RW +Z1)
RW_IRAM2 0x20003000 0x00001000 { : RAM used for slib code
fir filter.o (+RW +ZI)
}
LR_SLIB_INSTRUCTION 0x08001000 0x00001000 { - slib instruction area
ER_SLIB_INSTRUCTION 0x08001000 0x00001000 { : load address = execution address
arm_fir init_£32.o0 (+X0)
arm_fir £32.0 (+X0)
fir filter.o (+X0)
}
LR_SLIB_DATA 0x08002000 0x00001000 { : sLib data area
ER_SLIB_DATA 0x08002000 0x00001000
fir coefficient.o (+R0O)
}
LR_IROM2 0x08003000 0x0003D000 { . user code area
ER_IROM2 0x08003000 0x0003D000 { ; load address = execution address
}.ANY (+R0O)
}
® |P-Code HIZIFIRAM, [& 1 FikKEtscatter file 7724k, AT LA FHKeil )

__attribute__((at(address)))#tiih 7ot 22 HOi & 31 [ 5E 1 H#11:0x20003000, 41~ &
& 16. KEIL 1XZ 5 SLIB /] i1 RAM b5t

if  defined ( __ICCARM__ )

static float32_t firStateF32[BLOCK_SIZE + NUM_TAPS - 1] @ 0x20003000 ;

3

elif defined ( __ CC_ARM )
tatic float32_t firStateF32[BLOCK_SIZE + NUM_TAPS - 1] | attribute_ ((at(0x20003000))) :

endif

Kt 22 45 X (RS A6 B Aysector 4 (0x08002000), ELH FIREEE & 1k #5 ok K5 {8 FH 31 10 % dm HE
bbb, BT EREKscatter file 7 XNz Ak, AT EUEAIKeil¥)__attribute__((at(address)))
IR O B8R B B E Rk,

B2ANR k7 2.0.0
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& 17. KEIL 8% SLIB 1§ A 1% Bk Bk

1zif  defined ( _ ICCARM__ )

lconst float32_t firCoeffs32[NUM_TAPS] @ 0x08002000 ={

#telif defined ( __CC_ARM )

lconst float32 t firCoeffs32[NUM _TAPS] [ attribute ((at(0x08002000))p = {

-Hendaf
-0. 0018225230f, -0.0015879294f, +0.0000000000f, +0.0036977508f, +0.0080754303f,
-0. 0341458607f, -0.0333591565f, +0.0000000000f, +0.0676308395f, +0. 15220618351,
+0. 1522061835f, +0.0676308395f, +0.0000000000f, -0.0333591565f, -0.0341458607f,
+0. 0080754303f, +0.0036977508f, +0.0000000000f, -0.0015879294f, -0.0018225230f

IARKJICF file

IR

® JfJH\project_IOMAR_V8.2\H 3% T icf 3, #m=A#riISLIBM# X, W Fiw, Hr
SLIB_RAMIX H:#0x20003000%/0x20003FFF [ RAM {4 B 45 S35 1) b5 $fd

B 18. icf 30f4FH SLIB Huhik e X

/* SLIB INSTRUCTION area */
define symbol  ICFEDIT region SLIB INSTRUCTION start = 0x08001000;

define symbol  ICFEDIT region SLIB INSTRUCTION end = 0x0B001FFF;
/* SLIB DATA area */

define symbol  ICFEDIT region SLIB DATA start = 0x08002000;

define symbol  ICFEDIT region SLIB DATA end = 0x0B8002FFF;

define symbol  ICFEDIT region RAM start = 0x20000000;

define symbol  ICFEDIT region RAM end = 0x20003FFF;

/* SLIB RAM region */
define symbol  ICFEDIT region SLIB RAM start = 0x20003000;
define symbol  ICFEDIT region SLIB RAM end 0x20003FFF;

® fricfsCibr, HENGSLIB S AR IX AR ROk, B G dm R FE 7oK HoAth JEIP-Code 1 b8 34w HE 21
SLIBIX N, Rl K IP-Code i FH FIRAMIX 5 {4 B4 sk

B 19. icf CfFH bk ED

/* Reserved 0x08001000 ~ 0x08002FFF as SLIB area */

define region ROM region = mem:[from _ ICFEDIT region ROM start__  to _ ICFEDIT region ROM end_ ]

-mem: [from __ ICFEDIT_region_ SLIB_INSTRUCTION_start__ to _ ICFEDIT region_ SLIB_INSTRUCTION_end_ ]

-mem: [from __ ICFEDIT region SLIB_DATA start__ to _ ICFEDIT region SLIB_DATA end ] ;
define region SLIB_INSTRUCTION region = mem: [from _ ICFEDIT region SLIB_INSTRUCTION_start_ to _ ICFEDIT region SLIB_INSTRUCTION end 1:
define region SLIB_DATA region = mem:[from _ ICFEDIT region SLIB DATA start__  to _ ICFEDIT_region SLIB_DATA end ];

/* Reserved 0x20003000 ~ 0x20003FFF as RAM used for SLIB code */

define region RAM region = mem:[from _ ICFEDIT region RAM start__  to _ ICFEDIT region RAM end_ ]
- mem: [from _ ICFEDIT region SLIB_RAM start__  to _ ICFEDIT region_SLIB RAM end_ ];
define region SLIB_RAM region = mem: [from _ ICFEDIT region SLIB_RAM start__  to _ ICFEDIT region_SLIB_RAM end_ ];

® |P-Code HZIMIRAM, =] LA FHIAR @A o A8 £ B 21 [ % (1) Hi hi:0x20003000, 5(3#1&
ek, wr

2021.11.16 #2271 &2 2.0.0
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& 20. icf 30 IP-Code 1E FH [ RAM &

place in RAM region { readwrite,
block CSTACE, block HEAP };

/* Place slib used sram */
place in SLIB RAM region { readwrite object fir filter.o };

® i A X MR 4G B ysector 4 (0x08002000), EEH4 IR IE Jif sk 75 ek £l fe FH 21 1) # i HE
el Br 7 ERENCESCETT A2 Ah, W] DU HTIAR ) @i 0K BUSCE 2 i 7€ i

bk,
& 21. IAR ARG+ SLIB £ A i) % Bk 55
J#if  defined ( _ ICCARM )
Jdeenst fleat32 t firCoeffs3Z[NUM_TAPS] @ ={
#elif defined ( _ CC_ARM )
Jdoenst fleat32 t firCoeffs3Z[NUM_TAP3]  attribute  ({at( 13y = {
#endif
- - + + +
- - + + +
+ + + - -
+ + + - -
b

3.43 RBRAZEEXMHGE

A = XK R ThEE, A LR AT

(1) fFEHICPZIFTE Artery ICP Programmer (B H L)
A FICP Programmer, &2 [ L1 R 5§

® EREAT-Link{i E2:3|AT-START-FA13H 1 F3f ke

® JF/HICP Programmer, iE#HAT-LinkiZ$%, SR ¥ NProject_LOYE 2% 1% J5 7= H FIHEXELBIN
S, W E

2021.11.16 # 231 &2 2.0.0
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A 22. FZE ICP Programmer

s

AT-Link | AT-Link SN: AB6865120040F15809179C02

[] sPIM

Memory read settings

{7 Artery ICP Programmer_V2.5.00 - = =
File  J-Link settings ~ AT-Link settings Target Language Help
Part Number: AT32F413RCT7 FlashSize: 256KE __:’] ?r ?
AT-Link-EZ FW: V1.5.8

FLASH_DA C 0 @ RemapC

Address Ox 08000000 Read size Ox 00006870 Data bits [3 bits '] ’ Read I
File info

Mo.  File name File size  Address range(0x) Add

1 project_|0.hex 8484 08000000-080003E7,08001000-08001117,08

il | 3

Flash CRC ] lFile CRCverify] [ Downkoad

Address range:[0x08000000 0x080003B7] Address range:[0x08001000 0x08001117] Address range:[0=08002000

0x080020731 _Address ranoe:[0x08003000 0x08004BDF]

checksum: 0x000CE12F

Address | 1] 1 2 3 4 5 [ 7 8 9 A B C o]} E F A~
40 (1B (00 (20 (01 |30 |00 (OB (1B |36 |00 |08 |13 |36 |00 |08 @:I—l
008000010 17 (36 |00 08 (F3 |35 |00 (OB |99 |36 |00 |08 |00 (OO |00 |00 (6

& 241

® P REdEE, SHIFEIRBI IR, thUUH 2 BoRSLIBRIARA AR S 4L, &€ sector 224
JHERIX . sector 4 N%HE 46 1 X LA S sector 5945 (X, 78 Ji H] % 0x55665566 (7] [
SE ) Ik A FHSLIB, ARG ITIA F#k, Bl s e 7 ket It B FISLIB, R

hRAs 2.0.0
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F 23. BB TFHETSH

il — —— =
[V Download Form l o éj
N —
cLib status
sLib status: Disable Remaining usage times: 246
Enable password Ox 33663366 Main Flash
Disable password Ox Start sector [SECtCrr 2--0x08001000 'I
Disable sLib DATA start sector |Sector 4--0x08002000  ~|
End sector |Sector 5--0x08002800 |
. 0
Extra options
[Erase the sectors of file size v] [7] Disable sLib before download
13
Verify Enable sLib
[7] Disable FAP before download
[] Jump to the user program [7] Enable FAP after download
[7] Write software serial number(SN) b
i 08010000 [7] Button free mode
i 00000001
00000001 I

[T Write user system data

Start Download

KT ICP Programmerf 4t B, 152 #ICP Programmer ' F it

(2) FEHEHERFmain.cZHKslib_enable() &%k

FEAREPE I SR HON B FPAT IS — R 3, SinT DUB 22 FE X R DhRE . BT E, R
FE{Emain.cHH i #define USE_SLIB_FUNCTION Rfi=],

3.4.4 Project L0 HATIHE

FEHEEF, FIRMGIEJED: 28 2 £ RHE A LKHZ & 15KHZ IE 5% f 4 N & 5
testinput_f32_1kHz_15kHz fiit5, 155 % FIIKHZ IE5Z B 885 A7l BltestOutput, S8 )5 23 il
Je FIMATLAB i H 54 HAFAE refOutput 7 A IR 8 bEoes, 545 Z2 48/ T PO B (PR EELSNR R
THOLEIIIR), T BB LEDIT 2 —ENER, K22 G LEDIT —EINKR, TFEZ
Project_LOF#ENLRE
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& 24. Project_L0 $/TIHiFE

Execute
system rest to activate
SLIB

T

Green LED4 on
3 seconds

A

Yes

SLIB
Operate
uccessfully?

Enable SLIB

-
i

LED3 toggle
continuously

User button
Pressed ?

yes

4

Execute
FIR filter
test

Check
FIR test
result

Success

SLIB
already
enabled?

Yes

v

Green LED4 toggle
in infinite loop

TPATHIEHIRER, IR T IR

(1)
H, JFEH o .

(2)

1 FKeil® pvision Tt )& \utilities\at32f413_slib_demo\project_|0O\mdk_v5\H 3% K iJProject_LO

AL Z R/, e EAT-START-FA13M 1 F K 2 75 B4 4 SLIBEGRL S {147

(FAP/EPP), n#A, mtifseHICPZIS: T KX e Ry # i sk, X5 N ERg.

®3)
(4)

(5) HLXMIZSHER, FHEIRIEH,

5
(6)

L 4 BIEFARI 2T, i main.cH USE_SLIB_FUNCTIONA # & S H. & Aok J5 it

TSI EITFIREIIT G, &8 BT _ELED3T FRE g N 1.
TR T EUSEREE, i SPATIREIES 3 s .
SHELEDAK] S EFLENSR. =z, NHELELED2K] FrE2N

# 26 k7 2.0.0
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SLIBIJiE, mi<siiTslib_enable()si# =X BESLIB, & KB R, LLALED2M & HREE. &
WHE Y, ZRELEDALT & fHsm 43R R fF HUT R 4t E B (system reset) KA 2ISLIB. A G FEF

A HE(3)

3.4.5 FEASKIUF RS R SO

L (header file) R4 5 5 X A% (symbol definition file) & 2 % 1 5 ¥ 6l Project_L17E{EFIFIR
B ED: B TFHERE. 234, wt&main.ch & ifir_filter.n SCHE.
FF5 8 XA 7= H 7 32 R F 1) T2 EL % (toolchain) AH 5

5 F Keil® pvision FEAERS5E UK

JEWR:

® it Ottions for Target = Linker ¥ i€ [
® 7f Misc controls iX—#%, ¥ il--symdefs=fir_filter_symbol.txt #r4, 1~

& 25. ¥ E Keil Misc controls 1

f K Options for Target "project_|0" &r
Device ] Target ] Output ] Listing] User ] C/Ctt ] h=m Linker ]Debug ] Ttilities ]
™ Use Memory Layout from Target Dialog %/0 Base: ,7
[ Make RW Sections Fosition Independent R/O Base: ’W
™ Make RO Sections Position Independent RAW Base W

™ Dont Search Standard Libraries
I¥ Report might fail' Condtions as Emors

disable Wamings: |

Sca%?; [Nsibaxo.sct D Edt...

M_ikc
cont

—symdefs=fir_filtter_symbol bd

Linker
control
sting

—cpu Cortex-M4fp “o "
library_type=microlib —strict -scatter " \slib-wxo sct”

®  HHYmiFENIIH )G, fEproject_I0\mdk_v5\Objects Ht Rt &= —A %N
fir_filter_symbol.txtf{1#5 5 5 XA

® XANFFGE SO E TEEATUH AT S E L, b RS, ROREE % B P 2 IS
TEPEDL R S, RS Rfir_filter_symbol txt 2 R4~

B 26. {2 fir_filter_symbol.txt H&

0x08001001 T FIR lowpass filter

fEFHIARF=AERF 5 % LM

JEWT:

® % Project->Option->Build Actions

2021.11.16
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& 27. ¥ E IAR Build Actions % 3i

: ,

Categony:

General Options
Static Analysis
Runtime Checking
CfC++ Compiler
Assembler X .
Fre-build command line:
Output Converter D
Custom Build
Linker |$TDDLKIT_DIR$\bin\i symexport. exe ——edit "$FROT DIEfi=t. E]I
Diebugger
Simulator
CADI
CMSIS DAP
GDB Server
I4et/TTAGet
J-ink/J-Trace
TI Stellaris
Nu-Link
PE micro
ST-LIMK
Third-Party Driver
TIMSPFET
TIXDS

Euild Actions Configuration

QK ] [ Cancel

® SRISTE Post-build 217 AL Fr 4

$TOOLKIT_DIR$\bin\isymexport.exe --edit "$PROJ_DIRS$\steering_file.txt"
"$TARGET_PATHS$" "$PROJ_DIRS$\fir_filter_symbol.0"

® kit fir_filter_symbol.o &% HIWFF 5 € L, steering_file.txt Ji#Eproject_IO\iar_v8.2H
SR, R RIEREE LR R A IR, T AR 22 A DX FH () N 54T Fah g, I
T, FHrshow" & FH SRi% £ ok 2 iy 4

& 28. 4% steering_file.txt HZE

show FIR lowpass filter

3.5 Project L1: &M yap

Project L1 <xfdi ] 27EProject_ LO LT, JF AR BIATI2FAL3E F 1 T IAAF 1 H A
SLIBAHHFIRIKIEEN 25 R 3. S Project LOFRALMISKSCME . 755 58 SUCAE RAK 3 A X e
1, 235 P s A3 B Project L1

® i AMAHTH

51 FProject_LO$& A (#13K S K A5 58 LRSI H B

® i HFIRKIE I8 7% iR 2

o JFRIFAIH - B O HRER

ERFEI

Project_L15Z5if# i IR Project LOFF A& i —#F i) T 85 K AH R R A 9w B AR 17, AR T RE 2 R
AR ZEFIFRA LR AR, 1 e A4 Project_LOFRAL MRS . A yif+ Project_LOfE A i ZKeil®
uvision V5.18.0.0 , JiProject L1t 354 [FIRE A IX M RRAS .
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3.51 B HAFRIMNAIE

K AProject_ LOJE F 2 E X © & T —2eR5 e = N7 X, Project LIS L2021
Project LO$R At 1) 3= A AF X Hemedg ke g HEBCE ik . B3 R 36 6 ) 3 I A X B i, Hirbsector
2% sector 5N A FEX TS A, & P 7 8 Hlinker control filed X /N X b7 2k, 8 R/
G PRI B R HERX AN X3, R

Keil® wuvision Hjscatter file

AfZ M project_I1\mdk_v5\ H 3t fJend_user code.sct3Cff, # 1 NAEA VIR X H, drli)2s
KM X ASLIBIRY X . AL, RAMI X 35 tH Z R B 0200030002 J5 1 X 35 . 4T

& 29. &% )5 K scatter SXHF

LR_IROM1 0x08000000 0x00001000 { ; load region size region
ER_IROM1 0x08000000 0x00001000 { : load address = execution address
.0 (RESET, +First)
#(InRoot85Sections)
. ANY (+RO)
RW_IRAM1 0x20000000 0x00003000 { : EW data

CANY (+RW +Z1)

- 0x20003000 ~ 0x20003FFF RAM reserved for SLIB code

- 0x08001000 ~ 0x08002FFF is SLIB area

LR_IROM2 0x08003000 0x0003D000 { ; load region size region
ER_IROM2 0x08003000 0x0003D000 { ; load address = execution address
.ANY (+RO)
}
IAR HJICF file

Al Z M project_|1\iar_V8.2\ H 3 Nenduser.icf U4 H B (13 4>
B 30. BUEHT icf X

/* Reserved SLIB area */
define region ROM region = mem: [from __ ICFEDIT region ROM start to _ ICFEDIT region ROM end ]
-mem: [from _ ICFEDIT_region_ SLIB_start__ to _ ICFEDIT_region SLIB_end 1;

define region REM regicon = mem: [from _ ICFEDIT region RAEM start to _ ICFEDIT region RAEM end ]
— mem: [from _ ICFEDIT region SLIB RAM start to _ ICFEDIT region SLIB _RAM end_  ];

3.5.2 TEWHFMARS & L

Project_LOFT™ A4 K455 & ST fHir_filter_symbol.txt: Zi 4k 78 i EProject_ LI H 1, A B84 IERI
2 VR T 45 B SLIBAEY X ARG

EKeil® wvisionFIIARFB & U

TAEF R nfir_filter_symbol txtiX NF 55 oo, kK

2021.11.16 # 291 &2 2.0.0
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E 31. ££ Keil i\ symbol definition file

=& Project: project_I1
-4 at_start_f407
Ed wser
[d bsp
[ firmware
{d cmsis
= fir filter
B fir_filter_symbol.txt
L readme

R se A fir_filterfe 45, W A0R & I SCAF SRR T U Object SCA, 1A A2 JFUR I STAR (text) SCAF,

ey T
B 32. A5 SCUFRIRELY Object file
kA Options for File “fir_filter_symbaol.txt" @1
Froperties |
Fie Tye: [Object fle ¥ Indude in Target Buid
73
last change: |F|1' May 21 11:14:16 2021 4
-
Stop on Exit Code: |No1 specified J 7
Custom Arguments: |
Memory Assignment:
Code / Const: ‘:dafauﬂ: ﬂ
Zero Initizlized Data: ‘:dafau?t) ﬂ
Cther Data: ‘:da{au?t) j
0K | Cancel Defanlts Help
= \
FEIARPIIALRF S & SO

Hfir_filter_symbol.o iXObject> im0 2ifir_filterfFHEI A, W &
& 33. 7£ IAR HIMAFF 5 & Lo

Cligs Tl -
= @ project_I1 - at_start_f._. +~
B bsp .
B crsis ™
=] B i filtar

LE [ fir_filter_symbol.o
SNl ™
B readme
B user ]
B Output

3.5.3 iFH SLIB R XK R
Lfilter.h3k S main.c 5 B/ 5 & X OCHW IEMEID AT H 2 )5, 597 X 0 {RI8 7 2% 28 ot a] LA

2021.11.16 2301 &2 2.0.0
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3.5.5

2021.11.16

WA . Jran

FIR_lowpass_filter(inputF32, outputF32, TEST_LENGTH_SAMPLES);
Horr:

® inputF32: RSN G SEIERIIRE

® outputF32 : fR A {Em 5 5 s R

® TEST LENGTH SAMPLES : B kB 115 SREASL

Project_L1 /TR FE

Project_ LIFHATRARLI T B, WA F:

® JTIETAT G LED3KT S FR 4L A Bk

® % FAT-STARTH T L IJUSER %4, FIR lowpass_filter()JT 40z 5

o UNIZHLERIER, SRELEDARESEINER, iz H s R RN B LED 2T FFS2 N HR

& 34. Project_L1 {2 E

)
i

LED3 toggle
continuously

User button
Pressed ?

yes

Execute
FIR filter
test

Check
FIR test
result

Green LED4 toggle

N @—Success
in infinite loop

VAR K SLIB ££3

20 PRI R SRR, S HETFR TRHIFAARN, DURELIKel® uvisionJyfl,

R, SLIBUHT By b fRd Xy AR 4 A3 1) 77 s B
® JTJHProject L1 H JF 5 ¥4 ¥
® iiili"Start/Stop Debug Session”#k N i i,

#3MR

BLATE

hRAs 2.0.0
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® {t’Disassembly” & [ miidiibr i, fA4)/51E+"Show Disassembly at Address”, 41T &

A 35. #t A\ Show Disassembly at Address

| =T | | 7 ntaterse v Sk R[] W L W [T N
|DE @ = & LR R
M Disassembly g
| [ oxospo3ESZ 4770 BX ir ~
b 94: AT32_Board_Init(]:
EEH
96: /¥ Configure Flash to generate ||y | Mixed Mode error occur ¥/
& 0x08003E54 2804 cnp 0, #0
0x08003ES6 D106 BNE 0x080 Assembly Mode
97:  Ensble Flash INT(j; Address Range »
EEH
ag: Show Disassembly at Address...
100: /% Wait for KEY button to be p Set Program Counter
Ox05003ES5 45904 LDR ri, [p
0%08003E5L 6309 LDR c1, (r 1} Runto Cursorline Ctri+F10
13; x:hue (4T32_BUTTON_State (BUTTCN S S
Dxnanoa.zsc FO510104 ORRS ri,ri| O Enable/Disable Breakpoint Ctrl+F9
Ox05003E60 4408 LDR r2, [p o
| oxosonsEsz enii STR r1, [r[[REE el ety '
104: Delay_ws(300) Enable/Disable Tracepoint
105:
106: Inline Assembly...
107: /7 Turn Off LED3 */ Load Hex or Object file...
0x08003E64 EOOS B 0x080,
0xDS003E66 4907 LDR r1, [p Instruction Trace v o
g mimenneres conn Tnn vt erecution Pofing . R
_] main.c T Insert/Remove Bookmark ctri=F2 <
o El call Stack 53 copy Ctrl=C k|
ULk Vi.x.x\iUcilicies\y AT32F4034_5 Name Tocation/Vo. Type
il U5 L
I A\ SLIB_INSTRUCTIONZ4f ki [X sector 2] 111:0x08001000
s
Kl 36. #% & Show Code at Address
Show Code at Address X
Address
|nxnsnm oog | GoTo |
TL 2 & AR A
Al LLUF 23 hi0x080010003X B IF4s, & IS 4 & OXFFFFFFFF
g =
37. 15
DRBEaRA- D 3-8 @3- @8- %
| Disassembly g |
Thr o -
7T uintiz_t i:
0x08001000 FFFFFFFF DCD OxFFFFFFFF
0x05001004 FFFFFFFF DCD OxFFFFFFFF
0x08001008 FFFFFFFF DCD OxFFFFFFFF
=N uinciz_t numElocks = testlengthsamples/BLOCK_SIZE:
G0: arm fir_instance £32 3
g1
gz
831 /% Call FIR init function to initialize the instance structure. */
0x0800100C FFFFFFFF DCD OxFFFFFFFF
g4 arm fir init £32 (&5, WNUM TAPS, (floatii_t *)&efirCoeffs3zZ[0], sfirStaceF3zZ[0], bhlockSize
G5: I
86 ** Call the FIR process function for every blockSize samples
57 " i
0x08001010 FFFFFFFF  DCD OxFFFFFFFF
0x05001014 FFFFFFFF DCD OxFFFFFFFF
0x08001018 FFFFFFFF  DCD OxFFFFFFFF
0x0800101C FFFFFFFF DCD OxFFFFFFFF
0x08001020 FFFFFFFF  DCD OxFFFFFFFF
0x05001024 FFFFFFFF DCD OxFFFFFFFF
0x08001028 FFFFFFFF  DCD OxFFFFFFFF
0x0800102C FFFFFFFF DCD OxFFFFFFFF
0x08001030 FFFFFFFF DCD OxFFFFFFFF
J 0x05001034 FFFFFFFF DCD OxFFFFFFFF hd
R >

[ R HZE Memory & 1% AOx08001000 /¢ ik, H4x%E 3|4 &k 2 OXFF

#3271 k7 2.0.0
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& 38. Memory & N &F Y

Memory 1

Addiess: (02080071000

0x08001000;: FF
0x08001013: FF
0x08001026: FF
0x08001039: FF
0x0800104C: FF
0x0800105F: FF
O0x08001072: FF
0x08001085: FF
O=xN8NN1N95: FF

1 Call Stack + Lacals

® {EMemoryT [, %iASLIB_DATAZ4H X sector 4/ H11:0x08002000, K AIX A~ X B 52 Y14
D-Code#(#i S & B, BT LAW] LLE 21 5k M 4UE

& 39. Memory & N #F SLIB_DATA #2457 H

Memaory 1 LA |

Addhess: [0+08002000 D 2

Ox0S800z000: ES
Ox08002013: 3C
Ox05002026: 08
Ox08002039: 41
Ox0500204C: 9C
Ox0800205F: 3C
Ox08002072: EE
0x05002085: FF
OxNRANZ2N38: FF

& Call Stack + Locals

00 00 0O F?7 55 72 3B CF 4E 04
SE §5 BE BEC 88 DC OF ED 9C A3
3D FO DE 1B 3E 5F 46 64 3E 06
1E 3E 0O& B2 BA 3D 00 0O 0O OO
§5 SE BC 00 00 00 50 58 CZ OB
00 00 00 00 12 Z2 DO Bh B9 E1
FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF
FF_FF_FF _FF _FF _FF FF FF FF FF__ ¥

® fEMemory % H H E AR X H0x08002000 /) £ #5 i fE 0, FLASH_STSH 475 [NEPPERRA
B, SRS RAER

& 40. SLIB S llii

Property Yalue
PSR 0x00000030 =
UNLOCK
UsD_UNLOCK
E--5T5
ODF
EPPERR
PRGMERR
OBF

o WRAEREES IR BRI, QREHATRE At 2 N Ry B

2021.11.16 # 33| &2 2.0.0
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B 4. FRPERPET

115 wvoid FLASH IRQHandler (void)
116 2 {
& 117 ‘ :i:f (flash flag get (FLASH EPPERR_FLAG))
1188 {
119 flash flag clear (FLASH EPPERR FLAG)
120 delav ms (500) ;
121 + }
122 |}

2021.11.16 #3447 &2 2.0.0
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4.1

Ti R L P AR ES & T HRERE

J7 i A it P ARIS BETH SE UG, TRE N ERBIE - AMCU, X K B & B AR ) 22 4 )
e PUR A ANE R 8B AL P 2%, 11982 LA Project_LOFIProject_L1 4.
B R BIAT-LINK I B 28 R #8,  PEHREE v LAS 2 ICP A SO S AT-Link i F SCRY

7 RN 2 3m P ARES 235l e R

7 R e esk SLIBRIDRIMCU, 4R J5 2 F 7 R N HARRS BIMCU, 2PIRW R :

(1) FEA: J7 R i e il TRE  SLIBHR 4 ARS8 1L ICPE U AR /7 I BIN B E HEXEYS : Sk
A TR T HBIMCUULR ARLE SLIB X FAPEES ), ARG E A4 SR TN RE U M. SLIB
#5453 4XA%(0x08001000~0x08002FFF), SCAF-A7-fiti s B A7 s HARAE ABINELEHHEX, f6ifE
I BINES i 4 Aslib.bin, 01T E.

A 42. {7 SLIB {55

Make encryption file
Exit

0

[ Artery ICP Programmer_V2.5.00 o[-l
File | J-Link settings  AT-Link settings Target Language Help
2enve fle 25 - T32F413RCT7  FlashSize: 256KB ’l ?r ?
| Save flash data as... | W: V158
6865120040F15809179C02

15 7

2021.11.16

Memory read settings

N
Address §x 08001000 Read size Ox 2000 Dita bits [8 bits v] l Read ]
[ ]
File info
Mo,  File name File size Address range(0x) Add
1 project_|0.hex 8484 08000000-080003B7,08001000-08001117,08
4 | i 3
Flash CRC l l File CRC verify ] l DownlLoad

Elash info | Fileiproject_I0.hex

Address range:[0x08000000 0x08000367] Address range:[0x08001000 0x08001117] Address range:[0x08002000
0x080020731 _Address range: 008003000 0x08004B0F] _ checksum: 0x000CE13F

Address 0 1 2 3 4 5 & 7 8 9 A B C 8] E F AL~
4 |18 |00 (20 (01 |30 |00 (0B |1B |36 |00 |08 |13 |36 |00 (08 |@« E
OneB000010 17 |36 |00 (08 |F3 |35 (000 (0B |99 |36 (00 (0B |00 |00 (00 |DO |C6 ]

FriEB: 7 g i e ) AR EEE AR bindg S ST, B A SLIB X 3 B — B, il
FEKEIL TR F, userikdiirh 7 infromelf.exe --bin --output .\Listings\@L.bin 'L, & s 5 [F 44 1 bin
B, R R SLIBE SRR NG 2848 bintk 3K, 445 1 2 HER_SLIB.binFIER_SLIB_DATA.bin, X}
N ) 5t 72 0X080010004 Jit- B (I SLIB-INSTRUCTION 34 A10x080020004# i B [ SLIB-DATA S 14,
W E

$£3BW 4 2.0.0
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& 43. 4R SLIB {REE# 4 > bin A

SRt T sor et S o on

Command ltems
1 Before Compile C/C++ File
[~ Run#l
[~ Run#2
[=)-Before Build/Rebuild
[ Run#l
[~ Run#2
(=) After Build/Rebuild
[¥ Run#l
[~ Run#2

Devics | Target | Output | Listing User  |c/CH | hsm

User Command

fromelf.exe --bin --output \Listings\@L.bin IL

| Linker | Debug | Utilities |

Stop on Exi... 5.

]_% Mot Specified | [~
ljJ Mot Specified | [~

ER_IROM1

ER_IROM2Z
ER_SLIBE_DATA
ER_SLIE_INSTRUCTION

| M-

(23] Not Specified | ™
ljj Mot Specified |~

| -

ljJ Mot Specified | [~

L
ljJ Mot Specified | [

| M-

(2) *ER_SLIB_INSTRUCTION.binfIER_SLIB_DATA.bini#iZICP T H.,

]

fELBEERIMCU, R

& 44. ICP fE£k 23 MCU

{7 Artery ICP Programmer_V2.5.00

File  J-Link settings  AT-Link settings

Target

Part Number: AT32F413RCT7

Language Help

FlashSize: 256KB

AT-Link-EZ FW: V1.5.8

AT-Link | AT-Link SN: AB6365120040F15809179C02

AR

- .
2 || =+ DownlLoad Form e ]
sLib status
TF status: Drsable Remaining usage times: 256
nable password 0x 55665566 Main Flash
Sector2--0x08001000 -

" 15

T5able password Ux

Start sector

[] SPIM

0 @

Memory read settings

DATA start sectof

End sector

Sector4--0x08002000 -

Sector5--0x08002800 -

Extra options

Flash info | File:ER_SLIB_DATA.bin

Address range:[0x08002000 0x08002073] checksum: 0x00002C29

Address o 1 2 3 4 5 & 7 8 9
B9 |E1 |EE (BA |12 |22 (DO |BA |00 (00
0x08002010 CF |4E |04 (3C |58 |C2 (0B |3C |00 (00
0x08002020 88 DC (0B (BD |9C |A3 (08 |BD |00 (00
0x08002030 FO DB 1B |[3E SF |46 (&4 |3E (06 (41
0x08002040 FO DB 1B |[3E |0A |82 |BA

»
w
o
o
m
=
i

>

m

Address 0x 08001000 Read size Ox 00000074  Databits 8bits = | Read | [Mass erase for Main Flash +| [ Disable sLib before download
Fileinfo Verify Enable sLib
No. File name File size  Address range(0x) Add L) Bt ERP sl drrm e
1 ER_SLIB_INSTRUCTION.bin 280 08001000-08001117 [T Jump to the user program [] Enable FAP after download
2 ERSLE_DATAbin 116 08002000-08002073 e e e e
02010000 [C] Button free mode
00000001
Flash CRC | [Fne CRC verify | [ DownLoad l
00000001

[C] Write user system data

1

£
E
heAEaEaE AL L

s Downions

(3) EiFEIICP T A B il 4 H TAERAERIAT-Link, SRJG4AT-Link & #IMCU, {147

BT H TR T .

2021.11.16

% 36W
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(4)

B 45. AT-Link B £k525% %] MCU

-
{7 AT-Link Setting

— - —

—

AT-Link seﬂings| AT-Link offline config settings |AT—I_ir1k offline download statusl

Offline project ’

v] Delete

Project name  slib_download

Device |AT32F413  +||AT32F413RCT7

Mo,  File name File size
1 ER_SLIB_INSTRUCTION.bin 280
2 ER_SLIE_DATA.bin 116

Address range(0x) Storage loca..

08001000-08001117

08002000-080020732

<

L1

| *

Erase option |Erase the sectors of file size

’)

[ Download times
[T] Encryption transmit
[ Write user system data

| [T] Enable FAP after download

Verify

| Software serial number(SN) | SPIM settings | sLib settings |

Enable sLib
sLib enable password Ox

556685566

[T] Disable sLib before download

Download interface

[] Reset and run

Main Elach

Start sector [&dorz--mlm

DATA start sector ISECIDF4--QXO3WZCH]J

End sector ISedorS--ﬂxO&llﬂZBm

l Load parameters ] ’ Save parameters l

Open project l [ Save project file

l Save project to AT-Link ] l

Close l

PR D IRS, S R BERIFSLIBI /- IMCU, A SLIBIRZES 2 Bon v e E A,

28 3 FH P 38 1L AR 2R R B 1 sk B ARG RIMCU SE BN L S, AEZR BRI T A

®3ITW

hRAs 2.0.0
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4.2

& 46. &5 H P ez RB%E MCU

- - _ . <
i Artery ICP Programmer_V2.5.00 = 2 | I Download Form e
File  J-Link settings  AT-Link settings Target Language Help sLib status

Part Number: AT32FA13RCT7  FlashSize: 256KB /l?r ? Remaining usage times: 255

55665566 Main Flash
e Do Enable passward 0x Main Flas

_Li AT-Link SN:  AB6865120040F15809179C02 = Disable password 0x Start sector Sector2--0x08001000 -
AT-Link ~ T
Disable sLib DATA start sector | Sector4--0x08002000 -
[ sPim 1] @

End sector Sector3--0x08002800 -

Memory read settings Exira options

Address Ox 08001000 Read size Ox 00000118 Data bits Is bits. vl I Read I IMﬁss erase for Main Flash v] [7] Disable sLib before download

File info Verify Enable sLib

Disable FAP before download
No. Tl name Tle 51z FesE rangel Add L=t Store downioa
1 project [Lhex 7008 02000D00-030003A7,03003000-08004787 [] Jump to the user program [7] Enable FAP after download

[7] Write software serial number{SN)

[T] Button free mode

08010000
< [ »
00000001
[ Flash CRC ] Irue CRCverifyl [ DownLoad l
00000001

Flash info | Fileiproject |Lhex

Address range:[0x08000000 0x080003A7]  Address range:[0x08003000 0x08004787] checksum: 0x000A2AB1

[C] Write user system data

Address 0 |1 |2 |3 |4 |5 |6 [[7 |8 |9 |a [B |c |o |[E [[F |aAt-
38 |13 (00 |20 |01 |30 |00 (08 |F7 |35 |00 (08 |EF |35 (00 |08 B:‘*I
0x08000010 F3 |35 (00 |08 |CF |35 (00 |08 |75 |36 (00 (08 |00 (00 (00 |00 (2%
0x08000020 00 (00 (0D (00O |00 (00 |0D (00 (0O (00 (0D (00 |FB (35 |00 |08
0x08000030 D3 |35 (00 (08 |00 OO (00O (00 |(F9 |35 (00 (08 |FD |35 (00 |08 |2.

0x08000040 B8 30 (oo 08 (1B 30 |00 (08 (1B (30 |00 08 (1B 30 |00 08 =0
! St Dowelond

<[ m '

?i%?&l’ﬂl 2w P ARBS B IR R

ZE T IO SLIBACHE AN ity FH 7 1) S FARAD 2 4 31— /NS4 H TR, WLAT-Link B2 — KT
%@JMCU, i L

(1) 5 ZEr gn i 2 0 TR E— = R AL 7, 73 2ISLIBHEE 2 IBINAY iy 42 Hyslib.bin .
(2) FEEIELICPHIVEE LI H TR RZRIPC, afLIEE A FREE SMSH, tLanfRs T
HH DUH U EAT-Links FEGERRJEITIEFAPSE, (RAAELIH LA NE

TER: BT H LR G CAZLNE, ilh— 18T <2 7 F rid i Llggslib.oin 4/ 1F 501 f19slib.benc
AT PR IIZY B 2E T H LFE, (HUEIT 725260 H L FE R BE XN B VLB 2 BT HIAT -Link LA GE1E/T

2021.11.16
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B 47. HIERLIE TR
)

-
17 AT-Link Setting

-— —

AT-Link settings| AT-Link offline config settings ‘AT-Link offline download status|

Offline project l v] Delete -

Project name  slib_project Device [AT32FA13  +|[AT32R413RCTT -

Moo Fiesi i . orage loca.. |[_Add

1 ER_SLIB_INSTRUCTION.bin 280 08001000-08001117

2 ER_SLIB_DATA.bin 116 08002000-08002073
< i ] v
Erase option |Erase the sectors of file size 'I
[Fl Download fimes Devneelint et e |
[T] Encryption transmit Verify [] Reset and run |
[7] Write user system data |
[T] Enable FAP after download

|
| Software serial number(SN) | SPIM settings | sLib settings | |

Enable slib Main Flash

i 55665566
T Disable sLib before download DATA htart sector [—]Sedm__mm - i AT-Link project file settings [ ==
End sdctor Sector5--0x08002800 - l

Save parameters ] AT-Link SN : SEAC20700040A55407874907

This project is only used at the specified AT-Link.

[ Load parameters

| This project is only used once.

[ save project 1o aT-tink | [ close

AT-Link AIN = ESFFBA4371214E21

|

Open project | [ Save project file

(3) LM ERIZE LT H TR, MICPITITIUH S, JERLZRANSCAFShRE, AT LA R AR &
DENZELIIH TR, AR5 R ZIPCHE EIAF MR RIAT-Link, I HAT LTS B5E R AE,
L H SR 340 T B
TERE: JIBTIEACIS I 5 BemEF X, BT2e T H L RE AR CH A R B E AN T 2, P A g By K vy
TEFF RN & i B -

S S L5 7 1 | IS S S L] -
2021.11.16 & 39| &2 2.0.0
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Fl 48. BB E SC4F

F AT Link St g

==

AT-Link settings | AT-Link offline config settings |AT—Link offline download statu5|

Offline project [ - ] Delete

Project name  slib_project Device |AT32F413  ~ ||AT32F413RCT7 -
No.  File name File size  Address range(0x) Storage loci * Add
2 ER SLIB_DATA.bin 116 08002000-08002073 [F[[Delets
project_|1.hex 936 08000000-080003A7
R o s I Ty FQ_F".I NQNAN2 NN nm‘!n‘! AT
4] 1t | »
Erase option |Erase the sectors of file size '|
[ Download times E Download interface |SWD v|
] Encryption transmit ] Verify [] Reset and run
[] Write user system data | ..... |
[] Enable FAP after download
| software serial number(SN) | SPIM settings| sLib settings |
[¥] Enable sLib sLib position |Main Flash v|
SEfizile 2 pres i St caig [Sector2--0x08001000  ~ |
[] Disable sLib before download DATA start sector |Sev:tor4--DxDBDDE‘DDD v|
slib disable password 0x : B |sectors--0x08002800 |

| Load parameters

| Save parameters |

2021.11.16

% 40

l Open project Save project file l Save project to AT-Link l ’ Close ]
This project is only used once. ‘
This project is only used at the specified AT-Link. 1
|
— T — T N Y — i “S— A
S CE— — — —— - S—
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5 RAEHE

R 2. XHEBEAIE
HH# %S Byl
2021.11.16 2.0.0 | ¥IEEA
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ETZLRA - HFAsE

ST EAT FSTREASCIRMERE 777 AR 55 (KRN R JO AN AR 5 1 5 5 P A S AR 0 7 B AR 35 A G KT A 54T

T RIS A IR, AT DAEATT7 2T TR BGHAT A W78 BB R B4R AL BVF AT o A SRASTR AT 733 S AR AT
B EURS, ARAATERS A ] A =05 7 iRk 55 SRR R R TR, S N Je DME T 7 2UAE A T
L5 = 7 7 i B8 35 BCH P T R P AR DRALE

FRARFERERE I I Ak rh A B, I, R R 07 ) P A s AN AT T R BRI RE, BB IR T4 &
EERERSE RHARYEE T ) 4 X B A R 50D, BURIAERT & A, MBS B A R B BRR RALE .

HERS 7 IF AR B R TTH T ORI M (A X VEAREA ZORIOB AL, Blln: AfySCie. BaEA RSB 7 Mg 2 2
R ARG (B MR (O MIRRHEMIRIEE: (D) (3%, H/sl (B) HAbrTReSBASHH . Jer LUr=4E MR A . SR
B BRI TR R, RIS RO e FEARE At T ST A, XURS: BV R DA b RO R R A8, ERI R Ak ) R S ik B2 o
R AT IR HEAIL R .

ZERH BUHERE 777 0 AN R T AR SCRS rh 4R A B 7 R BB R LB, 4 ST RIS BURERF ) 1506 A SO MRS 07 U 95437 T HOAE AT ERAIE
KA IFHAR DRI 2 sl IR I AR 53 4E

© 2021 HERFHIBHL REPTA A

2021.11.16 #4271 &2 2.0.0




	1 概述
	2 应用原理
	2.1 安全库区的应用原理
	2.2 如何启动安全库区保护
	2.3 如何解除安全库区保护
	2.4 编排及执行安全库区的程序
	2.4.1 不可将中断向量表设置为安全库区
	2.4.2 安全库区代码与用户区代码的关联性


	3 安全库区范例程序
	3.1 范例需求
	3.1.1 硬件需求
	3.1.2 软件需求

	3.2 范例概述
	3.3 安全库区保护的代码：FIR低通滤波器
	3.4 Project_L0：方案商范例
	3.4.1 产生只执行(Execute-only)代码
	3.4.2 编排安全库区的地址
	3.4.3 启用安全库区保护
	3.4.4 Project_L0 执行流程
	3.4.5 产生头文件及符号定义文件

	3.5 Project_L1：终端用户范例
	3.5.1 建立用户的应用项目
	3.5.2 在项目中加入符号定义文件
	3.5.3 调用SLIB保护区的函数
	3.5.4 Project_L1执行流程
	3.5.5 调试模式下的SLIB保护


	4 方案商和终端用户代码整合及下载操作流程
	4.1 方案商和终端用户代码分别烧录
	4.2 方案商和终端用户代码合并烧录

	5 版本历史

