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1

AP TELRF 2 R FENEA

IAP (In Application Programming) BI7ER H%itE, 1AP2H -~ B QR T2t User
Flashif)#i 7y X7 RS, B BRA 7R S AR Ja AT LA (o b o 0 B PR 38 45 056 7= i v g [
AT A . @ ESSIIAPTIRERT, BIH AR 1T E B SIS E, REAABRHE R
JFE 0 4 5 AN I H ARRS, S — AN H FE AN PAT I ) ThResAE, i S it B Ahas(E oy
USB. USARTMZEISFEFBEdE, $AT0 88 =8 oA S8, 28 AN B ARRS A 2 FLIER D Re AR
o XS I H AR ES R Bk fEUser FlashHt, b b FHLJE, #0228 — AN H AL T dhia
17, BAEa FERAE:

1. KA 7S N iR R AT BT,

==
2. WERATHEE D] 4
A =3
3. PATEHTIRAE
| — 3] Y 4=
4. B B A A HAT
4
B 1. IAP REBHATIHRRE
0x08000000 Flash physical address Stack top address
Reset interrupt vector Reset Handler P
e 0x08000004 (Start address of interrupt vector table) - il
& Non maskable interrupt vector NMIException
@ g hardfault interrupt vector HardFaultException
o
=
. 0x08000004+N | IAP program main function entry | int main(void) |
: |
g
g | IAP process |
ump | @ ®
Reset interrupt vector
0x08000004+N+M (New start address of interrupt vector Reset_Handler @
table)
Non maskable interrupt vector NMIException
) hardfault interrupt vector HardFaultException
o
£
@ Reset interrupt program entry Reset_Handler(void)
hardfault interrupt program entry Hardfault_Handler(void)
| XXX interrupt program entry | xxx_Handler(void) | <
e 0X08000004+N+M+n ‘ New program main function entry | int main(void) |
Main < @
function
Circle  —

EE FEEPRES, AT328 6 )G, 52 M0X08000004 kB Hy & fir b 1Ay = i bk, ka3
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“0X08000004+N+M) , Bk 2 F 5 N FIEAL M TR, BUH BT A il m s raihk, I
B PAT IR B AL IR SR, BE S B E R I maini B, EbR S Q@R R
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fEmain B AHAT ISR F, WIRCPUB R —ANhIbrig=R, PCIREM5R Bl 2 Hihk0X08000004 H1 14
I ERAL, TARFEF i ER, WERS@F R 5 ERERATE R m 2R W
&, BB R A TR I R W IR SRR, WERR SO ERAT R IRS T S, R IRE
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2 AT32 USB HID IAP By B 51k
21 WHRIE

Iﬁ HJE ] AT-START-AT32F403A SEIGHR FIE 2461, |1AP demo AL IS G AT32 HAh 7Y
5, AP H gt RS TR T AT-START SEIGHRISATRI AT .
1) #E7~/TLED2/LED3/LED4

2) USB(PA11/PA12)
3) AT-STARTSZIGHR

22 BHERE

1. APP_Release

B |AP_Programmer.exe PC#ltool

2. source_code
B bootloader, IAPEFEF, 1Z{TLED2[N K
B app_led3_toggle, appl LED3NRIEFEF
B app_led4_toggle, app2 LEDA4NRIFEFEF

JF. B/ FAT32F403A 407 _Firmware_Library V2.x.x\utilities\at32f403a_407_usb_iap_demo\source_cod

e, T A LEETkell VoFNARS2ZE s, EHHFHEEARMIGpEFE LS, 155 FAT32FA03A_407_Firm
ware_Library V2.x.x\project\at_start_f403a\templates 77 & #1571 (#I%NAR6/7/8 keil 4/5,eclipse_gcc)

HITXI I AEXRT T

2.3 IAP Programmer fiF

1. {TJTbootloaderlif2fr, ZiE)a T2 F| LI

2. $TJFIAP Programmer.exe

3. WK, EFEUSBI K, MHKZHIDE S, FIA R EIKS)

4. EFEAPPNESMIE CREIEFE5IAPE R N EHIEAHEFED Abindc, k#5257 2CRC
K%, fdiDownload F#;

MELLED2/3/4IN ¥k, LED2[N#k-bootloader T{E, LED3[NXk-appl L{E, LED4NXk-app2 L1k
6. SCHRWTHLARY, 4RSI download I, R YRS BIATEIAPKE R,

o1
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& 2.1AP demo _EAi#l

o5 IAP_Programmer_V1.2.6 - - ™ =Ll
Port Type [USEI "]
USB Device Serial No.[144D62EESD11 v | Saud Rate [115200
App Start Address(0x) 08004000 [] crC verify after download ||

evice\HID_IAP_APP_LED4\MDK_vS\Objects\HID_IAP_APP_LED4.hex

.

SPIF Download Address(0x) 00000000 SPIF Size

[ write SPIF
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3 AT32 USB HID IAP B E
3.1 Hibko A

£ 1. bk
ITEM Address and Size
app code Add2:0x800 4000 ~
bootloader code Add1:0x800 0000 size:0x4000(16K Byte)

Note :bootloader X117 5 — 147X, T E R # 8 Z K09 flag, /7 152¢ bootloader I i 71 1 iz
He A,

3.2 bootloader project % &

1) Keil% &
& 3. bootloader project #' add1 7£ Keil &
Kk Options for Target "at_start_f403a’ [
Dewice Target |Output | Listing|User |C/CH+ | Aam | Livker | Debug | Utilities|
ArteryTek -AT32F403AVGT7 i S | =
ARM Compiler: Use default compiler version 5«
al (MHz): [
Operating system: |N0ne ﬂ ™ Use Cross-Module Optimization
System Viewer File: ™ Use MicroLIB r
|.i.T?2FiZE.i'f;_'-;zs‘-;d J Floating Point Hardware: Single Precision -
I~ Use Custom File
Read/Only Memory Areas add 1 -LJXLE Read/Write Memory Areas
default  off-chip Start Size Startup default  off-chip Start Size Maolnit
r ROM1: . r RAM1: r
r ROM2: i r RAMZ: r
r ROM3: i r RAM3: r
on-chip on-chip
F  IROMI: | <BO00000 (<4000 |(: &  IRawi |©20000000  [oc3B000 |—
[~ IROMZ . [~ IRAMZ: r
[1):4 Cancel | Defaults | Help |

2) bootloaderyi e F &k
hid_iap_user.h >z ffH

& 4. bootloader project ' add2 ZEREFFHRE
| #define FLASH_APP_ADDRESS 0x08004000

3.3 appiRE

Zdemoffit 724 appfE LIRS, 5 Pladd2 (0x800 4000) Ajidtfiihl. appl LED3IALE,
app2 LEDANE. Llapp LED3 A, it B TF:
1. Keil LREXE
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& 5. app project # add2 7£ Keil % &

Dewice Target ]Dutput ] Listing] User ] C/CHt ] Asm ] Linker]

ArteryTek -AT32F403AVGTT
ARM Compiler:

Ml (MHz):

ﬂ [ Use Cross-

Cperating system: |N0ne
System Viewer File:

ATIZFA03M0c_v2 svd . Floating Point Hardware: Single Precision -

[ Use Custom File Add2 lﬁﬁ J

Read/Only Memory Areas Read/Write Memory Areas

default  off-chip Start Si Startup default offchip Start Size Nalnit
~ Rom: | | / C ~ RAMI: | | l_
I Romz: | /}/ C I Ramz | | r
I~ ROM3: | / | r I Ram3: | | r

on-chig on-chip

v |R0M1:| |(xB004000  [cFCOOO | & W  IRAM1: [B20000000  [Bx38000 ~
I 1Rom2: | | C I IRamz: | | r

Code Generation

[ Use MicroLIB -

Debug | Utilities |

|Use default compiler version 5 j

Module Cptimization

2. app WETFEE
Ekmain.c A A W A W RS
& 6. app IEEFE

/* config vector table offset */
nvic_vector_table_set(NVIC_VECTTAB_FLASH, 0x4000);

- TR R R R

3. ZiFAEpbinSCfF

W fEUsene i, WE 435 H Ffromelf.exe, HR¥E.axf>CF2E . bin3cf:, FTIAPH .
PLESAEIE, AT LA S —AN . binflAPPFEE, jEitbootloaderfs 7 Bl ml Sz HiL 5 3 .

4. JFJ3debug app codel)jfi
WIRAE W iHapp codeid f2H 7 ExTapp projectdf AT HL A,
B [ #bootloader project

TR LU A1

B Kl debughfg 75 EIAP Programmer .exe B3 R E—Rapp.(k T & Sflag, &

N NIk Mapplazh. Eikflagz: Mbootloader)s )
B debug app project

IAP. APP 5 N ALEEHRE

1. EMMLEERRE

10

A 2.0.2
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B 7. EAHLEFRE

| Send Ox5AA0

Wait ACK or
NACK?

¢ ACK:

| Send Ox5AA7

Address match?

¢ YES:

| Send Ox5AA1

Wait ACK or
NACK?

¢ ACK:
—>| Send OX5AA2

¢ ACK:
| Send Ox5AA3 l—ACK

Wait ACK or
NACK?

Wait ACK or
NACK?

ACK

ave Data Nee
Send?

YES

—

| Send Ox5AA4 |

v

| Send Ox5AA5 |

¢ Yes

| Send Ox5AA6 |

Wait ACK or
NACK?

\CK

Wait ACK or CK

NACK?

G
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2.

IAP iy FAALEERFE

A 8. AP 3 FIALEERE

YES

v

Send

ACK&Jump to
IAP

YES Send ACK

YES: Erase Page Send ACK

YES

Save Data Write to Flash |—>| Send ACK

YES Send ACK

=<

ES Calculate crc

Send ACK & CRC

YES

|

Send ACK

Jump to User Code |

Send ACK & IAP address |

JER: A iEZ#AT32_HID_IAP_Protocol.pdf
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4

4.1

4.2

USB HID IAP Protocol
AH Ak USB HID FFEM, (6 FRE DM F RIS @LE, A FITH E R B .

e FIR
i & 1H e
0x5AA0 HEN TAP #Ex
0x5AAL Ha6 T
0x5AA2 WE ML (3% 1K X 5%)
0x5AA3 SRR A
0x5AA4 T
0x5AA5 CRC K54
0x5AA6 ka4 (B2 H P code)
0x5AAT7 FREL TAP % B [¥) User Code Hbdi:

VR 1: HID MaxPacket = 64Byte

VLR 2: BE— 1B R IET T Byte [BE Fyii &
JERC3: iy 1% HE MSB,LSB HINT/7 55
ACK: OXFF00, NACK: OxO0FF

W HR

1.

2023.02.08

OX5AAO0E N IAPHE

TERN—MREE S, P APPIREIX /N2 R NIAPHEE . SEBLT OWI R AN v 4
2 5 #flagih e reset

A7HL: [Ox5A, 0XAQ]

IAP ¥ £ . [OX5A, 0XAO0, ACK/NACK]

0x5AA1 JFUf T %k

A7HL: [Ox5A,0xA1L]

IAP #4511 3 - [OX5A,0xA1,ACK/NACK]

OX5AA21% B I i i ik

W EH b F R IKBY 5, & T 1Kbyte i 2 5, #H BEHE NIt
AIAL(Ar A +H3E): [Ox5A, 0xXA2, 0x08, 0x00, 0x40, 0x00]

IAP ¥ %W : [0X5A,0xA2, ACK/NACK]

Ox5AA3 N HH i Ar % (1KB X2 EKIX)

TEEIE AR fr S+ K BRIk kAT k0%, A EAHYEE N60Byte (64 - @l
- KED , HRIAEIEAFIIKBI, AL E SR BACKI N . I R % 75K IKB H 2L
55 FIFLASH.

AL (ir4(2Byte)+ K (2 Byte)+%#iE (n byte)) :[0x5A,0xA3,LEN1, LENO,DATAO---.DATAN]
W e 1IKBEE J5 1AP & M .:  [0X5A, 0XA3, ACK/NACK]

OX5AA4 T #Zs IR

AZHL: [OXBA, OxA4]
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AP %W : [OX5A, 0xA4, ACK/NACK]
6. Ox5AAS5 [E{FCRCK5:
AL i B R A A [ A O/ NAKB (R RN KB 5, AR FMOXFF) , HIAPTHEL
CRCZ J5iRFl4s EAAL.
EA7HL: [0X5A,0xA5, 0x08, 0x00, 0x40, 0x00, LEN1, LENOQ]
IAP# £ 3% [0X5A, 0xA5, ACK/NACK, CRC3, CRC2, CRC1, CRCO]
7. Ox5AA6 Bikms
Bkt i A Bk 2 F P ARRS AT 18 4T
EA7HL: [0x5A,0xA6, 0x08, 0x00, 0x40, 0x00]
IAP #4511 3 - [OX5A,0xA6,ACK/NACK]
8. Ox5AA7 FRHUAPE [Mappiihl
1R [AIIAP ¥ & appitt it
A7HL: [OX5A, OXA7]
IAP & iB: [0X5A, 0XA7, ACK/NACK, 0x08, 0x00, 0x40, 0x00]
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5 BRERLRE

R 2. TERARE
H# JA RE
2021.09.02 2.0.0 ILGITES
2022.01.17 2.0.1 B E SR RS
2023.02.08 2.0.2 470 sourcecode 7 BSP #1142 ik
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BEZLEA - W

ST EAT FSTREASCIRMERE 777 AR 55 (KRN R JO AN AR 5 1 5 5 P A S AR 0 7 B AR 35 A G KT A 54T

T RIS A IR, AT DAEATT7 2T TR BGHAT A W78 BB R B4R AL BVF AT o A SRASTR AT 733 S AR AT
B EURS, ARAATERS A ] A =05 7 iRk 55 SRR R R TR, S N Je DME T 7 2UAE A T
L5 = 7 7 i B8 35 BCH P T R P AR DRALE

FRARFERERE I I Ak rh A B, I, R R 07 ) P A s AN AT T R BRI RE, BB IR T4 &
EERFE S (RHARGE AT R AR DAIE ARG B0, BURIRAEAT LA AR B R R P B BOR PRALE

HERS 7 IF AR B R TTH T ORI M (A X VEAREA ZORIOB AL, Blln: AfySCie. BaEA RSB 7 Mg 2 2
R ARG (B MR (O MIRRHEMIRIEE: (D) (3%, H/sl (B) HAbrTReSBASHH . Jer LUr=4E MR A . SR
B BRI T RIR R, RIS R e AR o At T TR A, XU BV R ST b RO G SRR AH LRI R ) 5 S w2 ] o
R AT IR HEAIL R .

ZERH BUHERE 777 0 SR T AR SCRS rh 4R A B 7 R BB R LB K S RIS BURERF ) 106 ARSI RS 07 SR 5545 T B RAIE
KA IFHAR DRI 2 sl IR I AR 53 4E
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